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Abstract

Information Technology Audits by Internal Auditors: Exploring the Evolution of
Integrated IT Audits

Joy M. Gray

Chair of the Supervisory Committee:
Professor, Inaugural John E. Rhodes Chair, Mohammad Abdolmohammadi
Accountancy Department

The Institute of Internal Auditors (IIA) defines integrated auditing as auditing that
looks at more than one aspect of the area under review; which may include financial,
operational, information technology (IT), compliance, environmental, and/or fraud
related audit objectives. I examine the internal auditing function’s (IAF’s) use of
integrated IT auditing and provide evidence of how internal auditors’ IT audit activities
contribute to IT governance, a critical subset of corporate governance. Importantly,
increased understanding of these IT audit practices assists educators in curriculum design
reflective of practitioner needs.
I have three interrelated studies. The first synthesizes literature through an
historical lens to answer the question: “How has the practice of IT auditing evolved
within the IAF?” Including literature supporting interrelationships between accounting,
technology, regulation, and competing/cooperating classes of auditors; I present a history
of internal auditors’ IT audit activities while examining how these interactions reflect
Abbott’s (1988) system of professions. I conclude with proposing opportunities for future
research.
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The second study qualitatively examines current internal auditors’ IT audit
practices; triangulating content analysis from an ISACA provided dataset, publicly
available interview-based Protiviti reports, and my own exploratory interviews. Results
indicate internal auditors’ IT audits are expanding in scope and vary based on
organizational context. I argue that integrated IT auditing takes on two forms, parallel
with generalist and specialist auditors working simultaneously but separately on the same
audit, and fully integrated involving the use of hybridized auditors within the IAF. I also
argue that the use of hybridized internal auditors within the US context has grown
significantly as a result of Sarbanes-Oxley legislation and growth will continue as
demand for IT audit resources exceeds the available supply.
The third study uses a large-scale database, the 2010 Global Internal Audit
Common Body of Knowledge from the IIA Research Foundation, to quantitatively
examine correlations between organizational, IAF, and CAE characteristics; overall
internal audit strategy, and the IAF’s IT audit strategy. I find that practice location and
CAE characteristics are strongly related to the selection of an integrated IT audit strategy,
as is an IAF strategy of assurance of sound risk management/internal control.
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Chapter 1 – Introduction and Overview
“Net technologies … have fundamentally changed the nature of business itself.”
(Cascarino 2012, xvii)
This dissertation examines the practice of integrated Information Technology (IT)
audit activities within the Internal Audit Function (IAF). Defining and understanding the
origins and current state of this practice provides a framework for further study of IT
audit within organizations, where evidence suggests there is significant shortage of
qualified personnel. My studies identify staffing methods, education, and training that can
increase the supply of IT auditors and, in turn, the ability of organizations to effectively
use and control their physical and logical IT assets.
The importance and complexity of IT audit increases as technology is embedded
into the critical operations of most organizations. Gartner Group (2013, 2013a) cite
worldwide IT expenditures exceeding US $3B per year, with organizations spending an
average of 4.4% of operating expenses annually on IT. At the same time, the importance
and the mission of the IAF evolves as regulators seek better ways to protect investors,
consumers, and businesses; while board members and senior executives look for better
ways to protect their interests as well as those of the organizations and stakeholders to
whom they are accountable. Surveys of executive management and board members
routinely find IT related topics the most frequently cited areas of increasing
organizational risks (PwC 2013, KPMG 2013). The practice of IT audit within the IAF is
challenging because of the rapidly changing technical skill requirements coupled with the
presence of multiple standard setters and other stakeholders. IAFs practicing IT audit do
so in a diverse and sometimes disconnected population within a profession whose

1

members often lack common backgrounds and experience. As a corporate governance
mechanism, the IAF plays a critical role in IT risk management and assurance (Gramling
et al. 2004, Weidenmier & Ramamoorti 2006, Cohen et al. 2010). Understanding the
nature of the IAF’s IT audit work, how that work is performed and by whom; and the
factors that influence the nature, scope, and performance of IT audit work within
organizations are important topics to further our knowledge of overall corporate
governance in general, and IT governance in particular.
Despite the fact that IT assurance is among the most significant concerns of
regulatory bodies, professional accounting associations, CEOs, and CFOs; the
performance and management of IT audit by the IAF has received little attention in
academic literature (Weidenmier & Ramamoorti 2006). In contrast, Internal Audit
practitioner literature has long been focused on IT audit. Possible factors slowing the
production of academic research on IT auditing by internal auditors include lack of
understanding of the diversity of the IAF as compared to external auditors, lack of
integration between internal audit researchers and systems researchers, and difficulty in
obtaining data. This dissertation seeks to further understanding of the internal audit
profession and its diverse practice, with a focus on US practices related to IT audit. My
studies examine both current and historical practice of IT audit by internal auditors.
This dissertation consists of three interrelated studies presented in chapters two,
three, and four. Chapter two synthesizes existing literature through an historical lens to
identify research gaps in answering the question: “How has the practice of IT auditing
evolved within the IAF?” This literature review expands upon and extends Weidenmier
and Ramamoorti (2006). Related studies from Ramamoorti and Weidenmier (2004),
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Wilkin and Chenhall (2010), and Geerts et al. 2013 are also used as motivation. I begin
with a history of the accounting component professions of external audit, internal audit,
and IT audit that parallels Hirschheim & Klein’s (2012) history of the information
systems field. I extend this history to include additional time periods, and expand the
point of view to examine critical external influences (crises and subsequent regulatory
actions) on the profession. I follow with a brief discussion of how the profession of IT
audit within internal audit has evolved using Abbott’s System of Professions (1988) as a
frame. The study concludes with potential questions for future research.
The second study qualitatively examines the current state of the practice of IT
auditing by internal auditors, with focus on integrated IT audit activity. This study uses a
triangulation of qualitative content analysis of a partial database (consisting of select,
keyed-in fields) from the 2014 IT Audit Benchmarking Survey, generously provided for
use in my dissertation by ISACA/Protiviti; combined with text analysis from publicly
available internal audit service provider Protiviti documents in the Internal Auditing
Around the World series, and semi-structured exploratory interviews with experienced IT
auditors. This study is the first to examine integrated IT audit as a hybrid profession, and
provides evidence of practitioner’s current perceptions of the importance of IT audit
overall and integrated IT audit in particular.
The third study quantitatively examines the relationship between IAF
characteristics and the IAF’s IT/ICT audit strategy. This study utilizes a large-scale
database called the Global Internal Audit Common Body of Knowledge (CBOK 2010)
from the IIA Research Foundation (IIARF), who generously provided me with access to
this database for my dissertation project. Using this database, I provide evidence on how
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the IT/ICT audit strategy employed by the IAF relates to organizational characteristics,
IAF characteristics, Chief Audit Executive (CAE) characteristics, and to the overall IAF
strategy. To the best of my knowledge, this study is the first quantitative test of the IAF’s
IT/ICT audit strategy. My study extends and updates related research examining the
relationship between organizational characteristics and 1) IT audit activities performed by
the IAF (Hermanson et al. 2000), 2) the percentage of time spent by the IAF on IT related
activities (Abdolmohammadi and Boss 2010), 3) and the involvement of the IAF in IT
governance activities (Heroux and Fortin 2013). Utilizing descriptive statistics and
logistic regression analyses to examine the relationship of differentiation variables, I
explore the relationship between explanatory and control variables as they relate to the
IAF’s decision to pursue or not pursue an integrated IT/ICT audit strategy.
Combined, the three studies in my dissertation increase our understanding of how
IAFs approach IT audits and of the historical and current practice of integrated IT
auditing. This increased understanding benefits educators, practitioners, and researchers
as it identifies areas of opportunity for updating education content and methodology to
meet the evolving needs of current practice, identifies opportunities to utilize hybridized
internal auditors to increase IT audit coverage in practice, and provides a deeper
understanding of the historical and current practice of internal audit from the internal
auditor’s perspective.
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Chapter 2: The Integrated Information Technology Audit in Internal
Audit: History and Future Perspectives

I. INTRODUCTION
The purpose of this study is to synthesize academic and professional literature
related to the practice of information technology (IT) audit by the Internal Audit Function
(IAF), with a primary focus on the emergence and evolution of the integrated IT audit
within the IAF. By synthesizing this stream of literature into a coherent framework, I
identify relevant opportunities for future research to expand understanding of the diverse
and evolving roles and responsibilities of the IAF as related to IT audit and assurance1.

Importance of IT and IT Audit
Virtually all businesses rely on IT in order to complete critical operational tasks,
store financial and operational data, and prepare financial and managerial reports. The
widespread use of IT requires significant IT expenditures, making up an average of 4.4%
of company operating expenses worldwide (Gartner Group 2013). Worldwide 2016 IT
expenditures are forecast at $3.4 trillion, with approximately 35 percent of this total spent
in North America (Gartner Group 2016). Given the levels of expenditures and reliance on
IT, it is critical that IT resources be available and secure in order to provide accurate
information. In the United States, regulators such as the Public Company Accounting
Oversight Board (PCAOB) and the Department of Homeland Security (DHS) continue to
demonstrate their interest in IT through regulatory actions. In addition, data from early
1

Messier, Glover, and Prawitt (2006, 12) refer to “three general types of services that provide
assurance: auditing, attest, and assurance services.” They go on to note that, “at a general level,
they encompass the same process: the evaluation of evidence to determine the correspondence of
some information to a set of criteria, and the issuance of a report to indicate the degree of
correspondence.” For purposes of this discussion of the literature, I utilize the terms IT Audit
and IT Assurance interchangeably.
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Sarbanes-Oxley Section 404 audits suggest that IT control deficiencies are relatively
common, difficult to remediate, and have negative effects on financial statements
(Bedard and Graham 2011, Bedard et al. 2012, Graham and Bedard 2013). Thus,
assurance that IT is effectively deployed, correctly functioning, and adequately secured is
critical to businesses.
There are several important reasons to examine the involvement of internal audit
in IT audit. The first is the aforementioned importance of IT to organizations, which
results in the need for review of the effectiveness, efficiency, security, and compliance of
IT-related activities within organizations. This assurance is part of the IT governance
process, and one governance tool commonly used to assess and assure IT is the IAF
(Weidenmier and Ramamoorti 2006). Because of the depth, breadth, and
interconnectedness of IT activities within most organizations; coupled with internal
audit’s role as organizational control experts and assurance providers (Gray, No, and
Miller 2013), the IAF is often tasked with IT audit and assurance activities
(Abdolmohammadi and Boss 2010, Protiviti 2011a, Heroux and Fortin 2013).
Another important reason for this review relates to the lack of involvement in IT
audit by some IAFs. IT is a rapidly changing field with nearly 2/3rd of organizations
reporting major transformations (ISACA/Protiviti 2014), suggesting the need for internal
audit resources in those organizations to provide advice and assurance. In their
publication Audit Committee Priorities for 2014, KPMG (2013) noted that addressing
technology risks is one of the areas that increase the perceived effectiveness of internal
audit. Despite the importance of technology to organizations, the frequency of control
deficiencies related to that technology, and the perceived positive impact of IT audit
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activities on IAF effectiveness and relevance, a joint survey by ISACA and Protiviti
(2014) indicates that nearly half of all organizations report areas of IT audit plans that
they cannot address because of lack of resources, almost 5% of surveyed organizations
have NO IT audit resources available, and more than ten percent do NOT conduct any IT
audit risk assessment. As it is important that organizations address these shortfalls, this
literature review seeks to identify areas of further study that can improve and expand the
overall IT audit activities of the IAF.
Abbott (1988) notes that historical study of professions emphasizes the work
performed rather than the structure of the associations of professionals tasked with
performing the work. By examining the development of IT audit within the IAF through
an historical lens, I expand understanding of both the evolution of IT audit work
performed by the IAF and the environmental characteristics that influence that work.
Examining these IAF IT audit related roles and responsibilities assists internal auditors
and their stakeholders in recognizing and responding to emerging practices and strategic
planning needs. By incorporating practitioner publications, I add relevance to research
questions as called for by Geerts et al. (2013). This review responds to several calls for
additional research relating to IT audit, including Hermanson et al. 2000; Boritz 2002,
Curtis et al. 2009, Ramamoorti and Weidenmeir 2004, Weidenmier and Ramamoorti
2006, Abdolmohammadi and Boss 2010; and Grabski et al. 2011.
The remainder of this paper proceeds as follows. In section two I define key terms
used throughout this paper, and examine the IAF’s IT audit practices through the lens of
IT history. Section three provides a discussion of the historical relationship between types
of auditors (internal, external, specialists) using Abbott’s system of professions as a lens.
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This study concludes with potential research directions for future studies relating to the
IT audit activities of internal auditors.
II. HISTORY OF IT AUDIT

Definitions
As technology has evolved, so has terminology. Bauer & Estep (2014) interview
33 financial and IT auditors from the Big 4 firms, and identify a difference in language
between financial and IT auditors. This difference extends to professional and
educational literature as well (see Table 2-1 definitions of integrated audit for an
example), suggesting a similar IT audit language difference exists across the accounting
profession.
Therefore, in order to assure clarity, I begin with a summary of definitions as I
use them in this review, keeping in mind that Campfield (1963) warned of the risks of
professional accountants being sidetracked by debates over terminology and titles, when
he stated:
“….if the profession takes the long view, which is always
necessary for any significant change in mankind's thinking,
arguments over titles and labels must be considered as quixotic
‘jousting at windmills’ (p. 522).
I primarily use the term IT; however, to be consistent with cited publications,
which use differing terminology depending on a combination of publication date and
journal, I consider the terms information technology (IT), information systems (IS),
management information systems (MIS) and electronic data processing (EDP) as
interchangeable.

8

Table 2-1 – Comparing Definitions – Integrated Audit
Audit Type
Integrated
(IT)

Scope
Combination of operational audit and financial audit. Accounting
department processes, procedures, and records, as well as IS applications
that support the department.

(Gregory,
2010)
Integrated
(Internal)

“… an integrated audit will take a more global approach that looks at
several aspects including, but not limited to, financial, operational, IT,
regulatory, compliance, environmental, and fraud.” (IIA 2012, 2).

(IIA, 2012a)
Integrated
(Financial)

Auditors report on both management’s assessment of internal control and
internal control effectiveness, and the accuracy of financial reporting.

(Whittington
& Pany, 2016)
Integrated
(Combined
Assurance)

“coordination through audit activities by performing audits jointly”

(Huibers,
2015)
Integrated
(PCAOB)

“Includes a control expert to cover both IT and business process controls
instead of designating a team member to do just IT work.”

(Bauer &
Estep 2014)

Defining what exactly IT is and what it is not presents a similar challenge.
Technology exists in an environment where new terms and new technologies develop at a
rapid pace. Hirschheim and Klein (2012, 193) acknowledge this, stating:
“… continuous effort to define and redefine IS to reflect the
evolving boundaries of the field, testifying that we still cannot
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define the field’s identify in simple terms, despite our best efforts.
The boundary remains fluid.”
In Table 2-2, I attempt to address this issue by providing a listing of some of the
IT related activities commonly included as part of an IAF’s IT audit universe. This list is
constantly changing, and while the overall categorization is drawn from ISACA/Protiviti
2014, the assignment of activities to categories is my own. The fluid boundaries exhibited
by IT are also one of the unique facets of the internal audit profession in general –
auditors are often tasked to audit areas that are poorly defined and lack well-developed,
standard audit procedures.
The final term I address is IT audit. The oldest and most widely recognized IT
audit credential is the Certified Information Systems Auditor (CISA). In the 2013 CISA
Review Manual (ISACA 2012, 26), IT auditing is noted as a “branch of the broader field
of auditing,” with the audit field divided into eight distinct classes: compliance, financial,
operational, integrated, administrative, IS, forensic, and specialized. A comparison of
definitions of each type of audit from the CISA Review Manual, a financial auditing
textbook, the IIA Research Foundation is included in Table 2-3. It is interesting that the
ISACA definitions, while breaking IS Audit out as a separate class, also include IS
components in each definition. In contrast, definitions from internal audit and external
audit materials still retain some portion of the concept of auditing around the computer.
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Table 2-2 – IT Audit Activities
IT Process Audits
Security – Logical and/or physical
Privacy
Maintenance

Data Management (including big data)
Online Sales

IT General Control Audits
Systems Development Life Cycle (SDLC)
Disaster/Business Recovery (DRP/BRP)
System Interfaces
IT Management
Application Audits
ERP systems
Sales Force Automation (SFA)
Customer Relationship Management
(CRM)
E-mail
Ad-hoc reporting tools (including
spreadsheets)
Mobile apps

Database Management Systems
(DBMS)
Asset Management
Website Management

Electronic Data Interchange (EDI)
Computer-Aided Design (CAD)
Operating systems
Financial applications
User-developed applications
Security applications (e.g.,
cryptography)

IT Infrastructure Audits
Telecommunications
Online Infrastructure/Domain Names (DNS)
IT Compliance Testing
Software Licensing

PCI/DSS

Other IT Audits
Social Media Audits
Vendor Audits
Internal Control Frameworks

Continuous Auditing
Digital Forensics
Sarbanes-Oxley Compliance

Derived from ISACA/Protiviti survey definitions. (ISACA/Protiviti 2014)
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Table 2-3 Panel A – Audit Type Definitions – CISA Exam*
Audit Type
Financial

Scope
Organization’s accounting system

Operational

IS controls, security, and business
controls. Typically covers one or
more business processes, and scope
matched to audit objectives.
Combination of operational audit and
financial audit. Accounting
department processes, procedures,
and records, as well as IS applications
that support the department.
All or most of an IS department’s
operations. All major IS processes.

Integrated

IS Audit

Administrative
Compliance

Defined segment of the organization.
Applicable segment of organization
that is tasked with compliance with
the law/regulation etc… under review
Forensic
Defined area of the organization.
Service
Third-party service organization.
Provider
Formerly referred to as a SAS70
review. Now a SOC 1 review.
*Derived from Gregory. (2010).

Objective
Determine if business controls are
sufficient to ensure integrity of
financial statements.
Determine control existence and
effectiveness.

Gain a complete understanding of
the entire environment’s integrity.

Determine if IS aligned with
overall organizational goals and
objectives.
Determine operational efficiency.
Determine level and degree of
compliance to a law, regulation,
standard, or internal control.
Support a legal proceeding.
Provide opinion on integrity of
third-party service organizations.

Table 2-3 Panel B – Audit Type Definitions – Financial Auditing Textbook**
Audit Type
Financial
Operational
Integrated

Scope
Organization’s financial accounting
information.
Study specific unit of organization to
measure its performance.
Auditors report on both management’s
assessment of internal control and
internal control effectiveness as well as
the accuracy of financial reporting.

**derived from Whittington & Pany, 2016
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Objective
Determine if statements prepared
in conformity with GAAP.
Determine effectiveness and
efficiency of the unit.
Assurance of financial statements
and effectiveness of internal
control over financial reporting.
Mandated by Sarbanes-Oxley Act.

Table 2-3 Panel C -- Audit Type Definitions – IIARF Internal Auditing Guide***
Audit Type
Internal
Control

Scope
Defined in audit engagement plan.

Compliance

Typically limited to a specific area such
as PCI-DSS or a given contract.

Fraud

Defined in audit engagement plan.

Operational

Defined in audit engagement plan.

Consulting

Defined in audit engagement plan.

Integrated

“…a more global approach that looks at
several aspects including, but not limited
to, financial, operational, IT, regulatory,
compliance, environmental, and fraud.”
(IIA 2012, 2).

Objective
Provide an opinion on “how
adequately a particular system of
internal control provides
reasonable assurance that
objectives will be achieved”
“degree of compliance with
established policies, procedures,
laws, regulations, and contractual
provisions”.
“…detecting or confirming the
presence and extent of fraud and in
providing necessary evidence for
legal purposes.”
Determine effectiveness and
efficiency of the organization.
Satisfy management request for
advisory services.
Most commonly, to determine the
compliance and/or effectiveness
and efficiency of multiple aspects
of the organization.

*** Derived from Galloway 2010 (pp.5-6)

The Intertwined History of Technology, Accounting, Internal Audit, and IT
Audit
Methodology: I utilize articles from both academic and practitioner journals from
the fields of auditing, AIS, internal auditing, IT auditing, and MIS to develop this history.
Ulrich’s Web is used to obtain detailed information relating to each major publication in
these fields, including initial publication date, title changes, and research database
indexing availability. Table 2-4 provides details of the primary journals I used and their
publication history. My review is not limited to these journals, but these journals were
searched with methods going beyond keyword searches, as explained later. I focus
primarily on practice in the United States; however I do not ignore the impact of
globalization, or closely-related research from other countries.
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Table 2-4 Primary Publications Reviewed

Publication Title

Publisher

First
Other Titles,
Published Electronic Indexing
Notes

Journal of
Accountancy

1905

Indexing starts 1905

1926

Indexing starts 1926

1944

EDPACS

American Institute of
Certified Public
Accountants (AICPA)
American Accounting
Association (AAA)
The Institute of Internal
Auditors (IIA)
Taylor and Francis

ISACA Journal

ISACA

1976

Auditing: A Journal
of Practice and
Theory (AJPT)
Journal of
Information Systems
(JIS)
Managerial Auditing
Journal
International Journal
of Accounting
Information Systems
(IJAIS)
Journal of Emerging
Technologies (JETA)

AAA

1981

Indexing starts 1972
(partial until 1987)
Indexing starts 1973
(partial until 1992)
EDP Auditor (19761985), EDP Auditor
Journal (1986-1994),
IS Audit & Control
Journal (1995-2000),
Information Systems
Control Journal (20012009).
Indexing starts 1992.
Indexing starts 1981

AAA

1986

Indexing starts 1986

Emerald

1986

Indexing starts 1992

Pergamon

2000

Indexing starts 2000

AAA

2004

Indexing starts 2004

The Accounting
Review (TAR)
Internal Auditor

1973

Source: Ulrich’s Web Database
I encountered several challenges using this approach. First, the availability of
practitioner journals in commercial databases is limited. The Internal Auditor is not
indexed in databases prior to 1971 and ISACA Journal is not indexed prior to 1993;
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therefore, I first reviewed print copies of The Accountant’s Index in key years for topics
of interest (e.g. Internal Audit, Internal Control, Systems, Data Processing,
Minicomputers, Security, etc…) and skimmed titles for articles relating to IT audit. This
approach generated limited useful information; therefore, I changed methods and instead
reviewed the index pages of print copies of The Internal Auditor for key years between
1944 and 1970. The ISACA Journal is more limited in availability; therefore I used a
review of table of contents from my personal print collection coupled with searches of
ISACA’s website for those articles available to members online.
Next, I used keyword searches of the terms ‘integrated,’ ‘EDP audit,’ ‘IT audit,’
‘hybrid audit,’ and ‘internal audit’ for Journal of Accountancy, EDPACS, TAR, AJPT,
etc..., searching one journal at a time and customizing my keyword search to that journal.
I also performed global searches through Google Scholar using these terms as well as the
terms ‘accounting’ or ‘audit’ combined with ‘system of professions.’
I discovered that for periods of time where Internal Auditor and ISACA Journal
(and its predecessors) are indexed in commercial databases, automated searches often
proved ineffective because these practitioner-based journals lack keywords, use
inconsistent terminology, and are sometimes stored in databases as files that are not fulltext searchable. Therefore, even for years after 1972 where The Internal Auditor is
available in databases, I manually searched each issue’s index for titles that MIGHT be
relevant to my topic, then read abstracts (when available) to determine the articles’
relevance. Using this technique I successfully identified a number of practice articles
relating to integrated auditing that I would otherwise have inadvertently excluded from
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this review. I was unsuccessful in finding a similar scalable method to review earlier
ISACA Journal contents.
To organize the review I begin with the four eras developed by Hirschheim and
Klein (2012) and expand their overview by adding before and after eras. I examine each
era in terms of the technology influences that define the era, the external influences
significant to the practice of accounting in general and internal audit in particular; the
related activities and jurisdictional posturing of professional associations, related
academic foci, and IT audit activity. This review demonstrates the accelerating growth of
importance of both IT audit and internal audit to the accounting profession as well as the
professional jurisdictional disputes and shifts that took place during these eras. An
overview of the history by era is included as Table 2-5, with discussion in the following
paragraphs.
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Table 2-5 – Summary of Eras

Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Era
Pre-1964

Year
1887

Technology:
Punched Cards Input
Magnetic Tape Storage
Mainframe Processing

1905
1916
1919

GE has first operational electronic
accounting system (UNIVAC)
Accounting Profession:
Gaining legitimacy
Subsets develop
Internal Audit/Governance:
Primary focus financial statements
Secondary focus managerial
information
IT Audit:
Realization of need

1926
1929
19331934
1941
1944
1947
1951

19491956

Auditing/Accounting Milestone

Milestone Type

American Institute of Accountants
(AICPA in 1957)
Journal of Accountancy (AICPA)

Professional
Association
Professional
Publication
Professional
Association
Professional
Association
Academic
Publication
Scandal
Legislation

American Accounting Association
(AAA)
Institute of Management
Accountants (IMA)
The Accounting Review (AAA)
Black Tuesday Market Crash
Securities and Exchange Acts
The Institute of Internal Auditors
(IIA)
The Internal Auditor (IIA)
First statement of responsibilities of
the Internal Auditor
Series of letters in Journal of
Accountancy debating if IA should
expand scope beyond accounting.
First office machine and EDP
articles in Internal Auditor
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Professional
Association
Professional
Publication
Professional
Guidance
Professional
Jurisdictions
IT Audit

Highlights
This era marked the first U.S.
legislative actions related to
auditing; and the first professional
associations for practitioners
employed outside of public
accounting firms.
Internal audit primary focus was
testing of controls related to
accounting information (financial
and managerial).
IT audit focus was on how to audit
technology that removed visibility of
data and the audit trail – machine
bookkeeping and punched cards.
Data processing noted by controllers
as one of the top three problem areas
requiring additional research (Dilley
1960).

Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Auditing/Accounting Milestone
Era
First Era
(mid 1960s to mid 1970s)
Technology:
Third generation mainframe
First minicomputers
Ethernet (networking)
Database Management Systems
(DBMS) separate data from applications
Accounting Profession:
Profession examines role of technology
& internal auditors
Scandals leading toward legislative
examination
Internal Audit/Governance:
Growing importance of EDP and
operational audit
IS centralization under accounting
IT Audit:
Generalized Audit Software (GAS)
Integrated Test Facility (ITF)
SAS 3 defines General & Application
controls

Year
1965
19671969
1968
1972
1972
1973
1973
1973
1974

1974
1975
1975

1976

Haskins & Sells introduces
AUDITAPE GAS
EDP Auditors Association
(EDPAA) (ISACA since 1994)
Auditing and EDP (AICPA)
SAP founded
Certified Management Accountant
(CMA) IMA
Equity Funding Fraud
EDPACS (Taylor and Francis)
Ethernet standard developed
SAS 3 The Effects of EDP on the
Auditor’s Study and Evaluation of
Internal Control (AICPA)
Certified Internal Auditor (CIA)
IIA
Lockheed Bribery Investigation
SAS 9 The Effect of an Internal
Audit Function on the Scope of the
Independent Auditor’s
Examination (AICPA)
EDP Auditor Journal (ISACA)
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Milestone
Type
IT Audit
Professional
Association
Professional
Guidance
Technology
Professional
Certification
Scandal
Professional
Publication
Technology
Professional
Standard
Professional
Certification
Scandal
Professional
Standard

Professional
Publication

Highlights
Internal auditors shift focus to
operational (efficiency and
effectiveness of controls in all areas)
audits.
Auditing around the computer is
common.
EDP audit specialists are a rare, new
type of auditor typically found in
internal audit.
Public accountants urge EDP
auditors to get involved in systems
design projects.
First calls for training operational
auditors as EDP auditors.
Focus: how to audit

Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Auditing/Accounting
Milestone
Era
Year
Milestone
Type
Highlights
Collaboration between IIA, AICPA,
1977
Systems Auditability and
Professional
Second Era
AAA, GAO, EDPAA, Big 8 firms,
Control Report (SAC)
Guidance
(mid 1970s to mid 1980s)
& major businesses leads to SAC to
1977
EDPAA Control Objectives
Professional
bridge gap between EDP and general
Technology:
Guidance
auditors.
Minicomputers
1977
Foreign Corrupt Practices Act Legislation
Microcomputers, IBM PC
(FCPA)
FCPA = internal audit growth.
Spreadsheet software (Lotus 1-2-3)
1977
Oracle founded
Technology
MRP and MRP II
1977
AICPA implements peer
Professional
Audit commoditization begins.
Computer Crime
reviews
Guidance
Electronic Data Interchange (EDI)
Professional arguments in favor of
1978
Cohen Commission
Commission
internal auditor involvement in
1978
Standards for the Professional Professional
system design phase. (Rittenberg &
Accounting Profession:
Practice of Internal Auditing
Standards
Davis 1977; Cash, Baliley and
More legislative examination
(IIA)
Whinston 1977)
Changes in self-regulation
1978
Certified Information Systems Professional
Competition introduced
Auditor (CISA) EDPAA
Certification
Academic ‘external auditor reliance
1981
Auditing: A Journal of Theory Academic
on internal auditor’ literature
Internal Audit/Governance:
and Practice (AAA)
Publication
emerges, highlighting IA
FCPA expands Internal Audit
1984
SAS 48 The Effect of
Professional
independence. (Abdel-Khalik et al
Internal Audit university programs IS
1983; Schneider 1984, Plumlee
Computer Processing on the
Standard
steering committees
1985)
Audit of Financial Statements
supercedes SAS 3 (AICPA)
IT Audit:
Integrated/Total Auditor concept
1984
E.S.M, Baldwin-United, other Scandal
emerges (Chow 1979, Hick 1980,
Cooperation between organizations
company failures
Howard 1982, Gruber 1983,
First detailed professional guidance
1985
Louisiana State University
Education
Anderson & Duke 1984, Weber
Design-phase involvement
pilots IIA education program
1980)
Internal audit dominates
Integrated auditor concept
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Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Era
Third Era
(mid 1980s to mid/late 1990s)

Year
1985

Technology:
Industry consolidation
IBM AS/400 launched in 1988
Networking technology
The Internet
Decentralization
Departmental computing
SAP R/3 (client/server) 1992
Y2K concerns drive Enterprise Resource
Planning (ERP) implementations.

1986

Accounting Profession:
Industry consolidation
Rise of non-audit services

Internal Audit/Governance:
Outsourcing threat
Consulting
IT Audit:
Data analytics programs (ACL/IDEA)

1986
1988
1988
1989
1989
1991
1991
1992
1992

1994
1996

Auditing/Accounting Milestone

Milestone Type

Committee of Sponsoring
Organizations (COSO)
(Treadway Commission)
Journal of Information Systems
(JIS) (AAA)
Managerial Auditing Journal
(Emerald)
Association of Certified Fraud
Examiners (ACFE)
Qualification in Computer
Auditing (QiCA) IIA-UK
Big 8 becomes Big 6
Lincoln Savings and Loan
Federal Sentencing Guidelines
SAC update

Commission

Internal Controls – Integrated
Framework (COSO)
International Journal of
Accounting Information Systems
(IJAIS) (Pergamon)
SAC update
Control Objectives for
Information and Related
Technology (COBIT) ISACA
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Academic
Publication
Academic
Publication
Professional
Association
Professional
Certification
Industry
Scandal
Legislation
Professional
Guidance
Framework
Academic
Publication
Professional
Guidance
Framework

Highlights
1991 SAC becomes a top seller for
IIA, with more than $1M in sales
Internal audit dominates EDP audit.
(Dunmore 1989)
EDPAA becomes ISACA, renames
journal
Continuous audit emerges as a
research topic. (Vasarhelyi and
Halper 1991)
Independence research continues as
Big N auditors enter non-audit
service arena.
Samuels and Steinbart (2002) note
that JIS articles shifted toward
academic, with fewer practitioner
and education focused.

Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Era
Fourth Era (part 1, Pre-SOX)
(late 1990s to 2004)
Technology:
Industry consolidation continues
Connectivity – Internet Age
x Electronic Commerce
x Email
Decentralization
x Technology integration
Entity-level controls
Accounting Profession:
Industry consolidation continues
Rise of non-audit services
End of self-regulation
Internal Audit/Governance:
Outsourcing threat
Control Self-Assessment
Return to internal control
IT Governance
x Offshore vendors
IT Audit:
Computer crime Privacy & Security
concerns
Widely distributed technologies
Widespread ERP implementation

Year
1996
1996
1996
1998
1999
1999
2000
2000
2000
2000

2001
2002
2002
2004
2004

2004
2004

Auditing/Accounting Milestone

Milestone Type

HIPAA
SAS No. 80 Evidential Matter

Legislation
Professional
Standard
Professional
Guidance
Framework
Professional
Standard
Legislation
Commission
Framework
Professional
Certification
Professional
Standard

Internal audit professionals continue
to call for more IT training and
‘interdisclipanary focus.’

Scandal
Legislation
Professional
Certification
Academic
Publication

Academic research into hybrid
professions emerges. (Caglio 2003,
Kearns 2006, Miller et al 2008)

Highlights

AICPA exposure draft on extended
audit services
COBIT 2
SAS 65 Consideration of the
Internal Audit - AICPA
Gramm-Leach-Bliley Act
O’Malley Panel Report
COBIT 3
Certified Information Technology
Professional (CITP) AICPA
SAS 94 Effect of IT on internal
control in a financial statement
audit
Enron, WorldCom
Sarbanes-Oxley Act (SOX)
Certified Information Security
Manager (CISM) ISACA
Journal of Emerging Technologies
(JETA) AAA
NYSE rules require an Internal
Audit Function for listed
companies
COSO Enterprise Risk
Management (ERM)
SOX 404 effective date
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Framework
Legislation

Rise in outsourcing of internal audit
work leads to jurisdictional dispute.
(Rittenberg & Covaleski 2001;
Covaleski, Dirsmith, & Rittenberg
2003).
x AICPA vs. IIA
x SEC role
x Code of ethics updates
“Hybridization” and “offshoring”
enabled by technology

Jurisdictional Disputes:
AICPA and The IIA
AICPA and SEC

Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Era
Fourth Era (part 2, post SOX)
(2005-2010)
Technology:
Industry consolidation continues
Connectivity – Internet Age
Smartphones, Tablets
Voice Over IP (VOIP)
Software as a Service (SaaS)

Year
2005
2005
2007
2007
2007
2007

Accounting Profession:
Industry consolidation continues
End of self-regulation
Internal Audit/Governance:
Return to financial
Return to internal control
IT Governance
Entity-level controls
IT Audit:
Computer crime
x privacy & security concerns
Widely distributed technologies

2007

2008

2008
2008
2008

Auditing/Accounting Milestone

Milestone Type

COBIT 4
Global Technology Audit Guide
1 IIA
Guide to the Assessment of IT
General Controls (GAIT) IIA
COBIT 4.1
Certified in the Governance of
Enterprise IT (CGEIT)– ISACA
International Federation of
Accountants (IFAC) new
education practice statement on
IT
Auditing Standard No. 5 - An
Audit of Internal Control Over
Financial Reporting that is
Integrated with an Audit of
Financial Statements (PCAOB)
Advisory Committee on the
Auditing Profession (ACAP) US
Treasury Department
Certified in Financial Forensics
(CFF) – AICPA
Global Financial Crisis
IT Assurance Framework
(ITAF) - ISACA

Framework
Professional
Guidance
Professional
Guidance
Framework
Professional
Certification
Professional
Guidance/
Education
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Professional
Standard

Highlights
Increasing government oversight PCAOB
Responses to SOX & similar
legislation
x IAF SOX 404 support.
x Unprecedented IAF growth
x External audits of ICFR
AIS research shift to cognitive
psychology and economic based,
internal control and auditing 21% of
total (Ferguson and Seow 2011)
Impact of IT deficiencies (Bedard et
al. 2012)

Commission

Professional
Certification
Scandal
Framework

Jurisdictional disputes:
The IIA and ISACA
Government and AICPA
AICPA and The IIA
AICPA and ACFE

Interacting History of Technology, Accounting, and Information Technology Auditing in the United States
Era &
Technology
Current
(2010 to present)
Technology:
Ubiquitous computing
Open source & APIs
Big Data and
Internet of Things (IoT)
Bring Your Own Device (BYOD)
Hyperconnectivity
Cloud Computing
Social Media & Social Business
Crowdsourcing
Accounting Profession:
Jurisdictional disputes continue
Recognized need for modernization
Public trust issues
Impact of changing demographics
Internal Audit/Governance:
Expanded skillset required
Hybrid auditors

Year

Auditing/Accounting Milestone

Milestone Type

Notes

2009

Guidance on Monitoring Internal
Control Systems - COSO
Dodd-Frank Act
Certified in Risk and Information
Systems Control (CRISC) ISACA
Chartered Global Management
Accountant (CGMA) – AICPA &
CIMA
COBIT 5
Internal Controls – Integrated
Framework 2 – COSO
ITAF 2nd Edition - ISACA
NASDAQ withdraws proposal for
Internal Audit requirement
COBIT 5 add-ons for information
security and assurance
Cybersecurity Nexus (CSX) &
NIST Cybersecurity Framework
ITAF 3rd Edition - ISACA
AICPA data standards/ audit data
standard working group

Professional
Guidance
Legislation
Professional
Certification

Declining trust in organizations

2010
2010

2011

2012
2013
2013
2013
2013
2013
2014
2015

Professional
Designation
Framework
Framework

Accelerating reliance on technology
Hybridization continues. (Kotb,
Roberts, and Sian 2012; Kotb,
Sangster, and Henderson 2014)
Academic research on interaction
between functions (Steinbart et al.
2012, 2013)

Framework

Professional
Guidance
Framework
Framework
Professional
Guidance

IT Audit:
Security and privacy
Data integrity
Hybrid auditors
Table 1-4 data is drawn from a number of sources, including professional association websites. Major sources include:
Eras and some technology derived from Hirschheim & Klein (2012). Significant portions of IAF and IT audit history derived from Ramamoorti & Weidenmier
(2004), Singleton & Flesher 2003, and History of IT audit at: http://www.theiia.org/bookstore/media/pdf/6019_Excerpt.pdf (Unknown, nd), ISACA history
from: http://www.isaca.org/About-ISACA/History/Pages/default.aspx and http://www.isacala.org/chapter-info/about-the-chapter/
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Pre-1964 – emerging technology and professions
In the early days of the twentieth century, the accounting profession was evolving.
Debates related to this evolution were similar to current debates, including questions
about the accountants’ roles, and the impact of non-audit services on the ability to
conduct independent audits. Freeman (1925, 365) cautioned that accountants should
represent their profession in the best possible manner in order to increase the status of the
profession, as “the enlightened action of individuals is considerably in advance of
legislative action.” That predicted legislative action came a few years later, motivated by
the stock market crash of 1929, when the Securities and Exchange Acts of 1932 and 1933
provided secured the jurisdiction of the independent (external) auditor. The establishment
of legislative requirements relating to the independent audit left other jurisdictions within
industry, education, and government open. This resulted in additions to the existing
professional associations for accountants, targeted at those employed outside of
accounting firms, including: the American Accounting Association (AAA) established in
1916 for academics, the National Association of Accountants (now the Institute of
Management Accountants (IMA)) in 1919 for cost accountants; and the Institute of
Internal Auditors (IIA) established in 1941 in the U.S. and 1948 in the U.K. for internal
auditors (Vinten 2004). While these complementary associations resulted in part to
protect professional jurisdictions from unsuccessful attempts of other professions such as
engineering to assume roles in what are currently accepted as accounting jurisdictions
(Abbott 1988), they also established the setting for inter-professional jurisdictional
disputes that continue today.
Technology had broad and early impacts on the accounting profession. Prior to
the advent of the punched card in the early 1900’s, data processing and accounting were a
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single function (see Kee 1993 for an overview of this history). Technology created the
profession of managerial accounting in the early 1900’s (Abbott 1988) as it allowed the
collection of large quantities of data relative to that previously collected in manual
ledgers. As technology progressed individuals other than accountants performed data
processing activities; thus, technology also fundamentally altered auditing, creating the
need to validate the accuracy of work performed by those non-accountants as well as
work performed by machines.
While computing technology was in its early stages, the need for auditors to
understand and validate organizations’ system of internal controls, at this time primarily
manual, and the role of the internal auditor were also evolving. The earliest reference to
internal auditing in the US accounting literature appears in the 1908 Journal of
Accountancy in a report on the municipal accounting in several major cities (Anonymous
1908). Interest in internal audit grew slowly and steadily, with 15 articles related to the
field appearing between 1923-1935, followed by 29 articles from 1936-1939 (Houlihan
1942). With the founding of the IIA in 1941, a shift in internal audit emphasis toward
understanding and testing internal controls was underway (Brown 1962, Ramamoorti
2003). By 1957, the Statement of Responsibilities of Internal Auditors included
“ascertaining the reliability of accounting and other data developed within the
organization. (Ramamoorti 2003, 5, emphasis added). Even in the early days of internal
auditing, companies were diverse in their use of the IAF, with some using the IAF as a
management training ground and others using the IAF primarily to supplement the
external audit (Knight 1956). In this environment Campfield (1960), called internal audit
a complementary field to external auditing, but noted that the existing internal auditing
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practices were governed by heterogeneous standards and statements from various
authorities, leading to advocating the need for unified professional standards similar to
those in place in public accounting. Campfield (1963) subsequently warned public
accountants of “other professions” preparing to move into the data attest area, and
suggested public accounting respond to this jurisdictional threat created by the changing
business environment by expanding their service offerings.
Journal articles related to auditing newly deployed technology first appeared in
1949 editions of The Internal Auditor, with titles such as “Internal Auditing with
Relationship to Office Machines,” “The Audit of a Punched Card Accounting
Installation,” and “The Public Accountant’s Approach to Machine Bookkeeping.” By
1956 the term Electronic Data Processing (EDP) was well established, and surveyed
financial managers identified data processing as one of the top areas needing further
research, although only a few of those noted the impact of technology on auditing (Dilley
1960). This literature suggests that internal audit took an early and active interest in IT
audit.
In the academic area, Teacher’s Clinic articles within TAR reveal that educational
institutions were in the early stages of obtaining computers and developing nonprogramming curricula using that technology. Chapin (1963) sets accounting EDP
course objectives that include building student attitudes toward computing that reduced
fear, increased familiarity and confidence, and encourage a “…questioning, skeptical, and
questioning attitude about computers and data processing….” (Chapin 1963, 836). This
need for building student attitudes remains a priority today, with increasing emphasis on
professional skepticism. Robinson and Hall (1964) noted that accountants were being
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‘sidelined’ because of their lack of competence with technology, and were the first to call
for a major field of study in systems and controls presented by the accounting department.
The introduction of new technologies during this early era fundamentally changed
the accounting profession as it increased the amount of information available and created
demand for new managerial accounting and data assurance services. This era was one of
continuously increasing acceptance of both the automation of business activities and of
the existence of internal audit as a subset of the accounting profession. Finally, this era
appears to have been one of substantial cooperation and integration between academics
and professional associations – for example, TAR 36 (1) from 1961 includes an overview
of research activities from the IMA, the AICPA, and the Controllers Institute Research
Foundation (now Financial Executives International). TAR contributing authors included
not only academics, but also professionals such as FBI Director J. Edgar Hoover and
GE’s Comptroller R. E. Pfenning. In future eras, this integration decreases, leading to
calls for improving the linkages between academics and practitioners (e.g. Pathways
Commission 2012).
First Era – mid-1960s to mid-1970s – the emergence of the EDP auditor
This era marks the beginning of widespread use of computers in business,
particularly in accounting (Kee, 1993). In 1966 there were approximately 25,000
computer systems installed in the U.S. and by 1975 there were more than 70,000; most of
which were used for accounting related applications (Horwitz 1970, Perry and Warner
1978). At this time systems were mainframe-based and subject to centralized
management and control.
Review of available titles from early editions of practitioner focused EDP Auditor
Journal and EDPACS indicate that predictably, the majority were practical articles
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related to performing and staffing EDP audits, although it is interesting to note that
information security was a concern even in this early era. The Internal Auditor also
contained EDP audit related articles in most issues. Prominent EDP audit authors of this
time included Geoffrey Horwitz, a former CPA turned consultant; William Perry, MIS
manager at Kodak who later founded the Quality Assurance Institute; and Harold Weiss,
founder of the Computer Audit and Control and Security Conference (CACS, part of
ISACA since 1985); demonstrating that the professional role of IT audit in this era was
spread between public accountants, internal auditors, and MIS personnel.
Academic focus moved toward EDP audit, as evidenced by several articles in The
Accounting Review. These articles highlighted issues that continue through the eras: (1)
there would be “increased difficulty in avoiding auditing through the computer” (Wagner
1969) because computer use in organizations would become more complex as the power
of computers was realized by better trained programming staff; and (2) Concerns about
understanding/designing controls in the systems development stage to avoid failures
caused by lack of adequate controls over computerized activities (May 1969). During this
era TAR continued to include practitioner articles, with topics such as internal auditors’
responsibilities in terms of the EDP audit (Hafner 1964). However, in general EDP audit
articles were a smaller fraction of total articles in academic literature than in practitioner
literature because of accounting education’s much broader scope.
Professional associations were very active in addressing EDP during this era. The
AICPA provided EDP guidance to its members through issuance of Auditing and EDP,
followed by Statement of Auditing Standards (SAS) No. 3 – The Effects of EDP on the
Auditor’s Study and Evaluation of Internal Control, which introduced the terms general
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controls and application controls. They also provided guidance on using the work of
internal auditors through SAS No. 9. – Using the Work of Internal Auditors. The IIA and
the IMA provided the first alternatives to the CPA credential for accountants who could
not meet the practice requirements for CPA licensure by introducing the Certified
Internal Auditor (CIA) and Certified Management Accountant (CMA) credentials,
respectively. As computer use expanded, a small group of EDP-specialist internal
auditors identified “the need for a centralized source of information and guidance in the
field,” (ISACA n.d.) and in 1969 what is now ISACA was formalized as the EDP
Auditors Association (EDPAA). Four years later in response to “growing concern that
IIA should devote more attention to EDP auditing” (Tyrnauer 1973, 15) the IIA formed
an EDP Auditing Techniques Committee. Along with examining EDP’s impact on
auditing, internal auditors, as a smaller and less regulated subset of the accounting
profession, explored new methods of serving their clients including the use of borrowed
auditors (Miller 1972), which is one of the earliest examples of what is now a component
of combined assurance.
During these early days of expanding computer use, EDP auditors developed tools
like generalized audit software (GAS, also commonly referred to as Computer Assisted
Audit Tools/Techniques (CAATs) or data mining), integrated test facilities (ITF), and
EDP control questionnaires. Leaders in these efforts came from various organizations –
the original GAS was developed by Ken Stringer of Haskins & Sells (predecessor to Big
4 firm Deloitte) and the ITF concept was developed by William Perry at Kodak
(Singleton 2011); however, much auditing was still done ‘around the computer’ as the
standard audit trail still existed. As EDP auditors and MIS professionals learned and
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developed new techniques to address new technologies, they also struggled to identify
appropriate roles and jurisdictions. In the first issue of EDPACS, Tyrnauer (1973)
provided an overview of the types of EDP audits, which is notably similar to the types of
EDP audits still practiced today. Some authors, such as Horwitz (1970) and Seiler (1972),
argued that ALL auditors needed to develop skills in EDP audit. Other authors such as
Rittenberg and Davis (1977) and Perry (1974) stressed both the expense of training EDP
auditors and the need for cooperation between EDP specialists and non-specialist auditors.
Many, including public accountants, argued in favor of EDP pre-implementation
consulting by EDP auditors within the IAF to ensure control of new systems (Yanover
1975, Perry and Warner 1978). However, others voiced concerns about the impact of
design-phase involvement on the internal auditors’ independence, while simultaneously
noting the benefits to external auditors of the “unique contribution of the internal
auditor…to review the controls and changes in controls throughout the year” (Rittenberg
and Davis 1977, 52). While there were disagreements over appropriate roles and
responsibilities, all authors agreed on the need for all auditors to update their skills to
avoid technological obsolescence (Seiler 1972, Holmes 1975).
This era also revealed the first computer-enabled fraud with 1973’s Equity
Funding scandal; and the era closed out with yet another scandal when Lockheed
Corporation was investigated for bribery. These and other scandals led into additional
legislative action in the second era (e.g., the Foreign Corrupt Practices Act) that markedly
altered the audit profession once again.
The rapid growth and acceptance of technology during the first era continued to
challenge the accounting profession as external auditors, internal auditors, and MIS
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professionals worked together to develop effective ways to address the risks added by
these new technologies. Technology development outpaced businesses’ use of technology,
providing auditors a temporary reprieve. The addition of new professional credentials in
the accounting field provided additional options for those pursuing an accounting career,
while public accountants worked to determine exactly what impact these new credentialholders would have on the independent financial audit. The lines of jurisdiction of the
new EDP audit profession were not clear, as the focus at this time was primarily HOW to
audit, rather than WHO should audit.
Second Era – mid 1970s to mid-1980s –EDP audit and internal audit mature
Computer use grew quickly beyond accounting during this era. Material
requirements planning (MRP), which largely transformed into manufacturing resource
planning (MRP II) by the end of the era, became ubiquitous in manufacturing. Improved
communication technology enabled business-to-business data transfers in the form of
electronic data interchange (EDI). Technology was standardized, and by the end of this
period companies in the automotive and retail industries were mandating EDI for their
suppliers. With the introduction of microcomputers and accompanying user-friendly
applications, particularly the IBM PC and Lotus 1-2-3, technology began to spread
beyond centralized EDP departments to end-users, creating new challenges for auditors.
The expanding use of Database Management Systems (DBMS) and relational databases
also challenged auditors as existing GAS programs were not designed to handle these
more complex file structures.
The internal audit profession experienced increased legitimacy and accelerated
growth with the passage of the Foreign Corrupt Practices Act in 1977, which imposed the
first specific requirements related to companies’ internal control activities (Covaleski et
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al. 2003). The first Standards for the Professional Practice of Internal Auditing
(Standards) were issued by the IIA in 1978 (Ramamoorti 2003). In 1985 Louisiana State
University piloted the IIA’s audit education program, establishing internal audit as a
profession with its own academic program. However, while internal auditing grew and
gained status, external auditors faced competitive pressure for the first time in the
financial audit, and the move toward commoditization of the financial audit began (GAO
2003). Highly publicized incidents of corporate misconduct provided additional pressure
on financial auditors, leading to the Cohen Commission, who in their 1978 report issued a
call for enhancing both audit quality and internal control within organizations.
During this era the accounting profession displayed active interest in auditing
technology, and in 1977 the IIA assumed a leadership role using a $500,000 grant from
IBM and issued the first of three Systems Auditability and Control (SAC) reports
designed to bridge the gap between EDP and general auditors. This report was
particularly notable for the scope of the collaboration that led to its completion; steering
committee members included leaders from the IIA, AICPA, AAA, GAO, EDPAA, Big 8
accounting firms, and major businesses. Fieldwork was conducted by the Stanford
Research Institute and utilized data collected from approximately 3,000 of the largest U.S.
companies with computer systems (Perry & Warner 1978, Singleton & Flesher 2003).
The SAC reports noted that over 60 percent of larger U.S. corporations had an EDP audit
function, and identified 28 specific practices used by IAF’s in their EDP audit work.
Commenting on the influence of SAC on external financial auditors, Perry and Warner
(1978, 54) stated, “One area the independent auditor should consider to be the work of
the internal auditor is the evolving EDP audit specialty.” For internal auditors, Perry and
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Warner suggested starting with current internal auditors who had an interest in data
processing and using them to upgrade EDP audit capabilities, coupled with adding data
processing staff to the EDP audit staff for more specialized assistance. While the IIA was
seeking a leadership role in the EDP audit area and demand for EDP audit expertise
escalated, the EDPAA asserted their jurisdiction in the area by offering the first IS audit
specific certification, the Certified Information Systems Auditor (CISA).
The first academic review of the literature related to EDP and auditing was
published in 1977 (Cash, Bailey, and Whinston). This review was structured based on the
control and audit techniques in use at this time, including both those used for auditing
around the computer and those used for auditing through the computer. Notably, almost
all of the literature included was from practitioner journals such as EDPACS, Journal of
Accountancy, Internal Auditor, and various public accounting firms. Cash et al. (1977)
specifically note that internal auditors had displayed significant success with concurrent
(continuous) auditing, and called for increased auditor involvement in system
implementation to design proper controls into the system even while noting the potential
compromise of auditor independence. The availability of academic literature related to
auditing in general also expanded with the first publication of AAA’s Auditing: A
Journal of Practice and Theory (AJPT) in 1981; however, very few (less than 20) EDP
audit related articles appeared in this journal during the second and third eras.
Perhaps driven by the interest in the topic from the profession and academics, the
debate about internal auditor involvement in pre-implementation audits continued
throughout the second and third eras, with a total of 75 articles published between 19751983 supporting this involvement (Grabski 1986). In major corporations this involvement
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was common, Rittenberg and Davis (1977) surveyed internal auditors of 39 major
corporations and found that they spent on average, 25 percent of EDP audit hours on
design phase projects. This activity was argued not to compromise independence under
certain conditions, in particular in the presence of a separate EDP audit function within
the IAF. In the same study Rittenberg and Davis also surveyed the CPA’s who audited
these firms, and they identified that the IAF’s EDP audit activities were beneficial to the
external auditor. Rittenberg and Purdy (1978) then surveyed MIS managers from the
same companies and found them generally favorable toward IAF auditor involvement.
The conclusion that the cost of addressing controls after system implementation is
considerably higher than addressing controls during the implementation phase led to an
argument in favor of system design auditing by the internal auditor.
During this era one of the most popular literature streams relating to internal audit,
that of the external auditors’ reliance on the internal audit function, emerged (for a
comprehensive review of this literature see Barne-Aldred et al. 2012). Authors who
addressed reliance and included IT audit related criteria originally found results
suggesting that the IAF’s objectivity was a more important predictor of reliance than any
other factor (Abdel-Khalik et al. 1983, Messier and Schneider 1988). Specifically, AbdelKhalik et al. (1983), examined the impact of internal auditors’ EDP audit techniques,
reporting levels, and involvement in the program change control process on external
auditors’ audit program planning. Their results indicated that reporting level was judged
more important than any EDP audit technique, all EDP audit techniques were considered
equal, and the level of auditor involvement in change control led to no statistically
significant difference in external auditor judgment. Messier and Schneider (1988) noted
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that in work performed, EDP auditing techniques used (the only EDP related measure in
their study) was one of the lowest priorities in evaluating the IAF; however, they also
noted that freedom from conflicting duties (not specifically involvement in systems
design) was more important than organizational reporting levels as a measure of the IAF
objectivity. Messier and Schneider also noted that practice oriented credentials (e.g.
experience) were more important than academic credentials when judging IAF
competence, which supports the possibility of training IT auditors from existing IAF staff.
Later studies, some of which are discussed under the fourth era, noted that these earlier
studies largely ignored the interaction between reliance factors, particularly the
competence of the IAF. Church and Schneider revisited IA objectivity in 1992 from the
viewpoint of the internal auditor, using an experiment examining internal auditors’
participation in designing internal controls for a new system. They found that allocation
of audit hours was not impacted by the internal auditors’ prior involvement with the
system when using professional subjects, but when using student subjects the allocation
was impacted; suggesting that practicing internal auditors’ combination of experience and
awareness of internal audit standards might overcome some of the objectivity concerns.
As IT auditing practices matured practitioners began examining IAF involvement
in IT audit. Perry and Warner (1978) assigned much of the responsibility for EDP audit to
internal auditors, and argued that a good starting point was to train current internal
auditors who had an interest in data processing to become EDP auditors. One frequently
discussed topic was the concept of the integration of IT audit into the operational audit.
The first to discuss this was Chow (1979) who argued in favor of further definition of the
interface between general and EDP auditors. It is important to note that Chow did not
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object to the use of separate auditors for EDP, just to the separation of those auditors and
their activities from the general auditors and their activities. He argued for a high level of
competence among EDP auditors, including programming skills. In contrast, Howard
(1982) believed that programming skills were not necessary for auditors, and instead
proposed an integrated team of EDP audit generalists and specialists, noting that not all
audits require extensive EDP expertise. Hick (1980, 1980a) argued that there were four
phases to developing EDP auditing with the IAF, with the most advanced phase being
one where all auditors could conduct all aspects of any audit; however, EDP auditors
would still exist for more technical but limited (higher level) duties. He also predicted
that the IAF would become more of a management training ground with increased crossfunctional training activities. Gruber (1983, 39) took a broader view, and argued
generally for more collaboration between specialist auditors in the operational audit,
stating, “An internal audit department that fragments and categorizes its activities is
providing a disservice to its employers.” In 1984 Anderson and Duke went beyond
discussions and surveyed 73 IAFs to identify gaps between general and EDP auditors.
They found that the gaps were significant in the areas of training, experience, and work
performance; but the educational background of most general and EDP auditors was the
same. They also found that 47 percent of firms had partial integration between EDP and
general audits, 35 percent reported total integration, and only 18 percent reported total
separation of the two. Notably, they found that there was no relationship between the
level of integration and the level of computerization of the firm; but that higher levels of
integration led to more time on EDP and related audits, suggesting stronger risk
management in those organizations. They concluded their survey with the prediction that
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despite stated organizational intentions to narrow the gap between EDP auditors and
generalist auditors, the gap would increase because of a general lack of cross-training
coupled with a lack of EDP training for general auditors.
Technology continued to grow and change during the second era, as did available
professional guidance related to both technology and internal audit. Technology
development continued to outpace businesses’ widespread implementation of that
technology. The scandals of the first era led to the Foreign Corrupt Practices Act,
increasing legitimacy and encouraging growth in internal audit. The EDP audit specialty
continued to grow, and added its own guidance and professional credentials. The lines of
jurisdiction of the EDP audit were still not entirely clear, as the focus shifted toward
WHO should perform WHAT EDP audits. Internal audit was assigned a significant role
in EDP audit, leading to questions about the importance of the independence of the
internal auditor, the need for EDP specialists, EDP training for generalist auditors, and
finally to the concept of the integrated IT audit. By the end of this second era, another
round of corporate financial scandals emerged with the failures of E.S.M., BaldwinUnited, and others. These scandals once again led to further legislative examination of
the audit profession.
Third Era – mid 1980s to mid/late 1990s – environmental factors transform EDP and
internal audit
The third era opened with the formation of the Committee of Sponsoring
Organizations (COSO), a joint initiative between the AAA, AICPA, FEI, IMA, and the
IIA formed to develop internal control guidance to improve financial reporting quality
and reduce fraudulent financial statements. Similar initiatives occurred worldwide,
examples include Cadbury (United Kingdom) and CoCo (Canada). The commissions that
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led to these initiatives emphasized the need for companies to conduct internal auditing
and included specific recommendations with regards to internal audit. More intraprofessional competition emerged as new organizations formed to address the growing
complexity of business and auditors’ calls for more professional guidance in specialty
areas (e.g., the Association of Certified Fraud Examiners (ACFE) founded in 1988).
Professional organizations released new and/or updated guidance relating to internal
control, including two SAC updates from the IIA (1991 and 1994), COSO’s Internal
Controls – Integrated Framework in 1992, and ISACA’s Control Objectives for
Information and Related Technology (COBIT) in 1996. The IIA-UK also began to offer
their own IS audit specific certification, the Qualification in Computer Auditing (QiCA);
however, other IIA chapters did not follow and the CISA remained the recognized IS
audit certification in the US.
US legislation during this era once again resulted in growth and increased stature
for the internal audit profession as the 1991 Federal Sentencing Guidelines for
Organizations went into effect. These guidelines offer incentives for organizations to
establish programs that deter crime (USSC n.d.), and in response many organizations
who had not already done so chose to strengthen their IAFs.
Technology adoption accelerated as business use of technology began to catch up
with technological developments. The popular IBM AS/400 was introduced in 1988 and
expanded to nearly 500,000 installations by 1997 (IBM n.d.), increasing computer use
among mid-market companies. Development of networking technology accelerated in
1992, when the National Science Foundation first allowed commercial use of the Internet,
enabling TCP/IP to become the standard networking technology. The spread of
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client/server technology enabled by networking, low cost microcomputers, and
development of user-friendly software applications; coupled with end user
disappointment in centralized IS support, led to rapid decentralization of data processing
and the rise of end-user (departmental) computing. End-user computing in accounting
departments became common as spreadsheet applications gained enthusiastic acceptance.
Finally, concerns about legacy systems’ ability to handle four-digit dates in the upcoming
year 2000 and new currency (the Euro), coupled with the aging technology on which
many of these systems were based, resulted in high rates of Enterprise Resource Planning
(ERP) implementation -- in particular SAP’s client/server based R/3. Public accounting
firms entered the lucrative system implementation field as demand for these services
dramatically increased.
As technology changed, a terminology shift occurred, and the terms information
systems (IS) and information technology (IT) gradually replaced EDP. In 1994, the
EDPAA changed their name to the Information Systems Audit and Control Association
(ISACA) and renamed the EDP Auditor Journal as the IS Audit and Control Journal.
Accounting academics were provided with additional publication outlets for IS and
internal audit related research during this era. In 1986 AAA’s The Journal of Information
Systems (JIS), and Emerald’s Managerial Auditing Journal were added. In 1992,
Pergamon Press (U.K.) first published the International Journal of Accounting
Information Systems (IJAIS). However, research related to EDP audit was only a minor
portion of these publications. One of the first academic literature reviews related to AIS
was published in 1987 (Amer, Bailey and De 1987) and drew heavily on computer and
information science (CIS) literature along with the scarce AIS literature. They note a lack
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of integration between CIS and accounting literature, and structure their review by
comparing the AIS and CIS literature in parallel categories. There are only six EDP audit
technique articles under the AIS literature, and CIS literature related to EDP auditing is
also somewhat sparse, with articles tending to be very specific in terms of hardware or
software versus EDP auditing in general. Amer et al. conclude with a call for more
conceptual and behavioral work in the AIS field, and based on a subsequent literature
review this call was answered. Samuels and Steinbart (2002) reviewed JIS literature from
1986 – 2001 and found that articles shifted away from practitioner and education articles
and toward academic articles, coupled with fewer articles overall because of increased
distribution outlets. This coincided with a significant decrease in articles related to
internal control and systems auditing, from 22 percent of all articles in the first five years
(1986-1990) to 13 percent in the last ten years of this period (1991-2001); which also
correlated with a decline in the use of surveys and qualitative studies as a research
method, and a corresponding rise in the use of experiments and modeling. A similar,
broader literature review of the period 1982 – 1998 was published in IJAIS, covering AIS
research published in various academic accounting, MIS and computer science journals
(Poston and Grabski 2000). This larger scope literature review examined both internal
and external audit related papers under the topic of data verification and found that only
seven percent of the 320 papers analyzed were related to IS audit. Hutchinson, White,
and Daigle (2004) reviewed IJAIS articles from 1992 – 2003 and found that the category
of internal control and auditing comprised nine percent of the 99 articles published. These
reviews demonstrate that academic literature related to IS audit was relatively limited,
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and did not increase in proportion to the increase in adoption of new technologies and
their impact on accounting.
Internal auditor involvement in systems implementation continued, with “the auditor
no longer needing to justify participation in the development of information systems”
(Grabski 1986, 3). This involvement was predicted to increase over time as
organizational commitment to technology resources increased. Grabski et al. (1987)
performed a field experiment to identify differences in skills and judgments between
systems analysts, EDP internal auditors, and non-EDP internal auditors in 14 companies.
Participants were tasked with identifying control exposures, the most cost-efficient
controls, and appropriate control responses. They found that there were no significant
differences between the groups for control weaknesses and responses identified. The
major advantage EDP specialist internal auditors appeared to have was in identifying
fewer unnecessary controls than the other two groups with respect to both general and
application controls, although generalist internal auditors also identified fewer
unnecessary general controls than systems analysts. There were no differences noted
related to application controls, leading the authors to conclude with a suggestion to
reduce the time internal auditors spend in IS related issues and design-team participation
in stable environments where systems analysts are likely capable of filling the control
development role. To answer the question of exactly how much time internal auditors
were spending on systems development related activities, an IIA sponsored survey of 220
US IAF directors (Greenberg & Murphy 1989) determined that IAFs spent on average
14% of their time on systems development lifecycle (SDLC) activities and 16% on EDP
audit activities, with the remaining time spent on operational and compliance audits. The
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majority of the SDLC time spent was in the area of review, indicating that internal
auditors filled the consultative role suggested by Grabski (1986). Organization size was
found to impact involvement with smaller organizations (likely less stable) spending
more time on systems development activities and less on EDP audit, likely because as the
authors note, larger organizations were more likely to employ control specialists outside
of the IAF (e.g. in IT). The importance of these studies were supported by Wu (1992),
who provided some of the first quantitative evidence of the benefit of including IS
auditors in the SDLC by examining 65 IS implementations within two financial
organizations and finding that internal audit efforts in the early phase significantly
reduced later software maintenance costs.
Other internal audit roles were examined as well. A 1987 survey (Brown and
Davidson) indicated that financial executives agreed with internal auditors on the top
roles for internal audit: operational audits, evaluating internal control beyond the needs of
the external audit, and evaluating EDP systems and controls; however, executives also
wanted internal auditors to spend more time assisting external auditors in order to reduce
the costs of the annual audit, while internal auditors preferred to spend less time on
external audit assistance. The appropriate level of IAF assistance to the external auditor is
a topic that continues to generate differing points of view almost 30 years later.
New concerns relating to auditor independence and objectivity arose as public
accounting firms responded to the growing complexity of the organizations they were
auditing and falling audit prices by consolidating from the Big 8 to the Big 6 (GAO 2003),
and expanding into non-audit services, including system implementation and internal
audit. The behavioral risks of these practices were illustrated by Johnson and Kaplan
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(1990), who used an experiment to evaluate auditors’ judgment of an identical system
designed by either their own firm, another Big 8 firm, client personnel, or a nonaccounting consulting firm. They found that the auditors’ perceived Big 8 firm (their own
or others’) designed systems as superior to systems designed by those outside of the Big
8, assigning 20 percent more audit hours to systems designed by someone other than a
Big 8 firm even though the systems were identical. The authors suggest this may be based
on the acculturation process in public accounting. A later study by Felix, Gramling and
Maletta (2005) seems to confirm this propensity, as they find external auditors rely more
heavily on outsourced IAF work when it involves their own or another Big N firm.
General and IT audit practitioners gained new tools to assist in their audits as
software developers released general audit software/data analytics products designed for
use by auditors, including ACL and IDEA. Practitioners continued to examine the role of
the IS auditor and call for more integration of IS audit. An Internal Auditor article by
Dunmore (1989) discussed the challenges of IS auditing, asserting that external audit had
largely ignored the field while internal audit had made more progress and dominates the
EDPAA, that IS audit is a subset of the two audit professions rather than its own
profession, and that the fear of loss of independence is leading to lost opportunities for
auditors to provide management answers and assistance relating to tough issues. He
concludes with another call for integration and knowledge transfer between financial
(general) auditors and IS auditors. This article led to further discussion among readers,
with excerpts published in the following issue (Anonymous 1989). Notable in these
excerpts were arguments that internal audit must differentiate itself from external audit
and IS audit is one key area of differentiation, that the “essential question is when the
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skills of the audit practitioner are insufficient or when a specialist is needed (71), ” and
that the degree of IS audit activity in any company is driven by a combination of the CAE,
IS management, and senior management. Whitener (1992) continued the calls for
integration, noting that the short supply of EDP auditors, coupled with the inability of
smaller audit shops to justify an EDP specialist auditor, called for all auditors to enhance
their EDP audit skills or ignore major audit areas. A new suggestion found in this article
was the importance of auditor relationships with other functions such as EDP in order to
build EDP audit skills. Boughton (1987) discussed increasing cooperation with the
external auditor and noted that significant efficiency benefits were likely from offering
internal audit’s computer resources to the external auditor. Anderson (1994) examined
integrated auditing from a different point of view, that of combined assurance through
cooperation between the external auditor and internal auditor to improve overall audit
efficiency.
Continuous audit emerged as an IT audit topic with the publication of Vasarhelyi and
Halper (1991). This was an internal audit case study of a system of continuous audit
developed by AT&T’s Bell Labs. They noted the growth and distribution of data and the
introduction of interconnected systems as particular audit problems that came into
existence during the third era, and suggest continuous audit as a way to allow proactive
response to system issues (particularly by internal auditors) and also to remove some of
the auditors’ reliance on database users for access to data.
The performance of IT auditors gained interest, as Bédard and Mock (1992)
examined the behavior of IS audit experts through an experiment comparing nonspecialist (novice) versus IS specialist (expert) external auditors’ information gathering
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and decision making processes. They found that experts were generally more efficient in
their work, with the largest differences in domain-specific expertise, particularly general
computer controls. However, differences in identification of application controls were not
statistically significant. They noted that all participants had university training in general
controls, but experts had more firm training and experience than novices and therefore
possessed more complete knowledge. The only major risk they identified with use of
generalist auditors was that the auditors might not place enough importance on general
controls.
The third era was one of accelerating changes in businesses, technology, auditing,
and academics. Academic research relating to IT audit declined while the importance of
IT audit in practice increased; however, behavioral research examining auditors’ decision
making often included IT audit related topics. Debates over the role of the IT auditor
arose as the use of generalists versus specialists began to be examined. By the end of this
era forces of globalization, consolidation, and competition had resulted in changing audit
practices, and created new risks and opportunities for auditors as powerful public
accounting firms targeted jurisdictions such as internal controls and IS audit that were
typically strongholds of internal auditing.
Fourth Era – fluctuating inter-professional boundaries
The fourth era extends from the late 1990s until 2010, and is separated into two
parts by the Sarbanes-Oxley Act (SOX), particularly Section 404 which became effective
for accelerated filers at the end of 2004. The second half of this era is markedly different
than the first as a new environment of increased regulation forced major changes for both
internal and external auditors.
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The pace of technological change continued to accelerate throughout this era. IT
spending per worker, after already rising significantly between 1985-1995, tripled
between 1995 -2005 (McAfee and Brynjolfsson 2008), enabling large productivity gains.
Widespread connection to the Internet and use of e-mail fundamentally changed business
communications. Electronic commerce migrated from business-to-business into
mainstream business-to-consumer channels. With this increased connectivity, computer
crime gained attention with 1997 losses estimated to exceed $100M in the US
(Anonymous 1997). Distributed processing, rapidly improving networking capabilities,
enterprise computing, and remote systems access dramatically shifted the overall IT risk
profile, while also enabling corporations to outsource and offshore to obtain additional
synergies and expertise and/or reduce costs. IT was a frequent target of outsourcing,
resulting in a loss of IT expertise within those companies that chose outsourcing.
Widespread enterprise computing platform implementations, which by 1998 exceeded
10,000 (Bierstaker, Burnaby, and Thibodeau 2001), focused on integration of data and
business processes and changed traditional roles within the companies implementing the
systems. For example, corporate accounting roles became ‘hybrid’ positions combining
the roles of financial accountants and managerial accountants while also requiring
participation in some activities previously performed by IT professionals (Caglio 2003).
Internal control and technology became so tightly entwined in ERP environments that
Dechow and Mouritsen (2004) declared, “control cannot be studied apart from
technology and context because one will never get to understand the underlying
‘infrastructure’ – the meeting point of many technologies and types of controls” (p.691).
Boritz (2002) noted that “some academics and practitioners believe that the integration of
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general assurance and IS assurance disciplines will soon be forced upon the assurance
profession due to widespread adoption of IT by most organizations” (p.232). This appears
to be a favorable environment for integrated IT audit to grow.
Standard setters and regulators continued attempts to catch up to business and
technology changes. The AICPA updated standards to recognize the impact of
technology on evidence (SAS No. 80) and internal control (SAS No. 94), and also issued
new guidance on internal auditors (SAS No. 65). SAS No. 94 in particular noted that new
technology fundamentally changed the way audit risks would be assessed and audit tests
would be performed by recognizing that substantive testing alone was not adequate to
meet audit objectives in an automated environment (Cerullo and Cerullo 2003). New
legislation (HIPAA and Gramm-Leach-Bliley) focused additional attention on
information privacy and security. ISACA released three updates to COBIT (1998, 2000,
2004) and the IIA moved SAC to an electronic platform (eSAC) to allow more timely
updates. The AICPA also added the Certified Information Technology Professional
(CITP) certification exam for those who already hold the CPA designation.
Debates over IAF outsourcing grew as in 1996 the AICPA issued an exposure
draft concluding that there was no conflict of interest in audit firms providing outsourced
internal audit services to their attest clients. This led to Big 5 firms in particular
significantly diversifying their practices (Boyd 2004). By the late 1990’s, legislative
concern relating to non-audit services coupled with a growing number of audit failures
led to the establishment of the O’Malley Panel on Audit Effectiveness, which found no
evidence of judgment impairment based on non-audit services. However, the panel did
make several recommendations for improving audit quality, including expressing the
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need for better auditor understanding of internal controls and improved technology skills
accompanied by ‘far more effective participation in audits by information systems
specialists’ (O’Malley 2002). Multiple regulators attempted to address concerns relating
to non-audit service provision by audit firms, particularly financial information systems
design and internal audit services. Examples include the Federal Reserve’s internal audit
outsourcing guidelines for banks, and the SEC’s continuing criticism of internal audit
outsourcing (Chapman 1997). IIA research showed significant concerns from within the
internal audit profession over the lack of guidelines relating to IAF outsourcing, and
predicted outsourcing would grow based on the need for more specialized services
(Chapman 1997a).
Rittenberg and Covaleski (2001) examined the outsourcing trend using the
sociology of professions and outsourcing literatures. They present a literature-based
argument suggests that when legislative policies are hostile toward professional power
(e.g. the SEC and the AICPA in the late 1990s) jurisdictional disputes will increase. They
also note that jurisdictional disputes are predicted to escalate in areas of public (noncompany specific) knowledge, as outside providers are perceived as more neutral; thus
encouraging public accounting firms to frame internal audit services as public knowledge.
Rittenberg and Covaleski review marketing materials and conclude that the large
accounting firms were attempting to redefine the nature of internal audit work by
characterizing it as public, non-core knowledge in order to allow entry into this lucrative
market. They examined two respected IAFs that supported their value proposition by
noting the integration of the IAF into the business process control environment, and
planned to differentiate themselves through operational audits while ceasing financial
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audit assistance work; indicating they were defending against the public accounting
definition by emphasizing the private knowledge of the IAF. However, it is likely that
public accounting firms were forced to adopt some internal audit practices in their
financial audits, as the previously mentioned growth of enterprise systems required
adopting a business process approach to the financial audit. In addition, auditing these
integrated systems required the use of audit software such as ACL that was traditionally
an internal auditors’ tool (Bierstaker, Burnaby, and Thibodeau 2001). This ERP based
shift in audit practices is also supported by Wright and Wright (2002), whose semistructured interviews with Big 5 ERP consultants noted that these systems were driving
assurance practices to focus on testing the process versus testing system output. Internal
auditors faced staffing challenges as outsourcing of professional and technical functions
such as IT, which Rittenberg and Covaleski (2001) report as impacting 43 percent of
large U.S. companies in the early 1990s, drained knowledge from these areas. This
knowledge drain impacts both internal audit’s ability to obtain qualified IT resources
from within the organization and their ability to use internal personnel to enhance
existing IAF staff’s IT skills.
The IIA actively fought outsourcing until 1996, when leadership publicly
acquiesced to pressure from Big 5 accounting firms, who pointed out they were five of
the top 10 IIA member organizations and provided major financial support to the IIA
(Covaleski et al. 2003). It is likely at this time that a number of IIA members were also
alumni of the Big 5 (Boyd 2004) and thus somewhat biased toward the public
accountant’s viewpoint toward outsourcing. The acquiescence of IIA leadership led to
internal disputes, and in 2000 a number of IIA members circulated a petition of no
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confidence in the IIA board based on the issuance of a revised definition of internal
auditing in order to support the outsourced internal auditors from the Big 5 (Rittenberg
and Covaleski 2001). IIA membership grew more than 40 percent between 2000-2003
while the much larger AICPA membership declined by 1 percent, a fact attributed to
growing international interest in the IIA (Campbell and Howard 2008).
The SEC also opposed outsourcing, proposing new regulations to prohibit public
accounting firms from providing certain non-audit services including internal audit to
their audit clients; however, these rules were significantly altered to be less restrictive
prior to finalization. By 2002 all debates regarding the propriety of outsourcing internal
audit to the external auditor came to an abrupt end after the Enron and WorldCom
scandals. Enron’s IAF was outsourced to their external audit firm, while WorldCom’s
IAF was in-house, and the latter was presented by the press as a more effective IAF. Four
of the Big 5 (all but Deloitte) announced they would no longer provide internal audit
services to their audit clients (Covaleski et al 2003). Shortly afterward the passage of
SOX, which forbids external auditors from providing internal audit services to their audit
clients, settled the debate.
Internal auditors shifted roles as they faced the need to be perceived as adding
value to their organizations, satisfy COSO and similar recommendations, respond to
escalating technology risks, and counter increasing competitive pressure as public
accounting firms aggressively pursued outsourcing clients. In many organizations internal
auditors became internal educators as control self-assessment (CSA) grew in popularity,
allowing more efficient use of audit resources by requiring line management to perform
some self-audit. The prior debate over the propriety of internal audit involvement in
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systems design was largely ignored as the reality of the need for this involvement became
obvious (Prawitt and Romney 1997). Articles in The Internal Auditor reflect a profession
filled with uncertainty and transition, addressing topics such as how to respond to getting
outsourced, the merits of co-sourcing, how to retain IIA membership levels in this time of
‘right-sizing,’ the role of internal auditors as business consultants, the rise of CSA
programs, and increasing focus on occupational fraud. However, technology remained a
strong focus, with each issue containing multiple articles addressing topics such as best
practices in IT controls, new technologies and their impact on internal audit, and IT
security issues.
The need for changes in accounting education to meet the needs of internal
auditors also drew academic attention, as McCartney, Marden, and Adair (2002)
examined the gap between academic and practitioner perceptions of internal auditors in
the US. Of particular interest from this study is the fact that practitioners placed a
significantly higher degree of importance on computer control and auditing than did
academics (ranking #3 for practitioners versus #9 for academics), indicating again the
overall importance of IT audit to internal auditors. Fordham (2005) examined alumni
opinions of the role of AIS content in their career development and unexpectedly found
that both IS auditing principles and more technical knowledge (e.g. programming) were
considered essential to both alumni and recruiters; follow-up studies led to the discovery
that companies had training programs in place for new hires covering many AIS content
areas, and that these alumni were not in technical jobs, but in mid-to-upper level
professional positions. They reported that understanding the underlying technology
allowed them to understand how to effectively apply it to achieve desired results. This
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suggests that an integrated knowledge of technical and business topics would be
especially beneficial to internal auditors, who are challenged with the need to audit and
communicate across functions and topics. This knowledge would benefit external
auditors as well, as external auditors during this time were forced to spend more time on
internal control issues related to IT (O’Donnell et al. 2000). Technology knowledge was
likewise defined as critical to the public accounting profession’s success in the AICPA’s
Vision Project (Fogarty, Radcliffe and Campbell 2006).
IT auditors and the best way to deliver IT audit services received additional
scrutiny. The idea of the integrated auditor still existed, although new technology
challenged the ability of auditors to develop the depth and breadth of technical IT
capability needed. The Internal Auditor offers several cases detailing how various firms
addressed these challenges. DuPont re-engineered the IAF’s IT audit approach after the
company’s IT function was outsourced, by first benchmarking against leading IAFs and
then working with a steering committee including DuPont upper management and the
PricewaterhouseCoopers engagement partner. They developed a four-layer pyramid of IT
components consisting of business process controls, outputs, applications and interfaces,
and infrastructure; noting that necessary audit activity increases as the level of knowledge
decreases, and that integration of financial and operational controls is necessary at every
level. A notable concern developed in this pyramid was the point at which “integrated”
auditors would yield to technical IT auditors, with the final model including a
requirement for all audit staff members to have the ability to perform an application audit
and infrastructure audits being staffed largely through partners’ capability or just-in-time
training. The model includes recognition of the need to either co-source or borrow
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personnel in order to meet both volume and technical requirements (Hendrey and Moore
1999). An unnamed large regional bank implemented integrated audit after realizing that
a lack of IT audit personnel caused too much restriction in their audit scope. They started
by training business auditors using a model from the IIA, but found the training did not
meet their needs, so they formed a specific team with three IT specialists who provided
on the job training to the teams’ business auditors. Among the successes they reported
were more uniformity and acceptance of their findings, and a much lower staff turnover
rate (Murray 2000). In addition to these integrated IT audit success stories showing that
integrated IT audit remains a topic of interest in this era, the 2002 eSAC survey showed
that almost 49 percent of auditors integrated IT into all of their reviews (Ramamoorti and
Weidenmier 2004).
Hermanson, Hill and Ivancevich (2000) explored the IT-related activities of
internal auditors using a 1998 survey of 102 internal audit directors as a first step to
determine “who is doing what” in terms of managing IT risks. They noted the IT area is
complicated not only by the complex risk environment, but also by the unclear
responsibilities of the various groups interested in and responsible for assessing and
managing those risks, noting that five groups (ISACA, IIA, COSO, AICPA, IFAC) had
recently release control-related documents, three of which were specifically focused on
IT. They found that on average, less than 20 percent of auditors were specialists, and
most organizations reported centralized data processing. They also noted that IAFs with
an objective of evaluating internal control appeared to be more likely to perform testing
in a variety of IT audit areas as compared to those with a focus on compliance or
financial statements, while industry appeared to have little impact.
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Specialist auditor practices also drew attention, as Vendrzyk and Bagranoff
(2003) examined perception differences between IS and financial Big 5 auditors through
a series of semi-structured interviews. They received a number of comments indicating
belief that the two practices (financial and IS) would move from working together to fully
integrated, with the financial audit becoming more of a systems audit. Interestingly, some
auditors noted that ERP systems blur the lines between general and application controls,
which may explain the perceived need for additional integration between generalist and
specialist practices. They also found that financial auditors assigned a higher degree of
importance to general controls, as opposed to application controls, than did IS auditors;
suggesting financial auditors better understood the impact of a general (e.g. entity-level)
control weakness even in these pre-SOX, early years of ERP. Rezaee and Reinstein
(1998) examined the impact of emerging technologies and new audit standards on the
external auditor. They noted that new guidance suggested the use of continuous audit
when most information is electronic, and that internal auditors now provided value-added
services such as improved methods of gathering and analyzing data with minimal user
disruption. Messier, Eilifsen, and Austen (2004) examined external auditor detected
misstatements in Norway and found that the major causes of misstatements in
computerized environments were missing and poorly designed controls and excessive
workload for accounting personnel. This raised concern that technology implementation
was used to justify headcount reduction without ensuring that computerized internal
controls were sufficient.
This pre Sarbanes-Oxley period was a time of major upheaval in the accounting
profession. Changing technology and a changing business climate, caused in part by the
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continuing trend toward corporate globalization, led to necessary accounting and auditing
practice changes. Public accounting firms responded to the changing external
environment by consolidating, in part to meet the needs of their large global clients
(GAO 2003). At the same time, these accounting firms challenged jurisdictions normally
occupied by others, particularly internal auditors, including IT related activities. The
power of the Big 5 and the AICPA overwhelmed the competing inter-professional
organizations. Some internal auditors responded by focusing on adding value to their
organizations, many through integrated auditing that fit well with the business process
and integration focus of newly implemented ERP systems. Even during the jurisdictional
disputes, one area of agreement between most accountants existed: that IT audit and
control would gain increasing importance in future years.
Fourth Era –Post Sarbanes-Oxley
The Sarbanes-Oxley Act, particularly section 404, significantly changed auditors’
approach to the financial audit. The remaining Big 4 were forced to refocus on their core
audit operations and take a greater interest in internal control. Corporate executives were
required to take a more active role to ensure the accuracy of their financial statements and
the adequacy of their internal controls, as SOX section 404 requires CEOs and CFOs to
certify the existence and operation of effective internal controls over financial reporting
(ICFR), with the external auditor independently attesting to these assertions. Corporate
boards were also called upon to step up their corporate governance responsibilities. As a
result of these changes, internal audit attracted increased attention as boards and
executives sought assistance in fulfilling their updated responsibilities. Carcello,
Hermanson, and Raghunandan (2005, 2005a) studied 271 mid-sized public companies
and found that internal audit budgets and interactions with the audit committee
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significantly increased during 2002, with 31 percent of respondents reporting increasing
staff by one or more auditors. Carpenter et al. (2004) surveyed 17 executives shortly after
SOX legislation and noted that internal audit gained a more important role in the eyes of
the audit committee and executive management, resulting in the creation of new
departments, adding staff, and increasingly proactive communication between internal
audit and executive management and boards. The New York Stock Exchange (NYSE)
added a requirement that by 2004 all NYSE listed companies maintain an internal audit
function; however, just prior to that rule taking effect an estimated 20% of the 2,800
NYSE listed companies lacked an IAF (Harrington 2004). Among those companies that
had an IAF, it appears some did not pursue professional association membership – a
study conducted by Carcello et al. (2005, 2005a) identified 2998 publicly traded
companies that might have an IAF, of which the IIA only identified 945 as having IIA
member auditors. As this suggests far more than the estimated 20% percentage of
companies lacking an IAF, admittedly not from an identical population, it supports the
proposition that not all IAFs are staffed by members of the IIA, a point not often clearly
stated in research. Burnaby et al. (2006) similarly notes that 6.9 percent of respondents to
the IIA’s 2006 Common Body of Knowledge (CBOK) survey were not IIA members.
However, the IIA did post abnormally high growth rates in 2002 (Carcello et al. 2005a),
suggesting many auditors came to recognize the value of membership. As the IIA was
experiencing record growth, the AICPA was experiencing declining membership
(Campbell and Howard 2008). See Table 2-6 for a summary of available membership
statistics.
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Table 2-6 – Professional Association Membership Statistics

IIA
ISACA
AICPA
IMA

1995
60,000
15,000
Not available
Not available

2005
115,000
60,000
Not available
Not available

2009
160,000
86,000
343,000
60,000

2015
182,000
100,000
394,000
65,000

Other environmental factors influenced the IAF’s IT auditing role. Hass et al.
(2006) noted that both the scope of internal audit activities and the skills required of
internal auditors were growing because of regulation, technology, and other factors.
Among the technology factors was certainly IT use by companies, which resumed a rapid
expansion that led to even more technical complexity. Technology development and
adoption continued at a rapid pace, with expanding telecommunications capabilities
enabling both the introduction and acceptance of new, now ubiquitous products such as
smartphones, tablets, Voice-Over Internet Protocol (VOIP), and Software as a Service
(SaaS). Each of these products enabled business change and innovation while
simultaneously changing the business risk profile, while accompanied by an increasing
amount of computer crime. Increased attention to digital crime created new demand for
internal auditors and others with knowledge of digital forensics.
Hinson (2007) provides a review of environmental factors of IT auditing that
contributed to the state of the profession, and reiterates that as organizational dependency
on IT has grown, information security threats have grown as well. As a result of
technology changes, there has been a ‘convergence’ of IT Audit with other areas such as
information security and risk management, requiring multifunctional expertise that prior
eras did not. Interestingly he proposes that some former IT specialist considerations were
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now ‘mainstream’ because of the ubiquitous nature of those topics, and that this is a
‘threat’ to IT auditors because in the future all auditors will require IT audit skills, and it
may no longer be a recognized specialty. Hinson ends by making several predictions
about the IT auditor of the future, including increased cooperation between and blurring
of the lines between IT auditors and others – integrated audit, and a reference to
convergence with other IT specialty practitioners (particularly security specialists).
Hinson’s concern about the convergence/integration of IT audit with other
professions was echoed in other practitioner literature. IT auditors were challenged as
SOX and the resulting focus on IT governance forced more business risk awareness. This
in turn increased the demand for “soft skills” in addition to technical capabilities, while
the ever-changing technology increased the difficulty of understanding all of the
technical issues (McCollum 2006). SOX 404 requirements, coupled with the now
widespread use of ERP systems, brought traditional accounting roles, including internal
audit roles related to internal control evaluation, out of the domain of accounting and into
the wider domain of ‘management’ (Dechow and Mouritsen 2004). Non-auditors from IT
and other functions joined with auditors as subject matter experts to determine how best
to satisfy SOX 404 requirements while the common approach of assessing risk and
compliance by business process demanded an integrated approach (Chan 2004). In
addition, because the resulting growth in demand for IT auditors further stretched the
already limited supply, many auditors without IT experience were forced to or chose to
enter the field through what was termed “battlefield” training (McCollum 2006). The
entry of these generalist auditors undoubtedly encouraged further integration of IT audit
work. IAFs implemented integrated IT audit and/or combined assurance type activities,

58

as illustrated by Baker (2007), who reported on IT audit practices at six companies with
U.K. operations. Approaches to IT auditing varied from increasing the numbers and nontechnical skills of auditors in separate IT audit functions, to requiring all general auditors
perform IT audit activities, to working with the IT function to increase assurance levels.
Interestingly, almost all of the highlighted companies, regardless of IT audit approach,
reported the use of co-sourcing or outsourcing to supplement their staff when ‘niche’
specialists were required. Smith (2008) examined IT audit skill requirements at Deloitte
(internal audit practice) and Microsoft, and likewise found a move toward higher-level
audit skills and more integration of IT audit into general audit.
Chaney and Kim (2007) were the first to identify a difference between ‘integrated
auditing’ and ‘integrated auditors.’ While integrated auditing can be accomplished
through parallel audits conducted by generalists and specialists working together,
integrated auditors conduct integrated audits by covering both general and IT related
portions of business processes themselves. Benefits of these integrated auditors include
better understanding of (1) interrelationships between technologies, (2) business impacts
of control issues, (3) test design for process objectives, and (4) when the assistance of a
specialist auditor is needed. They provided several examples where business process risks
were not correctly identified and addressed because of separating out general and IT
control work. Helpert and Lazarine (2009) declare that integrated audits require a single
audit team with shared objectives and that many who claim to practice integrated audit
are actually performing parallel audits instead, where both sets of auditors are working at
the same time, but with limited or no interaction.
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Academic researchers referred to the type of profession represented by the
integrated auditor as a ‘hybrid’ (Miller et al. 2008), and note that hybrids develop behind
the scenes as disciplines (e.g. IT audit, general audit, internal audit, external audit)
compete with each other for the control of domains. Much like the internal audit
practitioner literature calls for integrated auditors in order to improve risk management,
Miller et al. argue that “the management of organisations is rapidly being transformed
into and formalized around the management of risk, while much of the management of
uncertainty occurs through a variety of hybrids that reside beyond the formalized
practices of risk management” (p. 944), suggesting that ‘integrating’ or ‘hybridizing’ has
been and continues to develop as a way to improve risk management practices. The
process of hybridization is illustrated in practitioner literature with cases where internal
auditors without IT backgrounds but an aptitude for technology show a willingness to
acquire new competencies in IT, and as result their skill-sets change; similar to the results
shown in a study of hospital clinicians in Finland who showed a willingness to develop
accounting skills (Kurunmaki 2004). While the majority of integrated/hybrid auditor
discussions have surrounded increasing internal auditors’ knowledge related to general
and application controls, at least one (Kearns 2006) identified another increasingly
critical area for these auditors – digital forensics. As internal auditors are much more
likely than external auditors to initially detect or be called upon to respond to
organizational fraud cases, it is also critical that they know how to handle the related
digital evidence.
The term integrated audit gained widespread use when the Public Company
Accounting Oversight Board (PCAOB) replaced Auditing Standard No. 2 with Auditing
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Standard No. 5, An Audit of Internal Control Over Financial Reporting that is Integrated
with an Audit of Financial Statements (PCAOB 2007). This standard addresses two key
areas of interest in this study – external auditors using the work of others and the
importance of IT controls, both entity level (general) and application. This standard
supports the SOX 404 requirement that applies to accelerated filers (those with market
capitalization exceeding $75M); and these larger firms are among the most likely to
extensively use IT.
In the context of external auditors, Brazel and Agoglia (2007) examined the
interaction between the AIS skills of financial auditors and the competence level of IT
audit specialists through an experiment. Their results suggest that financial auditors with
higher AIS skills were able to make better planning decisions when paired with low
competence specialists than were those with lower AIS skills, and that experience was
not a substitute for AIS skills (that is, more audit experience did not provide the same
benefit as did higher AIS skills). This suggests that increasing the AIS skills of auditors
through integrated IT audits might provide similar improved planning decision benefits
for internal auditors, although this hypothesis has not been tested in an internal audit
context.
Professional associations scrambled to provide guidance supplementing the
PCAOB auditing standards, in particular those related to SOX 404. The role of IT in
SOX lacked definitive guidance, and ISACA moved to fill some of that void by adding IT
Control Objectives for Sarbanes-Oxley as a supplement to the COBIT framework, and
also issued two additional COBIT updates (COBIT 4 in 2005 and COBIT 4.1 in 2007). In
2005 the IIA began a series of Global Technology Audit Guides (GTAG) to provide
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training and guidance relating to key IT issues to its members. These guides are described
as being “written in straightforward business language and address timely issues related
to IT management, control, and security” (theiia.org). Gartner Group (2012a) describes
GTAG as “a mix of concepts and practical guidance…should be used in conjunction with
specific technology requirements” (p.5). These guides are based on three levels of
knowledge (Categories 1, 2, and 3) identified by the IIA as necessary for satisfactory IT
governance, ranging from knowledge for all auditors (category 1) to knowledge of
technical IT audit specialists (category 3). The IIA also conducted a Guide to the
Assessment of IT General Controls (GAIT) project to provide guidance on scoping SOX
404 IT work in a manner consistent with the COSO and COBIT frameworks, that
culminated in issuing formal GAIT guidelines after a public exposure draft period.
ISACA declined the opportunity to participate in the GAIT project and chose not to
provide formal comment (IIA 2007); however, in 2008 ISACA published its own IT
Assurance Framework (ITAF), somewhat duplicating and sometimes contradicting
guidance from the IIA. Professional associations also added credential opportunities, with
ISACA adding the Certified in the Governance of Enterprise IT (CGEIT), and the AICPA
adding a Certified in Financial Forensics (CFF) option for CPAs. In 2007 the IIA-UK
suspended its specialty QiCA certificate and launched a project to study the IT audit
skills internal auditors need (Baker 2007), which subsequently led to the development of
an IIA-UK IT Auditing Certificate through a 150-hour virtual learning course.
Significant attention turned to the future of internal audit, particularly the skills
and knowledge required of auditors. Public accounting focused Journal of Accountancy
noted internal audit needed to focus more resources on financial areas in order to support
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compliance with SOX 404 requirements (Carpenter et al. 2004, Harrington 2004). IAFs
examined their hiring and training practices as demand for internal auditors rose
dramatically, noting in particular the wide breadth of knowledge and significant technical
skills required for internal audit (Applegate 2004). Kliem (2005) suggested that skills
integration is also necessary for more technically oriented auditors, noting that IT audit
requires a combination of general and specialized skills not common in other jobs, and
identifying one common error of new IT auditors is an overreliance on technology
knowledge at the expense of understanding controls, the business, and processes. The
shortage of IT auditors drove a significant amount of on the job training of those who did
not have an IT background. A former ISACA president/retired Big 4 IT audit partner
noted that there were both positives and negatives to the practice of training non-IT audit
personnel on the job to perform IT audit assessments; the positives being that with the
ideal IT auditor being a CISA plus either a CIA or CPA/CA, more auditors would meet
this ideal profile. However, on the negative side, organizations lacking a professional IT
audit function (e.g., not approaching this ideal) would not get the results they desired
from their IT audits (McCollum 2006).
Anderson et al. (2012) survey 173 North American CAEs in 2007-2008 and find
that an IT auditing mission and use of more sophisticated audit technologies are
associated with larger size IAFs, that the most commonly outsourced internal audit
activities involve information technology, that SOX related activities are a distant second
behind operational auditing in terms of the percent of allocated resources in internal audit,
and that IAFs are relying on non-audit functions within their organizations to support
their activities.
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Case studies shortly after SOX 404 suggest that demand for internal auditors with
multiple areas of expertise including financial expertise rose as some IAFs responded by
both adding staff and focusing on integrating their function in a combined assurance type
model with decentralized business units responsible for controls, and playing more of a
consultant role through activities such as control self assessment and ERP system
implementation support (Harrington 2004, Sarens and De Beelde 2006). Other IAFs
looked to automate more audit work, as demonstrated in Alles et al. (2006), where
researchers were invited by Siemens to implement a pilot continuous monitoring of
business process controls project in order to meet the additional audit requirements
imposed by SOX 404 without significantly increasing internal audit headcount; and also
Harrah’s Entertainment who implemented continuous auditing to satisfy new compliance
regulations (McCann 2009). Some IAFs implemented more of a combined assurance
model, where new control and governance functions were created outside of internal
audit to avoid independence issues, and internal auditors reviewed the work done by
these groups (Baker 2007, McCann 2009). Grabski and Leech (2007) noted that internal
audit activities were one of the five overarching control factors for a successful ERP
implementation, suggesting again the importance of internal auditors with both internal
control and technical expertise.
In 2006, the IIA completed their fifth “Common Body of Knowledge” (CBOK)
survey. This was the first CBOK survey to attract widespread responses, with a total of
9,366 responses from 91 countries (a 9.5 percent response rate). Interestingly, when
asked to identify the top 5 competencies from a provided list, CAEs ranked
‘understanding complex information systems,’ the only IT related response provided as
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an option, as the least desirable of 18 possible competencies for CAEs and in the lower
half of desired competencies for all internal auditors, although importance did increase as
staff level decreased (Burnaby et al. 2006). However, when asked to indicate the
importance of 19 possible knowledge areas on a 5-point scale, information technology
showed significantly stronger responses, outscoring many non-auditing areas of
knowledge, including both accounting and managerial accounting. Additional insight into
required technology skills for auditors is provided by Merhout and Buchman (2007), who
analyzed IT audit job advertisements posted during 2005-2006, noting that IT audit was a
hybrid (they call it blended) discipline combining accounting/audit skills and IT skills.
They found that 85 percent of jobs preferred a professional certification (CIA, CPA,
CISA); the most desirable technical skills were ERP systems, databases, and operating
systems. Additional critical skills (listed in more than 30 percent of the ads) were
management skills, interpersonal skills, communication skills, and IT controls.
Another IT activity related question from CBOK 2006 involved the IAF’s
involvement in emerging roles. Notable in these responses was that 46 percent indicated
they currently had a role in IT management assessment. Demographics showed that just
over 10 percent of respondents had an information systems auditing certification, with
percentages fairly consistent throughout ranks with the exception of staff, who were
much lower (under 5 percent). Respondents reported some variation in who performs IT
assessments, with the IAF in 45 percent, 30 percent other departments, nine percent cosourced, ten percent outsourced, and seven percent not performing any IT assessments.
Along with the increased stature of internal auditors and increased IT audit focus
came additional research interest. The first literature reviews related to the involvement
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of internal audit in IT audit appeared during this era. Ramamoorti and Weidenmier
(2004) note the ‘revolutionary’ impact of IT on internal audit as part of their IIARF
sponsored identification of IT research opportunities in internal audit. They publish a
subsequent academic literature review and additional research suggestions in Weidenmier
and Ramamoorti (2006) related to the internal audit governance related activities of risk
assessment, control assurance, and security and privacy compliance. They note that “in
this new era of governance reform, “IT-internal auditing research” has become a critical
imperative” (p.206), and also the impact that ERP systems have on organizational risk.
However, as previously pointed out by Boritz 2002, most IT auditing and assurance
research has focused on external auditing. A potential key impact area in corporate
governance is the possibility of internal and external auditor coordination in IT auditing,
which should both increase overall audit coverage and improve corporate governance as
internal auditors depth-oriented viewpoint of IT complements external auditors breadthoriented viewpoint.
Accounting firms and others are still allowed to provide internal audit services to
their non-attest clients, and as a result another popular academic literature stream, that
comparing the perceived quality of in-house versus outsourced internal auditors, emerged.
Using experiments, James (2003) found that financial statement users did not perceive a
difference between in-house and outsourced personnel as long as both reported to the
audit committee. Ahlawat and Lowe (2004) similarly found that both in-house and
outsourced internal auditors exhibited a lack of objectivity in a hypothetical preacquisition audit. Their review notes that the most extensive prior literature related to
internal audit has covered the relationship with the external auditor, and that most of this
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has been from the view of the external auditor, particularly the reliance studies from prior
eras. Important questions raised from their literature review was the reasonableness of
IAFs effectively serving three parties with sometimes competing or non-compatible roles,
what IAF quality factors are truly important (calling out IT specifically), the ability of
organizations to attract high quality internal auditors, the need for different skills in
staffing IAFs (IT mentioned again), and the extent to which formal university education
prepares students for internal audit positions. In addition, concerns began to be expressed
about the impact of Sarbanes-Oxley Section 404 and the resulting shift in internal audit
focus toward more mundane compliance based work on the value and professionalism of
internal auditors. The initial rollout of this work was poorly defined, causing conflicts
between internal and external auditors and an overwhelming workload for many internal
auditors (Nagy and Cenker, 2007). Coram et al. (2008) examined internal audit in
Australia and New Zealand and suggested that organizations with in-house or co-sourced
IAFs are more effective than organizations with outsourced IAFs in detecting and selfreporting fraud. Dickins and O’Reilly (2009) examined mid-market companies in the U.S.
and found a statistically significant (p < .05) positive relationship between frequency of
material weakness reporting and the percentage of outsourced internal audit services.
They also found that after controlling for the existence of a material weakness and firm
size, there is a moderate positive correlation between the percentage of internal audit
outsourcing and external audit fees. This is an interesting finding as in experiments
external auditors’ reliance decisions still show a preference for outsourced internal
auditors in some situations, as evidenced by Glover et al. (2008), Desai et al. (2011), and
Davidson et al. 2013. As the PCAOB encourages external auditors to rely on the work of
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internal auditors and external auditors find benefits from this reliance, there will be more
pressure on boards and management to have internal audit conform to the external
auditors’ view of quality and work performance, resulting in a continuing role conflict for
internal auditors. This conflict is enhanced by the IAFs requirement to serve both boards
and management as described in Lenz and Sarens (2012). Further evidence regarding this
conflict is provided by Lombardi et al. (2014) who conduct two research sessions with
CPAs regarding hot topics in the (external) auditing profession and note that external
auditors plan to rely more on the work of internal auditors in order to shift focus to higher
risk areas and reduce costs, forcing internal audit to take on more responsibilities
formerly covered by the external auditor. However, it is possible that if used effectively,
technology may somewhat mitigate this responsibility shift as internal auditors utilize
techniques such as continuous monitoring and data analytics that have long been part of
their toolkit.
Other potential areas where internal audit might benefit organizations were
explored. Abbott et al. (2012) used a survey collected in 2006 to examine the impact of
internal audit assistance on external audit fees and concluded that this assistance resulted
in an economically significant reduction in audit fees. Abbott et al (2012a) also used this
data to examine the impact of internal audit assistance to the external auditor on audit
timeliness and concluded that internal audit assistance results in cost savings and greater
audit efficiencies.
The additional reporting requirements related to SOX 404 provided researchers
with an opportunity to explore additional questions related to financial reporting and
auditing. Grant et al. (2008) examine 1394 companies reporting at least one control
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deficiency, 278 of which reported at least one IT control deficiency, during 2004-2006.
They found that companies reporting IT deficiencies were typically smaller based on
revenues; and that accounting errors occur more often in companies when IT deficiencies
exist. Canada et al. (2009) found that IT-control weaknesses increased audit fees. Morris
(2011) reviewed overall reported internal control weaknesses and found a negative
relationship between firms with ERP systems and reports of internal control weaknesses
during the period 2004-2008. Lin et al. (2011) suggest that the nature and scope of IAF
activities are more predictive of the disclosure of material weaknesses than more
traditional measures of the IAF, concluding that external auditors who coordinate with
the IAF are more likely to detect material weaknesses. Bedard and Graham (2011) review
the detection and classification of material weaknesses using proprietary data. Their
findings suggest that similar to Morris 2011, the level of IT integration is negatively
associated with control weaknesses; however they do not find that the mere presence of
an internal audit function serves to increase detection of material weaknesses, in contrast
to Lin et al 2011. Bedard et al. (2012) examine the types of control deficiencies reported,
and suggest that entity-level control weaknesses are the most frequently occurring and
most difficult to remediate, particularly for companies with fewer resources, with IT
weaknesses in the top 5 in terms of entity-level control frequency while also having the
single highest percentage overall of unremediated weaknesses. It is important to note that
most of these studies are from early periods of SOX 404 implementation; however,
collectively, they suggest that pressure will remain for internal audit to increase quality
and play a significant role in SOX 404 related activities. In addition, these studies suggest
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that understanding technology will be critical in both detecting and correcting control
deficiencies.
The fourth era was a particularly tumultuous time in the accounting profession.
Technology and businesses continued to change at a rapid pace, while new regulations
caused unprecedented demand for both internal control and IT assurance professionals.
While large accounting firms were forced to some extent to give up prior jurisdictional
gains, new consulting companies (including those spun off of accounting firms) entered
that professional space. Increased attention was focused on both internal audit and IT
audit, and The IIA responded by continuing its active role in issuing IT audit guidance
while ISACA issued IT audit guidance as well. This era ended much as it began, with the
after-effects of the 2008 global financial crisis and high profile financial firm failures
generating more pressure on accountants in general and auditors in particular.
Current Environment – 2010 to present – Increasing Demands on IAFs
The risk landscape continues to shift as technology brings ubiquitous, seemingly
inescapable new devices and the big data that accompany this proliferation of input
devices. Cloud computing has in some cases recentralized risk while also creating new
communication and vendor reliability concerns as key parts of the corporate IT
environment are outsourced. The Internet of Things (IoT) opens new security and privacy
risks, and trends such as the rise of social media and Bring Your Own Device (BYOD)
expose companies to additional employee related risks.
IT auditors are tasked with keeping up with both a changing technology landscape
and ever-changing regulatory and professional guidance, with guidelines that are far from
clear and standardized. These guidelines are also subject to increasingly frequent updates.
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In 2009 COSO published Guidance on Monitoring Internal Control Systems and in 2013
the second Internal Controls – Integrated Framework was issued. ISACA released the
updated COBIT 5 in 2012 and add-ons for information security and assurance in 2013.
ISACA also issued back-to-back updates of the ITAF in 2013 and 2014, and increased
focus on cybersecurity through the formation of the Cybersecurity Nexus (CSX) and
work with NIST on the Cybersecurity Framework. The IIA continued publication of
GTAG guidance with the most recent release in 2015, and has issued an updated
International Professional Practices Framework (IPPF) that includes GTAG and GAIT as
recommended supplemental guidance. In 2012 Gartner Group released a report, IT audit
standards, frameworks, and guidelines for auditees and auditors that illustrates the
challenges and conflicting guidance given to IT auditors.
Professional organizations have responded in part through exploring alliances
with similar organizations. In 2010 the IIA and ISACA signed a Memorandum of
Understanding (MOU) for “cooperation and collaboration between ISACA and The IIA
for the advancement of the global internal auditing profession” (IIA 2013c), although the
benefits to this agreement have so far consisted of a joint conference. The relationship
has been somewhat contentious as cooperation in a key area, professional standards, has
not occurred (IIA 2012, 2013c). These two global organizations face the challenge of
satisfying the needs of their membership while still dominated by a North American
perspective, for example the IIA reports that one third of its 180,000 members are in the
US (IIA 2013). The AICPA sought to reverse membership declines and expand its global
influence by cooperating with the U.K.’s Chartered Institute of Management Accountants
(CIMA) to offer the Chartered Global Management Accountant (CGMA) designation,
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and by expanding the Uniform CPA exam to other countries (Accounting Today 2011).
As additional specialty areas emerge, professional organizations also offer new
professional qualifications, notably the Certified in Risk and Information Systems
Control (CRISC) from ISACA, and the previously mentioned CGMA. Professional
organizations are facing some of the same challenges that multinational companies face
in this globalized environment, and using some of the same tactics such as joint ventures
to compete.
Much of what is known about the practice of internal audit today is provided by
internal audit service providers, many of whom began series of surveys in the mid-to-late
2000s, presumably as a way to market their services. IT audit related topics frequently
appear in these surveys, and some surveys are dedicated to internal audit and IT. Of
particular interest is a collaborative study from The IIA, KPMG, PwC, and Protiviti that
surveyed 1,160 CAEs worldwide (IIA 2014). Among the key points this survey disclosed
were strong opinions that internal audit’s role should include key risks beyond financial
reporting and controls and that IAFs were already broadening audit coverage, and as a
result of external environmental changes the internal auditor required skillset has
dramatically expanded. Predictably, IT is one of the top five identified risks in this survey.
The authors also note that the lines between the ‘lines of defense’ are not so clear in the
majority of organizations.
The impact of technology on auditors has emerged as a significant research topic.
Omoteso et al. (2010) performed an exploratory study based on 2004 data of the impact
of technology on both internal and external audit tasks, and concluded that technology is
fundamentally changing auditors’ roles, including a trend toward an increase in numbers
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of senior professional staff, and that continuous auditing and COBIT are gaining
prominence after more than two decades of discussion. This study highlighted in
particular the importance of IT skills in auditors’ career progression. Forbes
Insights/KPMG’s Audit 2020 publication suggests that the impact of technology has only
grown since Omoteso, with 93 percent of respondents saying audit needs to better
embrace technology (Forbes Insights 2015). Auditors from the U.K. and Egypt are in
largely in agreement with these conclusions, suggesting that the rise of ‘e-business’ as a
result of technology requires a change in both audit practices and use and understanding
of technology (Kotb and Roberts 2011, Kotb et al. 2014).
Continuous audit remains a topic of interest, as discussed in Barne-Aldred et al.
(2012), who noted that IT audit and continuous auditing are both significant internal audit
investments that are generally perceived to be both effective and objective. Teeter et al.
(2010) noted that continuous audit provides the ability to conduct ‘remote’ internal audits,
providing an increased deterrence effect at those locations as well as travel cost savings
for IAFs. Grabski et al. (2011) concluded that pressure to provide continuous auditing is
increasing, and both Davidson et al. (2013) and Malaescu and Sutton (2014) found a
positive impact on external auditor reliance when continuous audit is used. In a medical
information access study, Martin et al. (2013) examine applying continuous auditing
(they call it integrated audit) in an IT environment, to identify unusual accesses of private
medical information. This demonstrates that functions outside of audit are exploring
additional technology based exception reporting in a continuous monitoring format as
opposed to on demand exception reporting. Increased focus on continuous auditing and
monitoring will further increase the demand for integrated auditors, as effective design
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and assurance continuous auditing requires knowledge of both business and technical
factors.
Academic research regarding the external auditor’s reliance on the internal auditor
expanded as the PCAOB and preparers encouraged more reliance. Brandon (2010)
explored reliance on outsourced internal auditors when the same firm also provides other
non-audit services (SOX prohibits the external auditor from providing non-audit services,
but does not prohibit the internal auditor from doing so). He found that competence
perceptions were not improved by the provision of consulting services, but objectivity
was negatively impacted. As a result, the external auditors in his experiment were
reluctant to rely on outsourced internal auditors when the firm provided additional nonaudit services. As IT remains a common area for consulting services, this study’s results
are of interest. Outsourcing of internal audit activities was reported by 58.7 percent of
CAE respondents to the IIA’s 2010 CBOK survey (Abdolmohammadi 2013), frequently
to cover for missing skill sets and staff vacancies. However, practitioner articles relating
to outsourcing show that opinions are mixed as to the quality of these contracted auditors,
in one particular case noting that these auditors are “usually young and inexperienced, yet
their company invariably refers to them as ‘senior’” (Gelbstein 2016).
The internal auditors’ role in corporate governance, and interactions between internal
auditors and other functions has been the subject of significant review as well. Cohen et
al. (2010) interviewed Big 4 partners and managers and noted their perception that
internal auditors spent the majority of their time doing SOX 404 related work, that
internal audit quality had improved, and that the relationship between external auditors
and internal auditors had changed as a result of 404. They raise an interesting question as
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to the IAFs governance role as a significant player, or merely an ‘assistant.’ In their
review of corporate governance research, Carcello et al. (2011) note that prior literature
suggests that companies with stronger overall governance tend to be more supportive of
the IAF and auditing overall. Steinbart et al. (2012) interview information security
specialists and internal auditors and find an improved relationship resulting from both
increased internal auditor knowledge of IT and an internal audit advisory role versus a
compliance role; however, the results of a follow-on survey of only information security
professionals (Steinbart et al. 2013) suggest that only the perceived level of internal
auditors IT knowledge actually improves relationships.
Differences between financial auditors and IT specialist auditors were also examined.
Stoel et al. 2012 surveyed financial auditors and IT auditors opinions of the most
important attributes for IT audit quality and noted some interesting differences of opinion
between the two groups, most notably the importance of understanding the industry and
its processes (important to financial auditors) versus the importance of understanding
internal controls, business processes, and risks (important to IT auditors).
Integrated audit skills and the need for advancing the IT skills of generalist auditors
remains a popular topic. Kwon et al. (2012) argue that the need for highly specialized
cyber professionals, which would presumably include IT auditors, will continue but there
is also a need for generalists who can “access information” from those specialists. They
call for a three-tiered system in which there are generalists, hybrid middle managers, and
highly technical specialists to keep the profession (of cyber security in this case) moving
forward. This suggests the definition of an IT audit specialist may be subject to change
over time, or may be stratified between ‘specialized’ and ‘highly specialized’ or other
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means such as specific technologies. Likewise several high level internal audit
practitioners discuss that there are parts of very technical areas such as cyber-security that
are process-based rather than technology based, indicating internal audit has an important
role to play (Whitehouse 2015). Goldberg (2011) discusses a perceived gap between the
internal audit and IT audit professions that is neither efficient nor effective, and notes that
internal audit is trending toward “integrated, cross-trained IT and general audit teams”
(p.1). Gartner Group (2012) criticizes the existing approach to IT audit, which it asserts
results in key risk elements being ignored because of time constraints or improper
planning coupled with multiple and sometime overlapping audits in other areas of IT.
Azam 2013 supports this criticism by noting the detrimental effects of lack of
coordination and integration between various assurance functions. This suggests that an
integrated approach to IT audit would add value to the organization through more
effective planning, coordination with other assurance functions, and deployment of
resources. Kotb et al (2012) note that North America has addressed IT auditing
challenges resulting from the increased reliance on technology throughout business by
using a ‘hybrid’ model, by increasing financial auditors competence in IT in order to
reduce their reliance on IT specialists, and suggests that other countries consider
following this practice. However, it appears that integration is still progressing slowly, as
Heroux and Fortin (2013) report in their survey of 130 Canadian IAFs that 41.6 percent
of IT audit matters were addressed through standalone IT audit reports. Given that half
of respondents reported having no IT auditors at all, yet 65 percent have IT audit
experience suggests that these generalist auditors act as IT auditors in at least some
situations. A Kotb et al. (2014) survey reported that only 25% of the 79 respondents from
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ten countries, predominantly from the U.S. and U.K., reported filling both IT generalist
and IT specialist roles, a lower than expected result given prior statistics showing a
consistent 53-54 percent of IT auditors surveyed report responsibility for integrated IT
audit in Protiviti’s IT Audit Benchmarking series.
A new topic during this era is the quality of the IAFs’ IT audits. Havelka and
Merhout (2013) develop a model of IT audit process quality that includes a lengthy list of
indicators of IT audit quality. A number of these indicators are related to the person
variables within the IAF, including factors such as competence, experience, personality,
diversity, motivation, skills and knowledge. This is a timely topic, as an analysis of 131
PCAOB inspection reports published between 2004 and 2013 found that IT consideration
was the third most commonly cited auditor deficiency, and testing of design or operating
effectiveness of controls, which is typically closely tied to IT controls in complex
environments, was the most commonly cited auditor deficiency (Calderon et al. 2016).
While this is related to external auditors, as external auditors are permitted to rely on the
work of internal auditors in some situations, a higher quality IT audit from the IAF could
also serve to improve the quality of the external audit.
In 2015, the first Journal of Information Systems Conference was held to review
IT audit research and practice, with both researchers and practitioners attending.
Dzuranin and Mălăescu (2015) provide an overview of the panel discussions. The
primary issues noted by panelists at this conference included data integrity, reliability,
completeness, and security along with the need for auditor understanding of the business,
and many IT audit basics such as implementing controls at the source of data and using
risk analysis to implement controls. The proliferation of regulations and frameworks was
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another common concern, as was the need for tools to help businesses comply with all of
these. Given the preceding, the need for qualified IT auditors is predicted to continue to
grow. The AICPA interviewed six large CPA firms in 2015 and noted that advisory
services and particularly data assurance is considered to be the largest growth opportunity
for all sixEach of the areas discussed are notably areas where internal IT auditors have
traditionally focused efforts; therefore, these discussion topics suggest that the domain of
data assurance may be an area of further professional jurisdiction dispute over the next
several years. 
Literature evidence regarding the current environment suggests that the level of
change experienced throughout the past two decades, as documented in this literature
review, will continue. The changing business environment will continue to provide new
research opportunities as well as drive continuing professional jurisdiction disputes
between professional associations within accounting, and may also extend to professional
associations outside of the traditional accounting profession.
III. SUMMARY AND FUTURE RESEARCH

IT Audit, Internal Audit, and the System of Professions
By reviewing academic and professional literature from an historical perspective,
I found that internal audit’s development of the integrated information technology audit
was a lengthy and uneven process, which at times has stalled or changed course as more
urgent concerns driven by external environmental factors take precedence. The internal
audit profession has changed over the eras as technology, regulation, intra-professional
competition, lack of coordination between the heterogeneous population of practitioners,
and demands from stakeholders combine to cause shifting priorities.
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Abbott (1988) proposed the concept that professions interact with other
professions rather than in isolation, with professional associations established to
coordinate the existing practitioners, and professions expanding by taking over other
professions’ tasks. Practitioners take on different roles depending on a number of factors,
including the numbers of practitioners. For example, a specialty profession (such as an IT
audit specialist, or even an internal auditor) may be more qualified than other
‘surrounding’ professions, and yet be forced to take on a supervisory role or yield the
jurisdiction altogether because of smaller numbers. A specialty profession may also
develop as “people who occupy equivalent positions in equivalent organizations band
together, pool their knowledge, and organize occupational groups that ultimately become
independent of the originating organization” (p.92), which appears to describe the origins
of the IT Audit profession and its primary representing body, ISACA. However, when
the demand for a profession is greater than the supply of professionals, “jurisdiction
settlements” occur within the workplace as opposed to as directed by professional bodies,
as the resulting overwork of the highly qualified professionals allows “members of a
related, equal profession” to “learn on the job a craft version of a given professions’
knowledge system” (p.65) This appears to be much of what occurred in the internal audit
profession as the IT audit specialty developed and then expanded into the concept of an
integrated IT audit profession.
In this workplace jurisdiction settlement, less organized professions (e.g., internal
audit as compared to external audit) have more freedom to change work practices.
Professions with standards that do not permit rapid change and expansion tend to lose
jurisdictions in this ‘workplace competition.’ Thus the larger, more regulated public
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accounting profession initially was less readily able to claim the IT audit jurisdiction,
while internal auditors were free to explore IT audit with fewer restrictions. However,
because the demand for IT auditors has typically been greater than the supply of qualified
professionals, another type of jurisdiction settlement, that of client differentiation, also
occurred as public accounting firms were able to enter the non-audit services arena and
compete with internal auditors, particularly in the area of IT audit. IAFs in some
organizations (clients) were able to maintain their own IT auditors and/or pursue an
integrated IT audit strategy, while others were forced to yield part of the jurisdiction, and
in some cases the entire IAF, to outsourcing.
The jurisdictional battle against outsourcing of internal audit to the Big 5 was
particularly difficult because of the structure of internal audit. “When the battle must be
fought by isolated groups of salaried professionals enmeshed within large organizations,
an association’s ability to control its turf decreases sharply” (Abbott 1998, 153). As
individual IAFs are part of much larger organizations (their employers), and not all IAFs
include members of professional organizations such as the IIA and ISACA, internal
auditors found it difficult to respond to the jurisdictional threat from a relatively united
Big 5. Stronger IAFs were able to use their competence to maintain their position, and
relied on expanding their skillsets to compete. Integrated IT auditing was one area where
internal audit had a competitive advantage because of their in-depth knowledge of their
employer. The shortage of IT audit professionals combined with the need to justify
internal audit’s value to their employer, which gave rise to hybrid or joint professionals
who have both internal audit and IT audit qualifications. While some (for example,
Ramamoorti 2003) argue that internal audit has historically lagged behind external audit;
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this conclusion appears far too general. Based on my review of the literature I suggest
that high quality, high impact IAFs with a focus that extends beyond financial statements
may actually be a leading indicator of new directions for consulting and public
accounting firms, as those firms try to expand their practices into closely related
jurisdictions.
Various legislative and regulatory actions over the eras also impacted the
professional structure and jurisdictions. The FCPA and Federal Sentencing Guidelines
were both very beneficial to internal auditors, making their jurisdiction more attractive to
outsiders. Likewise, the Sarbanes-Oxley Act had a beneficial impact on the accounting
profession overall in terms of employment opportunities, although it had a detrimental
impact in terms of professional reputation. Even though internal audit was visible in
major financial fraud cases that led to Sarbanes-Oxley (Enron and WorldCom); the
sourcing of the two IAFs (outsourced to the external auditor versus in-house), combined
with WorldCom chief audit executive Cynthia Cooper’s visible role in exposing
WorldCom, led to a far less harsh impact to internal audit’s reputation. Likewise after the
global financial crisis in 2008, internal audit did not receive the negative attention that
was directed toward boards, management, and external audit. However, as Chambers and
Odar (2015) note, this was because internal audit was not perceived as a major player in
corporate governance. If this continues, they suggest that internal audit will likely be
marginalized in corporate governance debates.
Abbott proposes that jurisdictions are renegotiated in the workplace every 2-3
years, in public every 10-20, and in legislation every 20-50 (see p.135). This literature
review demonstrates the relative accuracy of his observation, although the renegotiation
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phase may be occurring with more frequency today than in 1988. Public accounting firms
are looking to advisory services, particularly data assurance, as their future growth area
(Dzuranin and Mălăescu 2015). In the United States, public accounting, with the
assistance of the PCAOB, also maintains an advisory jurisdiction (Abbott 1988, Arena
and Jeppesen 2009) over internal audit through the option of reliance on the work of the
IAF in the public company financial audit that aids attempts to push more repetitive, less
demanding controls work to internal auditors. With limited resources, the more lowerlevel work the IAF performs, the less likely the IAF is to be able to compete for higherlevel work in higher cost areas such as IT audit. IT-related areas are one in which the
profession changes so rapidly that jurisdictional stability is unlikely, making IT audit a
continuing target for jurisdictional dispute. This next phase of jurisdictional disputes in
accounting/auditing will be influenced by the context described in Suddaby et al. (2009),
as the influence of Big 4 accounting firms, the largest professional service firms in the
world, will have even more impact than in prior disputes. With the important role of
universities in legitimizing professions (Arena and Jeppesen 2009), the superior influence
of the Big 4 and the AICPA as evidenced by their level of financial support for
researchers and doctoral students will provide public accounting firms a distinct
advantage in future negotiations of professional jurisdiction. As Abbott states, “The level
of professional identification that matters is the one at which the group competes as a
single unit. … in contests between professions, the profession with the more extensive
organization usually wins” (p. 82). Thus internal audit activities will likely remain a
contested area, a co-opetition of sorts with public accounting, with various boards of
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directors and executive managers serving as the internal auditors’ most powerful
advocates.
IV. GAPS IN LITERATURE

Overview
The majority of the existing academic literature relating to internal audit’s
involvement in IT audit remains external auditor focused, with the exception of niche
areas such as continuous auditing and internal audit’s involvement in IT governance.
There is limited evidence in the form of practitioner published case studies to inform us
of the practices relating to and extent of integrated IT audit activity in either current or
prior practice. The earliest estimate of integrated IT audit activity from Ramamoorti and
Weidenmier (2004), states that almost 49 percent of internal auditors had integrated IT
audit into all their reviews. The most recent reports from the Protiviti’s IT Audit
Benchmarking series suggest that approximately 50 percent of organizations perform
integrated IT audits; however, the extreme growth of internal audit in the post SarbanesOxley era suggests these percentage based figures may disguise overall gains in the
number of integrated audit practitioners. Evidence relating to integrated IT audit and the
integrated IT auditor is largely practitioner based; thus, there is a need for academic study
of the topic that begins with understanding the current state of practice. It appears there is
high demand for those internal auditors with capabilities beyond accounting and finance.
In addition, Sanglier (2015) identifies that companies are facing the most severe internal
auditor shortage in a decade, and are looking outside of traditional finance and
accounting recruits to fill skills gaps and strengthen the IAF.
Abbott (1988) calls on researchers to stop studying professions and start studying
work. Therefore, I propose the following exploratory question:
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RQ1: How do IAFs currently audit IT, if they do?
In addition, there is a need to better understand the current trajectory of integrated
audit growth, leading to the following questions:
RQ2: Did external events such as the internal audit outsourcing battle and SOX 404
activities impact efforts to implement integrated IT audit?
RQ3: Did the trend toward outsourcing IT technical expertise reduce opportunities
for on the job training for potential integrated internal auditors; and therefore reduce
integrated IT audit activity in organizations where IT is outsourced?
Other research questions should address the appropriate involvement of the integrated
or hybrid IT auditor. The deterrent effect of auditors is documented in prior research
(Schneider and Wilner 1990, Teeter et al. 2010), and there is some evidence that
specialists may not add value in all situations, as evidence suggests generalists can
outperform specialists when there is more task variety (Zoethout et al. 2008).
Additionally, generalists and hybrid auditors who have better understanding of
organizations may be more likely to accurately identify higher risk areas requiring more
audit attention, possibly resulting in auditing the right thing with less expertise, instead of
using specialists to audit the wrong thing but in the right way. This leads to the following
research questions:
RQ4: Is there benefit to non-specialist auditors performing less-complex, lesstechnical IT audit procedures versus no IT audit at all?
RQ5: How does the IT audit performance of generalist, hybrid, and specialist auditors
compare in internal audit settings?
RQ6: Do internal audit stakeholders (e.g., boards, management) recognize and adjust
for competency differences between specialist and non-specialist auditors.
Other questions surround the proper role of internal audit, particularly as it relates
to IT. Companies use and structure their IAFs in a variety of ways, and further
understanding of these practices could strengthen the profession. For example, as many
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as 32 percent of U.S. companies use the IAF as a management training ground (Anderson
et al. 2012), which may impact their ability/choice to perform integrated audits as
compared to companies that do not follow this strategy. Likewise, larger companies may
have the resources for specialist auditors that smaller companies cannot justify. This
leads to the following research questions:
RQ7: What organizational characteristics (organization type, size, industry,
governance, etc…) influence the practice of IT audit by IA?
RQ8: How does use of the IAF as a management training ground impact the practice
of integrated IT auditing?
Another issue that must be considered is the importance of value-added activities
in internal audit. Barne-Aldred et al. (2012) note that “if the IAF is going to be used for
mostly for objective and low-risk areas, then one must ask whether management, the
audit committee, or even the internal auditor believes that such work is value added to the
organization” (p 270). An IAF that is primarily working in these low-risk areas is
unlikely to pursue advanced practices such as integrated IT auditing. This leads to the
following question:
RQ9: Under what circumstances is the IAF role in risk reduction perceived as more
important than the role related to external auditor reliance? Are these two roles (risk
reduction versus external auditor reliance) incompatible?
The internal audit hiring boom generated by Sarbanes-Oxley between 2003-2007
resulted in more CPAs entering internal audit (Harrington 2004) and corporate finance
functions (McCann 2011). This may increase the influence of the Big 4 in internal audit
as more Big 4 alumni assume leadership roles, in turn influencing future jurisdictional
disputes, which may also influence adoption (or non-adoption) of integrated IT audit
techniques. Also, firms that hire internal audit staff from public accounting may be less
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likely to use the IAF as a management training ground. Furthermore, firms that use the
IAF as a management training ground may be somewhat less likely to encourage
professional certification and involvement in professional associations such as a the IIA.
These staffing related factors motivate the questions:
RQ10: What is the current influence of Big 4 alumni representation in internal audit
practice?
RQ11: How do management training ground IAFs participate in the internal audit
profession?
IT audit itself is becoming more specialized. Hinson (2007) identifies several
‘specialisms’ such as SAP, cryptography, etc… There is also a notable trend toward
additional specialty credentials in both the IT and the auditing fields. Boyle et al. (2013)
note that the new era is placing demands for specialized knowledge that did not exist in
the past, and expanding credentials are one way to signify that knowledge; however, prior
research has shown that significations (e.g. certifications) do not accurately predict
performance; therefore, the value of credentials may be diluted as more credentials are
offered. This leads to the following questions:
RQ12: What is the prevalence of multiple certifications/credentials in professional
internal audit practice?
RQ13: What credentials are in highest demand for internal auditors?
RQ14: What can higher education do to more effectively address internal auditor
supply shortages, particularly in the area of IT?
RQ15: Are there higher education curriculum changes that can increase the number
of future internal auditor candidates who are capable of learning to perform integrated
IT audits?
V. CONCLUSIONS
Technology and audit inexorably linked. Internal audit, with a relative lack of
regulation, profit, and liability constraints is able to more rapidly respond to changing
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technology environments if its practitioners possess sufficient skills; therefore, the IAF
may actually be a leading indicator for future directions of public accounting firm activity.
The IAF’s role in IT assurance extends beyond the external auditor’s reliance on the
IAF’s financial reporting related work.
This paper describes the interacting history of technology and accounting that led
to integrated IT auditing. However, there are many unanswered questions relating to the
current status of integrated IT auditing by internal auditors. It seems reasonable to expect
that integrated IT auditing would be commonplace after 20+ years of enterprise
computing and 12+ years of integrated financial statement/internal control over financial
reporting audits. However, the limited information about integrated IT audit suggests it is
still not a common practice in some companies.
Integrated IT audit fulfills a need for views of both current status – the assurance
view to understand things that are currently working; and future directions -- the riskfocused view to visualize what might not work in the future, and should provide an
ability to proactively identify necessary business adjustments. As Chambers and Odar
state, “the IIA has had an impressive reputation for progressively extending the internal
audit role so that the best practice The IIA promotes is invariably ahead of actual practice”
(p. 50). Thus, it is likely that integrated IT audit as a practice will continue to expand.
This review explores the intermingled history of technology, accounting, internal
audit, and IT audit and provides a summary of this history as viewed through a system of
professions lens. As my study is the first to examine integrated IT audit by internal
auditors, additional research is needed. To stimulate this additional research, I propose 15
research questions focused on building greater knowledge of internal auditors’ practices,
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particularly practices relating to integrated IT audit. Research addressing these and
similar questions will provide a strong starting point for internal audit researchers,
practitioners, and accounting educators to understand and address the internal audit
profession’s needs relating to integrated IT audit and hybrid/integrated IT auditors.

88

Table 2-7 – Companies Featured in cited “Integrated Audit Case Study” Articles
Company Name

Reference
Harrington 2004

FirstEnergy (U.S.)

65 year old IAF, 30 auditors in 2003, focus
on integrating SOX 404 work with business
personnel. New accounting software
installed 2003.

Cisco (U.S)

Staff of 12 covering $20B global tech
company. Decentralized approach –
business units own controls. (NASDAQ)

Harrington 2004

BellSouth (U.S.)

Increasing focus on staff skills when hiring,
more Big 4, finance & accounting
experience, CIAs, IT skills (esp. CISA).
Need for underlying technical knowledge in
order to effectively apply technology to
solve problems noted among alumni.
Pilot Implementation of a continuous
monitoring of business process controls in
IA IT audit
IAF ages 10, 25, 30,35 years.
6, 14, 50, 120 IAF sizes.
2 mfg, 2 service, all > 10000 employees
IAF fills a risk consulting role, changes in
environment and technology lead to new
risks.
Merging IT audit into mainstream internal
audit. “everyone should have sufficient
depth of IT knowledge that they are able to
audit the IT shop in their organization” IT
auditor title too general, IT audit specialty
work should be more niche than it is now.
Created a special 5 person IT governance
team inside of IT that works with/ is
reviewed by 4 operational auditors.
Outsources niche specialists from 3 of the
Big 4.
Increased IT audit staff to 1/5 of total.
Separate IT audit staff, increased focus on
business skills.
Small staff, uses general auditors to perform
IT audits, supplemented with co-sourcing.

Harrington 2004

Unnamed mid-size
public university in
eastern U.S.
Siemens (US)

4 Belgian subsidiaries
of NYSE listed U.S.
companies

Portman Building
Society (UK)

Electrocomponents
(UK)

AXA (France)
Wal-Mart (U.S.)
Gallions Housing
Association (U.K.)
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Fordham 2005
Alles et al. 2006
Sarens and De
Beelde 2006

Baker 2007

Baker 2007

Baker 2007
Baker 2007
Baker 2007

Table 2-7 (cont.) – Featured Companies in “Integrated Audit Case Study” Articles
Company Name
MDU Ltd (U.K.)

Unnamed U.S. large
computer parts and
services company

Deloitte (internal audit
practice)

Microsoft

Raytheon

Harrah’s Entertainment

Siemens Financial
Services

Reference
Non-profit with 2 person audit team. Built
relationship with IT in order to improve IT
assurance and governance.
Business auditors and IT auditors
performing an ‘integrated’ SOX 404
assessment under the parallel model of
integration provided different evaluations of
the internal control environment. The error
was detected by the external auditor who
noted the contradicting conclusions.
“tasks are being integrated.” Auditors have
to know the software that they use AND the
software that supports their business
(primarily ERP). Auditors need ability to
obtain data from ERP systems themselves.
Developing set of core competencies for all
internal auditors, including: tool proficiency,
understanding data structures, managing
data systems as a user, ITGC, application
controls, access controls, and change
management.
Established a goal of having 70 percent of
auditors with the integrated skills necessary
to handle both basic IT and financial and
operational audits. Concludes that
integrated audits save time and money, and
addresses true business risks.
Implementing continuous audit for
compliance monitoring in order to free up
staff time.
Formed a new department called ‘controls
management’ in order to implement
continuous controls monitoring system.
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Baker 2007

Chaney and Kim 2007

Smith 2008

Smith 2008

Helpert & Lazarine
2009

McCann 2009

McCann 2009

Chapter 3 – Evidence on the Current State of Integrated IT Audit in
Internal Audit Functions
ABSTRACT

Purpose. This paper examines the current practice of information technology (IT) audit
and how it is performed by the internal audit function (IAF), with a primary focus on
practices in the US.
Design/methodology/approach. This study triangulates qualitative survey data provided
by ISACA/Protiviti, text analysis from professional service firm Protiviti publications,
and interviews with experienced internal audit professionals.
Findings. IAFs approach IT audit using different models, which can be summarized in
four categories: 1) fully integrated – almost all audits include an IT component, with
much work performed by hybrid (integrated) auditors. In this model highly technical
audit areas are supported by technical specialist staff, guest auditors, targeted technical
training, and/or co-sourcing. 2) parallel integration – almost all audits include IT
components performed by specialist staff, who work alongside generalist staff and issue a
joint audit report. 3) separate – IT audits are performed as standalone audits, by separate
staff who may be part of a separate IT audit staff within the IAF, part of another function
(e.g. IT or security), or outsourced. 4) No IT – IT audits are not performed. I argue that
the first category (fully integrated) is increasing and will continue to increase because of
resource constraints coupled with evolving risks.
Research limitations/implications. Given the qualitative nature of this study and the
limited data, generalization is not possible. However, this study suggests several
possibilities for additional research.
Practical implications. Interest in and necessity of IT auditing continues to grow, while
perennial staffing shortages continue to challenge the profession. In order to ensure
adequate IT governance and IT audit coverage, further understanding of how
organizations meet the challenges of IT auditing is critical.
Originality/value. By examining current practices, this paper provides provides internal
audit practitioners an overview of the methods used by peer organizations to address the
challenges of IT audit. It also assists internal audit/IT audit educators in curriculum
decisions by providing additional understanding of the professional environment students
will soon enter, while extending prior research (Lucy 1999; Hermanson, Hill and
Ivancevich 2000). Increased educator understanding of the practice environment can
assist in attracting students to consider a career in internal audit and/or IT audit.

91

I. INTRODUCTION
Lucy (1999) examined the work performed by IT auditors within internal audit
and defined five broad areas of work performance: 1) systems development life cycle
(SDLC) including change control reviews and advice, 2) infrastructure (encompassing
general controls and applications), 3) supporting other auditors (including training, data
analytics, integrated audits, and external audit support), 4) value-added support to the
employing organization (including advisory services and control self-assessment (CSA)
training), and 5) contract compliance and quality assurance of software and service
providers. Taking a different perspective, Hermanson, Hill and Ivancevich (2000)
examined the IT-related work performed by internal auditors using the International
Federation of Accountants’ (IFAC’s) eight IT evaluation categories from their accounting
curriculum recommendations, all of which are incorporated within areas 1 and 2 of
Lucy’s research. While subsequent academic study of IT audit practices within internal
audit has been sparse, practitioner and stakeholder interest in IT audit is strong, as
evidenced by annual IT audit benchmarking surveys from Protiviti since 2011, the
growth of ISACA from 60,000 members in 2005 to 100,000 members in 2015, the
attention given to IT in the Institute of Internal Auditors’ (IIAs’) 2015 common body of
knowledge (CBOK) survey and reports (Cangemi 2015), and summaries from a recent
joint academic/practitioner conference relating to IT audit (Dzuranin and Mălăescu 2015).
I examine how individual IAFs approach IT auditing. I also examine what has
changed since Lucy’s 1999 look at the “State of the Profession,” and Hermanson et al.’s
(2000) look at the IT activities performed by internal auditors. Understanding of how
IAFs approach IT auditing can improve our understanding of the IT audit skills needed
for both generalist and specialist auditors, and in turn help us understand how better to
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develop those skills to ensure the necessary supply of IT audit talent is available to
support effective IT governance. Thus, this study responds to calls for further research
into how internal auditors approach IT audit from Lucy (1999), Hermanson et al. (2000),
and Weidenmier and Ramamoorti (2006); as well as calls for research into auditors’ IT
proficiency (Curtis et al. 2009).
In this study, I triangulate data including ISACA/Protiviti qualitative data from a
survey of 1,292 audit professionals, text analysis of six years (2010 – 2015) of interview
summaries from internal audit service provider Protiviti’s website, and interviews with
two experienced internal audit professionals who have collectively worked in six diverse
IAFs. I examine the data for evidence related to the IT audit tasks performed, and how
IAFs accomplish those tasks. I also examine the use of integrated (hybrid) auditors in
IAFs, using sociology of professions and managerial accounting literature (Abbott 1998;
Caglio 2003; Miller, Kurunmäki, and OLeary 2008) as a guide.
This paper is structured as follows. The next section provides a summary of prior
research relating to the IT audit practices of internal auditors, research on hybrid
professions related to accounting, and practical internal audit guidance. The third section
discusses study methodology, followed by the results of my qualitative analysis of
ISACA provided data, text based reports, and interviews. The fifth and final section
discusses conclusions, limitations, and suggestions for future research.
II. BACKGROUND AND CONTEXT
Prior studies of the IT audit activities of internal auditors. In response to a 1989
article by Dunmore questioning the future of IT audit as a profession, Lucy (1999)
examined the tasks performed by IT auditors, the allocation of IT audit resources, and the
acquisition and retention of those resources. Lucy (1999) surveyed 573 US IAFs in 1998
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and found that only one-third of those organizations employed IT auditors. He noted a
trend toward increased technical proficiency of non-IT auditors that resulted in their
taking over roles formerly occupied by IT specialist auditors, resulting in a need for the
specialist auditors to take on more value-added roles; and proposed the five areas of work
performance listed earlier. His survey found that the majority of IT audit resources (35
percent) were devoted to infrastructure reviews (e.g., general controls and application
audits); with SDLC and value-added activities taking 23 and 22 percent of resources,
respectively. However, mid-sized organizations (those with 10 – 20 auditors) were
different than small and large organizations, most notably in their higher percentages of
resource allocations to systems development and supporting other auditors. Supporting
the assertions made ten years earlier by Dunmore (1989), Lucy’s survey found that IT
auditors were transitory, frequently moving between organizations, with 40 percent of
hires coming from outside the organization, and 47 percent leaving the organization when
moving on to their next assignment. Those that stayed within the organization most often
moved into the IT function despite the fact that few came into internal audit from IT.
This suggests that the IT auditors gain their expertise outside of IT, and that the expertise
gained is valued by the IT function.
Hermanson et al. (2000) surveyed 102 Chief Audit Executives (CAEs) regarding
their performance of 36 specific tests summarized in eight categories as outlined by IFAC,
with the objective of identifying the tests most frequently performed. Their results were
similar to Lucy (1999). They found that the most frequently performed tests were in the
infrastructure area (safeguarding assets, applications, security, disaster recovery)
followed by systems development activities; and that application audits were performed
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at similar levels between IAFs regardless of organizational characteristics (e.g., IAF size,
industry, degree of centralization, etc…). In contrast to Lucy (1999), Hermanson et al.
(2000) found that involvement in systems development activities increased as IAF size
increased, particularly where there were more IT specialist auditors available.
More recently, Heroux and Fortin (2013) examined IT audit experiences as part of
a holistic study of internal audit’s IT governance involvement. They surveyed 130 senior
IAF executives from Canadian companies, 27 of which were listed or co-listed on US
exchanges. Among their IT audit related findings were that these IAFs spend
approximately 15 percent of their time auditing IT risks, that risk assessment use in IT
audit planning is strongly supported at both the macro (organizational) and micro
(individual audit) levels as is the use of a control framework such as COBIT, and that
there is generally strong collaboration between IT and internal audit in monitoring IT
risks and controls. However, similar to prior studies they found wide variation between
organizations, and that only half of the organizations have IT auditors, a notably small
increase from Lucy’s 1998 data. However, 60 percent of firms reported use of the IIA’s
Global Technology Audit Guides (GTAG), indicating that IT audit work is being
considered or performed in some firms even when IT auditors are not available. Similar
to prior studies, they found the greatest IAF involvement in what Lucy would likely have
classified as ‘infrastructure’ – effectiveness of IT controls, data integrity, privacy and
security, IT asset management, and disaster recovery planning. They also find that it is
the training and experience of the IAF personnel that most influence the IAF’s
involvement in overall IT governance, of which IT audit is a major component. They
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conclude with a suggestion that organizations wishing to improve IT governance should
consider hiring more IT auditors.
In their latest annual IT Audit Benchmarking Survey, ISACA and Protiviti (2015)
found that the top five areas for which IT audit is responsible are ITGC, IT process audits
(e.g., security), application audits, IT infrastructure audits, and IT governance audits;
suggesting that the basic IT audit activities (Lucy’s ‘infrastructure’) remain the
predominant focus of IT audit. When examined by region and by percentages of time
spent on activities, ITGC remained the top activity in all regions; however, only North
America and Europe ranked IT process (includes security) in the top three. Notably in
North America, Sarbanes-Oxley compliance testing was one of the top three areas,
exceeding or perhaps substituting for the work performed in the application audit area.
This survey also found that some gains have been made in IT audit resources, as
organizations reporting no IT audit resources ranged from 2 percent of large companies
(>$5B) to 12 percent of small companies (<$100M). Remarkably, again with different
ranges based on company size, from 9 to 39 percent of IAFs lacked IT audit resources, as
some companies assign IT audit to other functions such as IT or security. This remains
true by region as seven percent of North American respondents reported no IT audit
resources within their organization, and an additional eight percent reported IT resources
were located outside of the IAF.
Taken together, these studies identify a critical need for IT auditors and suggest a
continuing shortage of IT auditors, the cause of which likely remains difficulty in
obtaining trained staff as identified by Dunmore (1989), Lucy (1999), Cangemi (2015),
and ISACA/Protiviti (2015). Lucy directly and Heroux and Fortin (2013) indirectly
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suggest that hybrid internal auditors are filling some gaps, ISACA/Protiviti suggests that
collaboration with other functions and co-sourcing are also filling gaps, and each of these
studies suggest some gaps are not being filled.
Hybrid professions. A hybrid profession is one where demand has created the
need for existing professionals to expand their work scope and capabilities to fulfill a role
traditionally found outside of the core profession, combining two or more elements of
separate professions. The internal audit profession is a hybrid profession that combines
elements of financial auditing, management consulting, quality assurance, and managerial
accounting. In some ways such as the absence of legal regulation and liability, internal
audit is more similar to management accounting or management consulting; however,
internal auditing’s roots, standards, and practices are closely related to those of external
auditors. In the US anecdotal evidence suggests there is a shortage of qualified personnel
to staff IAFs (Burton et al. 2014, Sanglier 2015), while demand for internal auditors has
increased as a result of new legislation such as Sarbanes-Oxley Act (SOX 2002), and
demand for IT auditors has increased as the pervasive nature of technology and highprofile information security incidents gain widespread attention.
The June 2016 issue of the Institute of Internal Auditors’ (The IIA’s) journal The
Internal Auditor includes an announcement that the IIA’s North American Board
chairman’s theme for 2016-17 is ‘Craft Our Role.’ A significant portion of this article is
devoted to the need for internal auditors to expand skills beyond traditional technical
audit skills, to work with others within the business to allow for ‘combined assurance or
integrated assurance’ with ‘hybrid teams,’ and to ‘craft a career’ that includes pursuing
multiple certifications from various professional bodies (Kuling 2016). This not only
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echoes Hopwood’s (2007) statement that accounting is a craft that changes over time, it
also clearly demonstrates the view among professional leadership that internal audit is a
hybrid profession and should continue and expand its hybridization.
Internal audit practitioners are called on to fill multiple roles (e.g., act as a hybrid
profession) by their dual ‘clients,’ the board of directors and executive management
(Abbott, Parker and Peters, 2010). The presence of these multiple stakeholders with
oversight roles creates a complex practice environment. Additional complexity arises
from the heterogeneous nature of IAF structures and missions, which vary from
organization to organization. For example, Anderson et al. (2012) report that 32 percent
of U.S. companies use their IAFs as a management training ground, while Abbott et al.
(2010) report as many as 64 percent of Fortune 500 firms use their IAF as a management
training ground. Management training ground IAFs rotate employees through internal
audit in varying stints of time, ranging from time frames as short as a single internal audit
assignment to the career-building rotation at GE’s corporate audit staff (CAS) that lasts
from two to five years (Kosur 2015). These management training ground IAFs may
encourage hybridization, as employees with diverse skillsets working together seek to
grow their knowledge.
Management accounting literature includes several European qualitative case
studies relating to the hybridization of the management accounting discipline (Caglio
2003, Burns and Baldvinsdotti 2005, Hyvönen, et al. 2009). The role of IT in the form of
Enterprise Resource Planning (ERP) systems in this hybridization process is a central
theme in each of these studies. Caglio (2003) argued that the implementation of a new
ERP system redefined roles and expertise and led to new, hybrid management accounting
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positions because ERP systems enable non-accountants to input accounting information
and generate their own ‘accounting’ reports, diffusing accounting knowledge throughout
the organization. This diffusing of accounting knowledge resulted in management
accountants being tasked with more complex roles than previously held, including
systems support as ‘subject matter experts.’ Burns and Baldvinsdotti (2005) further
examined hybridization and found that success was attributed in part to the ability to
build team oriented relationships with other functions. However, they found that the
technology (e.g. ERP) was not directly linked to the hybridization; instead, it was the
willingness of the management accountants to expand their role. Hyvöne et al. (2009)
similarly noted that while the technology (ERP) facilitated the change in role, it was the
accountants’ desire to accept change that led to hybridization or lack thereof.
Collectively these studies suggest that technology likely changes the role of the internal
auditor as well, but it is the individual internal auditors who lead to further hybridization
of IT audit within the internal audit profession.
Miller et al. (2008) examine hybridization in accounting theoretically from a risk
management point of view, arguing that the release of the COSO framework in 1992
resulted in a gradual restructuring of the management of organizations around the
management of risks, and the passage of the Sarbanes-Oxley Act of 2002 (SOX)
cemented this restructuring. They focus on hybrid practices, processes, and expertise
within organizations, which are particularly salient in risk management in the current
business environment that includes business practices that extend beyond traditional
organizational boundaries such as supplier partnerships, joint ventures, and e-commerce.
They conclude that hybrid professions may occur as a result of inter-professional
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knowledge transfer, as well as informal and formal cooperation across organizations and
groups of experts.
The findings from these studies can be examined in the context of the US internal
audit setting, where widespread technology changes including ERP system
implementation have changed the fundamental nature of business and accounting
practices, multiple stakeholders provide significant input into the practice of internal
audit within the organization, and implementation of SOX 404 internal control
requirements has diffused internal control knowledge in a more widespread manner than
prior efforts such as control self-assessment were able to accomplish. These changes not
only encourage IAFs to seek more complex roles, they also encourage IAF clients to
expect these roles from their IAFs (Sarens and De Beelde 2006). In order to fulfill these
expectations, it is likely that internal auditors would need to gain knowledge from within
the organization through cooperation with other functions; and from outside experts as
well.
Internal auditing professional standards and mission. Those in the internal
audit profession fill roles that are part assurance professional (financial work, compliance
work extending well beyond financial, SOX 404), part consultant (SOX 404, system
implementation work, special projects), part trainer (control self assessment, SOX 404,
internal conferences), and part trainee (management training ground, continuing
professional education). While SOX 404 activities temporarily shifted internal audit
focus toward financial reporting, it is important to note that no one of these roles end at
SOX 404, which is concerned only with controls that effect financial reporting. This
assumption of multiple roles by internal auditors creates a challenging role for the
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overriding professional body, particularly one such as the IIA lacking legal authority and
enforcement powers (AAA 2014, Chambers and Odar 2015).
In July 2015 the IIA released an updated International Professional Practices
Framework (IPPF) after an exposure draft period in which it found significant support for
the updates. The new IPPF sets an ideal for IAFs to strive toward, and is “flexible and
adaptable” in a manner that has “served the profession extremely well in its evolution
over time” (Protiviti 2014b). The most significant changes in the IPPF include a new
mission statement and publication of “Core Principles for the Practice of Internal
Auditing.” These principles are included as Table 3-1. The mission statement embraces
the risk related focus of internal audit as well as the assurance and consulting roles, as
follows:
“To enhance and protect organizational value by providing risk-based and
objective assurance, advice, and insight” (IIA 2016).
Table 3-1 – Core Principles for the Professional Practice of Internal Auditing
Demonstrates integrity.
Demonstrates competence and due professional care.
Is objective and free from undue influence (independent).
Aligns with the strategies, objectives, and risks of the organization.
Is appropriately positioned and adequately resourced.
Demonstrates quality and continuous improvement.
Communicates effectively.
Provides risk-based assurance.
Is insightful, proactive, and future-focused.
Promotes organizational improvement.

In response to the exposure draft, the American Accounting Association’s
Auditing Standards Committee cautioned against non-value added standard changes,
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noting that as a profession, we are suffering from “guidance overload” (AAA 2014). This
is particularly true for internal audit, where the breadth of internal audit’s mission
includes not only financial and controls guidance (e.g., PCAOB standards, COSO,
COBIT), but also functional and industry-specific guidance (e.g., PCI/DSS, ISO, FDIC,
etc.). It is unlikely that either the breadth of roles or guidance for internal audit will
significantly lessen in the future. In their exposure draft response, IFAC (2014) supported
the multiple roles, and called for additional attention to the ‘advice’ and ‘insight’ pillars
of the internal audit mission and an expansion of these roles. This points toward
expectations of value added work from the IAF.
Evidence from prior studies regarding the IT audit practices of IAF suggest
significant diversity in the practice of IT audit. Literature regarding hybridization of
professions similarly suggests significant diversity within the accounting profession. The
issuance of a new, principles-based IPPF similarly suggests the profession accepts this
diversity and encourages its membership to strive toward improvement as is appropriate
within their organization. Collectively, these suggest a need to understand IT audit
practices at the individual IAF level, which suggests the need for qualitative study.
With this study I seek to complement and extend the existing literature on the
practice of IT audit by internal auditors and answer the following research questions:
RQ1: How do internal audit functions practice IT audit, if they do?
III. METHODOLOGY
My choice of research method is due to the fact that much of the limited research
relating to the practices of both internal audit and IT audit is based on surveys or
experimental methods, which in the complex environment of the practice of internal audit
provides limited understanding. Prior practitioner conducted survey-based research
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suggests that IT audit practices are not changing as fast as the IT environment itself
(ISACA/Protiviti 2015, Cangemi 2015), thus I examine the years from 2010 –2016 to
gain an understanding of current practice. I use qualitative text survey data provided by
ISACA/Protiviti and qualitative content analysis of archival material from internal audit
service provider Protiviti, supplemented with interviews with practicing internal auditors.
Content Analysis. My qualitative content analysis involves the use of ‘extant
texts’ produced for purposes other than research. Use of these texts is accompanied by
limitations as the authors may limit or enhance the information contained within
depending on the targeted audience. In order to overcome these limitations the texts need
to be placed into context, and among the ways to accomplish this are use of multiple
methods (Charmaz 2006). Global risk and business consulting and internal audit firm
Protiviti hosts an extensive online library that includes survey results and other resources,
with a stated target audience of CEOs, CFOs, CIOs, General Counsel, CLOs, CAEs and
board members. Among the relevant internal audit content they offer are three series:
Internal Auditing Around the World, interview based themed reports published annually
since 2005; IT Audit Benchmarking, survey based and published annually since 2011
(2014 and 2015 were co-published with ISACA); and the Internal Audit Needs and
Capabilities Survey, also survey based and published annually since 2007. The Internal
Auditing Around the World series was selected for detailed analysis because it is based on
interviews rather than survey data, and therefore contains richer information. As the title
suggests, it is global in nature, although I limit my review to US listed companies
contained within. I reviewed the 2010-2015 (six) reports, coding each narrative, resulting
in a sample of 20 companies, two of which were included in two separate reports for a
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total of 22 narratives. Table 3-2 provides an overview of the narratives analyzed. I
initially coded all data within a 24-hour period using an iterative coding methodology
where I added and updated codes based on additional information gained from each
narrative read. I then reviewed the coding to identify general themes.
Table 3-2 – Internal Auditing Around the World Subtitles
2010
Profiles of Technology-Enabled Internal Audit Functions at Leading
International Companies
2011
Audit's Role in Leading Enterprise Risk Management Initiatives.
2012
How Audit Functions Develop Great People
2013
Partnering Effectively Across the Organization
2014
Building on Experience to Shape the Future Auditor
2015
Strengthening the Profile of Internal Audit
Narratives Analyzed

Company
Accenture
Dentsply
Hyatt
Salesforce.com
Sprint Nextel
Under Armour
Visa
Allstate
Bristol-Myers Squibb
Vanguard
General Mills
Legg Mason
Visa
Atlas Air
Booz Allen Hamilton
Estee Lauder
Old National Bank
Trustmark
Under Armour
JCPenney
Kimberly Clark

Year
2010
2010
2011
2011
2011
2011
2011
2012
2012
2012
2013
2013
2013
2014
2014
2014
2014
2014
2014
2015
2015

FTE’s

Auditors

181,000
9,400
85,000
5,306
40,000
3,900
6,800
37,000
27,000
13,000
39,000
3,100
8,500
1,800
23,000
40,000
2,658
5,500
7,800
117,000
43,000

45
5
16
11
46
6
45
52
42
90
20
32
47
7
13
20
17
7
6
30
30

FTE/
Auditor
4,022
1,880
5,313
482
870
650
151
712
643
144
1,950
97
181
257
1,769
2,000
156
786
1,300
3,900
1,433

Industry
Services
Manufacturing
Hospitality
Internet
Telecom
Retail
Payment Tech
Insurance
Biopharmaceutical
Financial Service
Consumer Prod.
Financial Service
Payment Tech
Aviation
Services
Consumer Prod.
Banking
Insurance
Retail
Retail
Consumer Prod.

These narratives are sourced from Protiviti’s Internal Auditing Around the World series, available
to the public at the Protiviti website at http://www.protiviti.com/en-US/Pages/IA-Around-theWorld.aspx. Thank you to Protiviti for providing this resource to a wide audience.
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Survey Data. In order to provide additional context to the content analysis, I also
reviewed qualitative (text input) survey data provided by ISACA2 for use in my
dissertation. ISACA and Protiviti partnered to conduct the 4th Annual IT Audit
Benchmarking Survey in 2014. This online survey was completed by 1.330 respondents, I
was provided partial data from 1,292 responses. The largest regional group (48 percent)
of respondents were from North America (ISACA/Protiviti 2014). The provided data
includes 339 free-form text responses to the optional question: “Please comment on your
IT Audit organization and structure.” I analyzed and coded these responses, as well as
keyed-in responses related to the allocation of total IT audit hours to tasks, in order to
gain additional insight into IT audit practices within individual organizations. A summary
of the IT audit task areas is included as Table 3-3.
Table 3-3 – IT Audit Benchmarking Survey Audit Area Summary
<=10 112651 –
IT Audit Area
#
25%
50%
99% 100%
Reporting %
N=1292
Conducting application
608
364
163
67
9
5
audits
Collecting and analyzing
409
315
69
21
4
0
data analytics
Maintaining internal control
285
250
29
5
0
1
framework documentation
Testing IT compliance
519
403
88
25
2
1
Conducting integrated
audits
Conducting IT infrastructure
audits
Conducting IT process
audits (e.g., security,
privacy, etc..)

468

341

96

28

3

0

537

403

109

24

0

1

618

387

189

38

3

1

2

ISACA provided this data with the restriction that additional permission must be
obtained for further publication. See Appendix.
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IT Audit Area

Conducting pre and postimplementation audits
Testing for IT SarbanesOxley or other related
country-specific compliance
Providing external auditor
support
Conducting vendor audits

<=10
#
Reporting %
N=1292
470
389

1125%

2650%

51 –
99% 100%

62

17

1

1

327

169

68

57

32

1

316

275

30

6

5

0

236

219

13

4

0

0

Conducting ITGC audits

624

396

171

45

10

2

Performing continuous
auditing
Providing consultative
services
Conducting IT governance
audits
Conducting cybersecurity
audits
Conducting social media
audits
Other (explain)

239

212

21

6

0

0

356

309

39

8

0

0

475

430

36

6

2

1

344

313

25

5

0

1

169

160

6

1

0

2

75

19*

9

4

2

32**

* primarily listed forensics and ad hoc reviews
**respondents described as unable to answer % questions because each year is different, based on risk and
audit plans.

Interviews. I conducted two interviews with practicing IT auditors in order to gain
further understanding of current IT audit practices. The first interview was conducted in
2010 and coded for a project related to SDLC related work performance; however, the
subject was an experienced IT auditor and I was able to gain insight from the interview
and recode it based on protocol for this study. The second interview was with an
experienced IT auditor who recently led a panel discussion on integrated IT audits. Each
interview lasted approximately 45 minutes and was digitally recorded and manually
transcribed. Participants were provided an informed consent form describing the purpose
of the studies prior to the interviews. Interviews started with general questions about the
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participant’s background and their current IAF structure. Because these interviews were
exploratory in nature, interesting points made by the subjects were followed up with
additional questions. Subject backgrounds are summarized in Table 3-4, and a
comparative analysis of interviews is included as Table 3-5.
Table 3-4 – Interview Subjects – current and prior internal audit experience
At the time of the interview Subject 1 was an internal auditor at a major
telecommunications company (Company B) that had recently completed a major
acquisition and needed to establish SOX 404 compliance at the acquired company. She
was originally hired by Company B to work in their IT department as a Sarbanes-Oxley
compliance specialist, and was moved to the IAF when her supervisor left the company,
where she worked as an integrated IT auditor. She is a CISA and a CIA. She is currently
back at Company A as an IT security manager.
Subject 2 is currently the internal audit director at a recent IPO high tech startup.
He is also both a CIA and a CISA. He is active with the IIA and recently served as a
panelist on a large IIA chapter’s round table style seminar titled: “Integrating IT Audit:
CAE Perspectives,” which discussed strategies companies are taking to address IT
systems and risks.
Subject

Position

Company Industry

IAF size

Comments

1, CIA,
CISA

Auditor

A

Insurance

Well-established IAF

Start up IAF in response
to major acquisition

Public Accounting

~ 90 auditors,
+ 20 IT
auditors
3 business
auditors, 2 IT
auditors, +
CAE
N/A

1, CIA,
CISA

IT Auditor

B

Telecommunications

2, CIA,
CISA
2, CIA,
CISA

In-charge

C

Audit
Supervisor

D

Defense

Large Staff

Well-established IAF

2, CIA,
CISA

Senior
Manager

E

Education Services

Small Staff

Start up IAF in
preparation for IPO

2, CIA,
CISA
2, CIA,
CISA

CAE

F

Technology Services

Small Staff

Existing IAF

CAE

G

Telecommunications

1 CAE

Start up IAF in
preparation for IPO
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Big 4 firm

Table 3-5 –Comparative Interview Analysis
Topic
Subject 1
Integrated Auditors

“I had a focus on data, I had a
project for getting data, and I
also did SDLC reviews. Even
though I wasn’t one of their IT
auditors I did do IT audit.”

Becoming an integrated IT
auditor

“Whenever they had an audit
that required IT, they would
give me the data for ACL
analysis… they put in a new
collection system…. I worked
on that audit.”
“here (company B)… has a
budget for outsourcing… if
something needs to get done.
…”
Regarding company B and preimplementation audit work:
“the sensitivity of the project, if
we think we’re going to have to
audit it every year… we’d bring
someone else in. If …not
auditing it again for awhile, then
we might help them…”

Co-sourcing and
outsourcing IT audit work

Staffing

“…Company A, you hired
enough people with different
backgrounds and different skill
sets that you could do
anything.”

Subject 2
“At company E we had an IT
side of the house, but when I
conducted my audits they were
all integrated in nature. The IT
team were more like consultants
that made sure we were doing it
well.”
“I thought it would be
something totally new… I
actually volunteered to work on
IT audits… because I thought it
was interesting.”
One thing that I see a little
bit…but I don’t think enough
of… is bringing in experts when
you’re not capable or qualified
to do the job. Audit shops
should be more welcoming to
bringing in specialists to support
projects. …that could be a
consultant, it could be someone
in the company… a really
hardcore technical person that
knows in the ins and outs…even
10, 20, 30 hours… to help you
design how to go about doing
the testing…
“We made a list of like, … 30
audits we thought we should be
doing but couldn’t afford to do
because we didn’t have the
staffing to do it…… That risk
should be still there, even if
you’re not addressing it.”
“I’d prefer a known commodity
that may have some type of
technical area that they need to
strengthen... I’d rather….bring
in a consultant to help me
execute testing if it’s a labor
issue… than make a bad hire.”
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Table 3-5 (continued)
Topic
Skills

Subject 1

Subject 2

“I feel a little unprepared for
what they want me to do...you
know, handle the entire IT
department almost – because at
company A everything was
segmented…here (company B) I
have to take a broad view of all
the IT department… it’s good
experience but at first it made
me a little nervous. Because
obviously I don’t know
everything in IT.”

“I can staff Sarbanes control
testing, quite frankly, with
interns.,, .anyone can be taught.
Look at companies that have
well-established rotation
programs…”
“IT general controls, there’s no
mystery there…there’s no super
secret thing that an IT general
control auditor knows that a
general auditor shouldn’t be
able to figure out pretty easily.
I’m not saying it would be easy
to teach… how to audit
encryption or something like
that….”
“…some shops are sticking their
nose in stuff that…they don’t
have the requisite expertise to
do… on the one hand that could
be a good learning
experience…. On the other hand
if you screw that up you’re
going to set back your
reputation significantly…”
“Cybersecurity… there’s so
many facets…. Any audit staff
that doesn’t have dozens of
auditors isn’t equipped …to
address them all sufficiently.”

Why integrated auditing

“I really like that, the
combination of different roles.
And honestly it does lead to
efficiency. I did a walk-through
on account reconciliations just
talking to people about what
they do – and knowing what the
impact of that was in the IT
work you know, that in IT if
they shouldn’t be doing
something that they are doing –
it’s good to know both worlds.”
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“I think the idea… investing all
your capital in things like
firewalls, penetration
testing…kind of a fool’s errand,
and that maybe your best
investment is in your people to
make sure that they’re truly your
first line of defense.”

All texts, qualitative responses, and interviews were coded; and coded responses
were subsequently reviewed for themes and remarkable insights. The next section
discusses in detail the results of my review of these data.
IV. RESULTS
General insights on IT audit tasks.
As suggested by the ISACA/Protiviti published results, Lucy’s ‘infrastructure’
category remains the top category of work performed by IT auditors, with ITGC, IT
process (security), and application audits the top three activities reported by those who
provided estimates of percentages of IT audit hours. However, examination of qualitative
data reveals that defining a ‘top three’ or even a ‘top five’ may be an overly simplistic
view of IT audit tasks performed. The survey listed 18 audit areas (see Table 3-3), with
one being ‘other,’ and asked respondents to key in the percentage of IT audit hours
devoted to each area. Approximately half of the 1,292 respondents chose to complete the
percentage section. Of particular interest is that few reported spending more than 25% of
their time in any one area; instead, 464 report spending time in five or more areas, and
228 spend time in ten or more of the 18 listed areas. In addition, a number of respondents
commented that there is too much variability to estimate time spent per task, as they audit
based on the risk assessment process that changes from year to year, and/or there is too
much overlap in audit tasks because “the audit types are blended together” to define
where one begins and the other ends. This suggests that there is not a clear delineation
between many IT audit areas in practice, and that attempting to measure IT audit based
on audit hours by area, particularly with risks such as IT related areas that are subject to
frequent shifts, may not be the most effective measurement.
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The influence of SOX (2002) in the US context is extensive. Of those responding
that more than 25 percent of their IT audit time was spent in one area, the most frequently
named area was ‘Sarbanes-Oxley or other country specific requirements.’ All three data
sources –survey data, text analysis, and interviews -- indicate that companies either hire
experienced internal auditors or outsource to start an IAF in preparation for an Initial
Public Offering (IPO) or other action that initiates SOX 404 compliance requirements,
and then they transition IAF to other work areas. Sarens and De Beelde (2006) noted that
in general US IAFs shifted focus to financial reporting after 2004 with CAEs holding the
general belief that this was a short-term reaction, and five of the 20 companies I coded
from the Protiviti reports noted that SOX work was predominate between 2005 - 2010,
and they were now shifting focus, providing some support for their study. However,
survey and interview data suggest that some companies have not yet made the shift
toward a broader, more strategic risk-based scope. Regardless of the extent of focus on
SOX related audits, the IT audit basics -- IT general controls (ITGC) and application
audits remain important areas and are sometimes difficult to separate from SOX related
work. Multiple practitioners noted this with statements such as “ITGC overlaps with
compliance and SOX,” and “Testing IT compliance = SOX = ITGC, etc…”
The growing importance of security and privacy are also apparent, as one CAE
described it, “everything we do is viewed through the lens of security” (Protiviti 2014).
The US passed Cybersecurity legislation at the end of 2015 and ISACA recently added
new Cybersecurity (CSX) certifications to compliment its existing Certified Information
Security Manager (CISM) certification. CAEs in technology intensive companies in
particular noted the importance of security with one saying it is “paramount to our
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existence (Protiviti 2011).” The importance of this topic was also confirmed in my
interviews with Subject 2, who noted that at a recent IIA round table on the topic of
integrated audit, more than 25 percent of the time was spent discussing cyber security,
indicative of the high degree of practitioner interest in the topic. This interest is also
reflected in ISACA/Protiviti survey responses, where 344 respondents reported spending
some at least some of their IT audit hours on cybersecurity; however not everyone agreed
that cybersecurity was new, instead describing it as a “buzzword” for what were
previously IT process (security) audits. Other security/compliance related topics were
included in comments, most notably health related (HIPAA) and payment card industry
(PCI) compliance. With no signs that high profile data breaches are decreasing and media
attention frequently focused data breaches, cybersecurity/security/IT process will likely
continue to grow in importance.
Finally, there is evidence that the other areas Lucy (1999) noted: SDLC reviews,
support of other auditors, and value-added support to the organization remain relevant
and have possibly expanded. In addition to 470 responses indicating involvement in pre
and post implementation audits and 356 responses indicating a portion of IT audit hours
involving consultative services, there were several comments relating to general
involvement in IT projects and steering committee meetings, etc.. that suggest SDLC
related activities are still an important overall portion of IT audit’s scope of work. In
interviews, Subject 1 noted that the larger company she worked for included an IT
auditor for advice on all systems projects, and the smaller IAF she worked with in 2010
outsourced this involvement because regulators insisted they have IT audit oversight and
they lacked the in-house personnel to perform the work. The importance of IT auditor
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involvement throughout the SDLC process was echoed by CAEs in Protiviti’s studies as
well. As for support of other auditors and value-added support, survey comments indicate
that IT auditors are responsible for developing and maintaining tools such as IDEA (data
analysis) and training and mentoring other personnel; while also supporting fraud/special
investigations through data extraction and IT forensics.
The practice of internal audit in general expands and changes within organizations
over time, and these changes are particularly dramatic in new/young IAFs and
organizations that are highly dependent on technology, as one CAE described it at the
“speed of digital risks” (Protiviti 2014). While at first glance it appears that IT audit has
been relatively stable over time, deeper examination suggests that it has expanded into
new areas such as SOX support, IT forensics, and cybersecurity while also maintaining
core activities. This raises the question of how has this expansion occurred – through
increased IT audit resources, more efficient use of existing resources, or some other
method?
General Insights on IT audit resources/staffing.
Both of my interview subjects started in internal audit as generalist auditors,
although only one (Subject 2) had prior financial experience while Subject 1 had
previously worked in IT installing networks at a hotel. Subject 1 indicated her IT audit
expertise was developed through an integrated auditor role at Company A, where she
participated in pre-implementation reviews, ACL analyses, and other standard financial
and compliance reviews. Her role at Company B was initially IT compliance for SOX,
but she transitioned back into an integrated auditor role when she was moved out of the
IT function and into the IAF. Integrated auditing is a role she prefers, as she perceives it
as more efficient and effective. Likewise, Subject 2 developed his IT audit expertise
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through an integrated auditor role, perceives integrated IT auditing to provide significant
benefits, and is a proponent of the practice for IAFs who want to add value to their
organizations. Both subjects noted they volunteered for assignments that led to the
integrated IT auditor role because they found it an interesting opportunity, and both had
to learn IT audit skills and IT specific skills on the job. They expressed concerns
regarding areas where they perceived their skills were not sufficient to meet the needs of
their current organization, and in particular mentioned co-sourcing, developing
knowledge from the IT function and professional contacts, and strategic hiring as ways to
supplement their knowledge.
The increasingly technical external environment generates need for increased
technology related expertise at all levels of IAF staff. As demonstrated by both interview
subjects, staffing approaches sometimes focus on development of expertise within the
function rather than hiring expertise into the IAF, with many CAEs in the Protiviti series
also mentioning use of the IAF as a management training ground or a blended staffing
model (e.g. both career auditors and rotational auditors) in order to meet increasing
demands for risk management expertise throughout the organization. These statements,
my interview subjects, and the 2015 IT Audit Benchmarking Survey (ISACA/Protiviti
2015) suggest that Lucy’s (1999) findings that IT auditors are a transitory group remain
true, as ISACA/Protiviti published survey results report between 60 – 75% of new IT
audit staff hires are external, excluding college new hires. With such a high percentage of
external hires, the importance of careful hiring is critical. Subject 2 noted that he is seeing
a significant shortage of qualified internal auditors at the senior level, and that he
perceives IAFs are often “overpaying for mediocre auditors who either don’t last long or
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don’t meet expectations,” and concludes in his position as CAE of a startup IAF he
cannot afford a misstep in hiring. As ISACA membership has increased from 60,000 in
2005 to 140,000 in 2016 and at least some portion of the increase in IT audit activity is
attributable to IT auditors; it appears that there certainly are increased IT audit resources
available; however, anecdotal evidence suggests these resources are not sufficient to meet
current needs.
Technology has enabled re-engineering of processes outside of internal audit that
require different audit approaches, and has also enabled re-engineering within internal
audit to increase efficiency and allow staff to do more even as IAF headcount stays static.
Data mining, analytics, and continuous monitoring allow internal auditors to leverage
existing data to audit more efficiently, but effective use of these technologies requires a
high level of critical thinking skills coupled with an understanding of business processes
and the underlying technologies that support these processes and gather the data. The
demand today is for tech-saavy internal auditors who can select and use the right
technology tool, in the right way, for the right job. IAFs often lack the headcount to
accomplish their entire audit plan, and need to leverage technology to work faster and
smarter. Using technology provides benefits beyond auditor efficiency, as audit skills are
enhanced when auditors are required to “think through the analytical processes” and
determine what answers the data can and cannot provide in selecting how to meet audit
objectives, while they must also be “knowledgeable about IT structure and applications”
(Protiviti 2010). In addition to using technology to increase efficiency and audit coverage,
the growing popularity of enterprise risk management (ERM) programs coupled with
SOX requirements relating to internal control have resulted in the IAF becoming much
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more integrated with other functions in overall risk management and governance. As one
CAE pointed out, the rate of change in organizations is such that IAF and other risk
management functions simply cannot be everywhere they need to be; therefore working
together to manage risks is required (Protiviti 2013). This working together sometimes
extends to use of internally sourced guest auditors, with one organization estimating the
equivalent of two full-time equivalents (FTEs) added over the course of the year through
their guest auditor program (Protiviti 2010); and sometimes results in other organizations
developing control groups within IT or other functions, separate from the IAF. Between 7
and 27 percent (depending on organization size, with smaller companies at the higher
level) of organizations report their IT audit resources are embedded in the organization as
a separate audit function outside the IAF (ISACA/Protiviti 2015), and comments suggest
that most of these resources are frequently part of the IT function. The IAF in some cases
audits these separate control functions as part of IT governance audits.
IAFs, particularly smaller IAFs, have an inability to staff for every possible
eventuality. External co-sourcing and outsourcing are methods used to fill occasional
needs for special skill sets, particularly where a rapid response is essential leaving no
time to hire or train. There are also highly technical specialty areas such as penetration
testing and network security where external firms offer an expertise that is impractical to
develop in smaller organizations. However, one interview subject noted a perceived
reluctance to bring in outside experts, and suggested it may be a result of budgetary
concerns. This comment is notable because based on survey data, North America in
particular widely uses outsourcing/co-sourcing, and the comment suggests more is
needed.
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It does appear that IT audit resources have increased over the last decade, and my
review suggests that auditors have used technology to increase efficiency, and programs
such as guest auditors and co-sourcing to provide additional IT audit resources; however,
comments indicate that these developments alone are not sufficient to adequately cover
the increased IT scope that the last 15 years have produced. This leads to a need to
examine the IT audit work performed by auditors who are neither generalist auditors nor
IT specialist auditors. These auditors have traditionally been called integrated IT auditors
in practice, but academic literature from managerial accounting suggests they are actually
hybridized internal auditors.
Hybridization – integrated IT audits - making generalist auditors responsible for
infrastructure tasks
A significant number of survey respondents divided IT audit tasks between basics
(or core) activities and ‘more technical’ activities, and noted in comments that the basic
IT work is performed by the whole audit team and more technical audits are assigned to
designated IT auditors. The most commonly cited basic IT audit activities were ITGC
reviews and application reviews. Several survey respondents noted that their IAF is small
so auditors must work on both IT and non-IT audits.
One of the IT audit areas in the survey is “conducting integrated audits,” with
468 respondents reporting some percentage of their IT audit hours in this area. In
practitioner literature, Chaney and Kim (2007) and Cascarino (2012) define differences
between integrated IT audits (where the audit product includes both IT and operational or
financial components) and integrated IT auditors (where financial/operational auditors
have a partial IT skill set and complete IT audit work as well as non-IT audit work).
Therefore it is likely some of the integrated audit activity reported in the survey is not
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performed by hybrid (integrated) IT auditors; however, comments suggest a significant
portion of the work is performed by hybrid auditors.
Integrated IT audit is a current topic of interest to practitioners. Subject 2 is active
with the IIA and recently served as a panelist on a large US IIA chapter’s round table
style seminar titled: “Integrating IT Audit: CAE Perspectives,” which discussed strategies
companies are taking to address IT systems and risks. The normal attendance at this type
of event is 15 – 20; however this event drew above average interest and ended up with
about 40 members in attendance. He describes integrated audit from the integrated
auditor perspective, “viewing your team as a pool of resources of which some have
stronger skills… and having an expectation like I do, that you all kind of know how to do
it and you leverage each other when there’s something that’s so specific or technical that
no prudent person who didn’t specialize it would know;” however, he perceives that more
IAFs are having specialists each work in their own areas and then aggregating the results
into one report. It is notable that in the Protiviti interviews where company identity is
known, those companies reporting the heaviest reliance on technology generally use an
integrated IT audit strategy. Several IAFs currently using separate IT auditors specifically
stated the need to move toward better integration (e.g. integrated IT auditors), as the
blended skills would benefit their organizations because the existing number of IT audit
specialists are not sufficient to manage the existing IT audit risks.
As noted above, my interview subjects both became integrated IT auditors
through volunteering for IT audit related roles and working with more experienced
IT/integrated auditors who provided on the job training. Some IAFs indicate they develop
IT audit expertise by using a subject-matter expert (SME) model, with auditors using the
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SME as a resource or mentor when auditing a less familiar area. Others start auditors as
generalists with broad exposure and allow them to narrow their focus based on their
interests. CAE experience and knowledge of IT audit is particularly important in smaller
organizations where the CAE has a hands-on auditor role and mentors staff in order to
develop their expertise. Even those IAFs who hire experienced IT specialist auditors
encourage those auditors to “perform financial and operational audit work to develop
their skills and understanding.”
Professional certification may provide additional insight into integrated auditors,
as some respondents noted they had one or more IT auditors but also had other auditors
with a CISA certification, with one stating that the majority of business auditors are also
CISA qualified. North America and Oceania report both higher than average percentages
of CISAs amongst IT auditors. North America also reports a higher than average percent
of IT auditors with a CIA certification. As a frequently cited benefit of integrated IT
audit is the ability to present audit issues using a common language that recognizes and
expresses the importance of IT audit issues in a way management can understand, these
dual certified auditors may be critical in some organizations.
However, some specialist auditors are not comfortable with IT audit being
contained within the IAF or practiced by non-specialist auditors. Comments included
calls for a separate IT audit function, complaints regarding audit directors who lacked IT
audit knowledge, and one respondent expressed concern that integrated audit would shift
the focus away from IT security audits, while another argued that IT audits should be
comprised of separate experts in security, governance, risk, and audit and IT should be
2/3 of the overall IAF personnel.
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Evidence strongly supports the continued use of integrated IT audit and integrated
IT auditors; however, questions remain as to how widespread this use is, what types of
organizations use integrated IT auditors and/or integrated IT audits, and at what point an
auditor moves from hybrid auditor to specialist auditor, if they do. Also, as noted above
there are some who believe non-specialist IT auditors should not perform any IT audit
work; however, we do not know if and/or which key stakeholders (e.g., boards, senior
management, IT management, external auditors) share this belief.
The Limits of Hybridization – Boundaries between hybrid auditors and specialist
auditors
As discussed in my first study, limits related to IT itself are neither clear nor
consistent, and this inconsistency holds true when seeking to identify boundaries as to
where hybrid audit ends and specialized audit begins. In the limited contexts previously
studied related to stakeholder expectations of IT auditors, expectations of IT auditors in
general appear to lack “the existence of specific expectations in these areas of resource
management and performance management” (D’Onza, Lamboglia, and Verona 2015,
424). In the following paragraphs I examine what my text analysis and interviews reveal
about the boundaries of hybrid auditors.
First, there is a general consensus that ‘more technical’ work is/should be
performed by specialized resources while basic work can be performed by hybrid
auditors. ITGC is often described as a basic IT audit area that is appropriate for a hybrid
auditor to practice, as are application audits where the focus on inputs and outputs of
systems within the audit scope normally require some degree of review by generalist
auditors; expanding this scope to include processing and some ITGC activity is not a
significant stretch. However, ‘more technical’ work is not consistently defined between
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organizations; for example, in some organizations data analytics and data extraction are
considered a specialty area with staff (IT audit or otherwise) that exclusively perform
these activities, yet in other organizations these are practiced by hybrid auditors. Other
areas are clearly considered ‘more technical,’ particularly those related to high-risk
technologies that extend beyond the organizations’ perimeter (e.g. encryption, network
security, PCI compliance). Many organizations define ‘more technical’ as any area where
they outsource IT audit because they lack the in-house expertise and/or resources to cover
the area.
IAF staffing and resources are a determining factor in establishing boundaries.
Respondents from small IAFs and/or IAFs with a small number of IT auditors
consistently mentioned their small size necessitated using non-IT auditors for some IT
audit activities, and interview results combined with survey data suggest that startup and
extremely small IAFs (less than four FTEs) are primarily staffed with hybrid auditors
(see Table 3-6 for an overview of survey details relating to IAF sizes). Respondents
complained that their IAF was too small and needed more resources, noting that IT
growth outpaced IT audit growth, while others more optimistically noted their small IAF
was ‘lean’ and useful and would soon increase in size. Subject 2 perceives that most
companies rely on hybrid auditors and co-sourcing to cover IT risks until IAF size is
between four and six auditors; and at that point would consider adding an IT specialist;
however, he also noted that for his high-tech company his first hire would need to have
significant IT audit skills and complement/extend his existing IT audit skills. The ISACA
survey data summarized in Table 3-6 suggests that there is some accuracy in this
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perception; however, significant growth in the raw number of IT auditors appears to
occur most often in IAFs with 26 to 50 total FTEs.
Table 3-6 – IAF and IT audit full time equivalents
IAF Size FTEs
1 to 3
4 to 6
7 to 10
11 to 25
26 to 50
51 to 99
100 to 220
TOTAL
Excluded
Responses

Count
of
IAFs
133*
161
144
274
124
72
68
976
74**

Average #
IAF FTE
2.2
5.0
8.8
16.5
36.7
71.3
147.2
27.2

Average #
IT Auditor
FTEs
1.3
1.9
2.6
3.9
8.4
11.9
17.9
5.2

Avg IT
Auditor/
IAF FTE
0.59
0.38
0.30
0.24
0.23
0.17
0.12
0.19

*34 are sole IAF staff who identify themselves as IT auditors
** FTE size reports were unreasonably high, suggesting respondents may have incorrectly keyed
in information. A small portion of these indicated in comments they were IT audit consultants
working in large firms.

Interview subjects provide additional insight into the establishment of boundaries,
as both subjects discussed concerns about the limits of their own abilities to address all of
the systems for which they have responsibility. Subject 2 perceives that some IAFs
overstep their boundaries by attempting audits where they lack the expertise to perform
the audit, but concedes that this might provide a good learning experience if the
significant risk of reputation loss is adequately managed by the CAE. Thus, in addition to
reviewing overall organizational risk management, CAEs must also manage their own
functional risks.
Ultimately, it appears that the boundaries of hybrid auditors are defined by the
CAE and perhaps even by the auditors themselves, as there is ample evidence from
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professional surveys that stakeholders want more from their IAFs, and the CAE is
ultimately responsible for determining how to appropriately set and meet stakeholder
expectations.
Is IT auditing a profession, or a set of transferable tools and techniques?
The preceding discussion related to results brings us full circle back to Dunmore
(1989) and his question “Is information systems auditing truly a profession?” Lucy
(1999) concluded that the profession was slowly evolving, and that the Year 2000 might
be a crucial turning point for the profession. He noted low support for IT auditors and
lack of understanding among management as challenges the profession must overcome to
be effective. Kurunmäki (2004) asked a similar question regarding the cost accounting
profession in Finland, and concluded that because cost accountants missed the
opportunity to organize themselves as a professional group, their skills became available
to other occupational groups and negatively impacted their recognition as a profession.
However, she noted that Anglo-American accounting education is significantly different
than Nordic and Continental European education, and contrasted the status of the
profession in the UK versus Finland, concluding that jurisdictional battles are broader
than envisioned by Abbott (1988), depending on not just abstract knowledge that
generates techniques, but also on those techniques, institutional location, education, and
professional associations.
As discussed in my literature review, IT audit remains fragmented with multiple
professional organizations seeking to gain or maintain jurisdictions within the domain.
Based on my primarily US qualitative study, it appears that Lucy (1999) was partially
correct in his prediction as there was a crucial turning point for the IT audit profession,
and while it was brought about by a combination of factors, the most influential factor

123

was the Sarbanes-Oxley Act of 2002 and the increased focus on enterprise risk that
resulted from that legislation. As Kurunmäki concluded, “the significant role played by
the transfer and accumulation of techniques in the development of management
accounting itself, and in the hybridisation (sic) described in this paper, suggests we
should at least pose the question of whether managerial accounting should more properly
be described as a craft than a profession” (2004, 342). Perhaps IT audit, through its
hybridization and lack of easily definable boundaries, should be viewed as a continuum
that is part craft and part profession, with the boundaries between the two moving as the
IT audit universe itself continuously shifts in response to new technologies and emerging
risks.
V. DISCUSSION AND CONCLUSION
This paper examines the current practice of IT audit within IAFs, and finds that
practices vary, often significantly, between organizations. Some companies insist that all
auditors obtain the technical skills to perform IT audits and supplement these hybrid
auditors with co-sourcing or guest auditors as necessary. Other organizations have
separate IT audit functions within the IAF, some outsource all of their IT audit work,
others assign IT audit responsibility outside the IAF, and some simply do not perform
any IT audit work. The inability of most organizations represented in this study to cover
all the risk areas with current staffing levels and expertise have resulted in extensive
cooperation with IT and other functions in order to effect adequate risk management
practices. This will undoubtedly continue to raise concerns related to independence, but
as one CAE stated, there is a “need to get comfortable with what internal audit can and
should do versus what it should not do,” and that includes avoiding hiding “behind the
concept of independence” (Protiviti 2014).
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Both internal audit and IT audit have significantly expanded and adapted to a
changed environment since Lucy (1999) and Hermanson et al. (2000) examined how IT
audit is practiced in internal audit. IT audit basics remain the majority of IT audit tasks
performed although they are now combined with an increasingly broad set of
responsibilities, including areas such as IT governance audit and cybersecurity that have
expanded to become separate specialty areas. My study suggests that many IAFs have
adapted IT audit practices through a combination of increased staffing, use of flexible
staffing techniques such as co-sourcing and guest auditors, and hybridization of core IT
audit areas in order to increase resources available for IT audit coverage. This
hybridization or use of integrated auditors is generally positively perceived, with
suggestions that it yields more effective and efficient auditing and also enhances internal
audit’s ability to frame audit issues in a manner relating to organizational objectives,
potentially improving the IAF’s reputation. However, there is also a reputational risk
incurred by the IAF when using integrated auditors, who are often brought in as novices
to audit a particular IT area. This risk can be partially mitigated through assigning
resources based on a strong risk assessment process and developing expertise in lower
risk areas first; adequate supervision, training, and mentoring; use of co-sourcing when
appropriate; and careful communication of the IAF’s role and audit scope to stakeholders.
Much like Kurunmäki (2004) found in her study of hybridized medical
professionals taking on accounting roles, I find that hybrid auditors may need to set their
own boundaries, and errors in setting these boundaries may cause issues with both
reputation and independence. Individual auditors are sometimes faced with the choice of
either conducting a needed audit in spite of misgivings about their own abilities by using
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creativity and relationships to gain knowledge, or leaving a particular IAF for a position
that is more suitable for them as an individual. The high demand for senior internal
auditor expertise both within and outside of internal audit allows a great deal of career
flexibility for individuals. The choice to proceed with any audit is accompanied by a
challenging responsibility, to complete the work in as high quality manner as possible
while clearly communicating the limitations of work performed to stakeholders. This
raises significant concerns regarding interpersonal and communication skills of both
individual auditors and the CAE who must clearly and effectively communicate
limitations resulting from novice level staffing; because the risk to the IAF reputation
when stakeholder expectations are not appropriately established is quite high. However,
the risks related to IT are often too high to ignore and internal audit IT resources,
particularly in new and smaller companies, are often too limited to avoid the use of
hybrid IT auditors. I believe that the trend of hybridization of IT auditors will continue
and even expand in the US context, as the necessary technical talent is so limited that the
need for IT assurance must be filled from somewhere other than primarily technical IT
auditors, the demands for technical audit results to be translated into lay terms are
considerable, and there are benefits that extend beyond the IAF for organizations who
cross-train financial and process/operational auditors. Highly skilled technical auditors
will increasingly be called to play an SME or mentoring role, and networking among
internal audit professionals will continue to grow, enabled by technology (e.g., discussion
boards, social media) and facilitated through professional associations. There will also be
increasing demand for hybridized CAEs who have a strong understanding of technology
risks and IT governance and audit principles in addition to industry, business process, and
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financial knowledge. Collectively, this suggests that educators have a critical role to play
in preparing students for this expanded, increasingly technologically demanding role
while also developing ‘soft skills’ and clearly communicating the varied career
opportunities available to students interested in a less traditional accounting career. In
order to meet the existing demand for internal audit personnel, increased educator
awareness and understanding of internal auditor practices is critical, as is increased
visibility of the profession to students. This study provides insight into current
professional practices as called for by Pathways (2012), in order to inform educational
practices and curriculum development.
This study is a preliminary review of the current practice of IT audit within the IAF
focused on a US context. Below I propose future research questions that can help us
better understand these practices. These questions include:
x
x
x
x
x
x

How does the use of integrated IT audit differ between cultures?
How do integrated IT auditors set boundaries relating to IT audit activities
that exceed their skillsets, or do they?
What are the most common IT audit co-sourcing practices? How do
CAEs determine co-sourcing needs?
What are the appropriate boundaries between IT audit specialists and
hybrid IT auditors?
How do CAE characteristics impact their organizations’ IT audit
activities?
How do IAF stakeholders impact their organizations’ IT audit activities?

Given the qualitative nature of my study, certain limitations exist. First, my
conclusions are drawn from triangulation of existing and limited data coupled with only
two interviews, although those interviews involve highly qualified subjects with diverse
experiences. One interview was originally conducted to determine levels of IAF SDLC
involvement, but still yielded significant useful information relating to integrated IT audit
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and current IT audit practices. Also, the major focus of my study is IT audit as practiced
in the US. For all of these reasons, my results are not generalizable to a larger population.
Despite these limitations, this study increases understanding of internal audit’s IT
practices. This increased understanding of current practices and practitioner concerns
informs both educators and CAEs, who can choose to participate in addressing these
concerns.
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Chapter 4: Correlates of Internal Audit’s IT/ICT Strategy

ABSTRACT
This study uses the responses of 2935 chief audit executives (CAEs) to investigate the
characteristics that influence the Internal Audit Function’s (IAF’s) choice of an integrated
Information Technology/Information and Communication Technology (IT/ICT) audit
strategy. I use previously unexplored responses from the large scale Global Internal
Audit Common Body of Knowledge (CBOK 2010) database from the Institute of Internal
Auditors Research Foundation (IIARF) to examine the relationship between an integrated
IT/ICT audit strategy and test variables related to IAF characteristics, IAF strategy, CAE
characteristics, and organizational characteristics. I find that organizational characteristics
such as the location of practice and individual CAE characteristics such as professional
certification are the most influential in determining the selection of an integrated IT audit
strategy. I also analyze the interaction between professional certifications and find that
CAE’s with two or more professional certifications are more likely to implement an
integrated IT audit strategy. However, I do not find significant results for independent
variables related to external audit reliance/assistance. My results should be of interest to
IAF stakeholders such as boards and senior managers, CAEs, and external auditors.
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I. INTRODUCTION
The objective of this study is to investigate the relationship between an Internal
Audit Function’s (IAF’s) characteristics and its Information Technology/Information and
Communication Technology (IT/ICT) audit strategy. For purposes of this study, IT/ICT
audit strategy is defined as either integrated into the normal scope of business reviews,
separate (e.g., not integrated), or not applicable (e.g., no IT audits performed).
Understanding the characteristics that impact the IAF’s IT/ICT audit strategy is an
important step in understanding how IT audit is practiced within organizations. This
understanding is critical as the continuing expansion and transformation of the use of
IT/ICT in businesses (Gartner Group 2013, KPMG 2013, Protiviti 2014) results in
growing dependence on information systems among various functional areas within
organizations, particularly in accounting (Grabski, Leech, and Schmidt 2011). These
changing business risk profiles must be considered when selecting and applying audit
strategies.
Interest in further understanding the nature of IT audits is evidenced from varied
sources; regulators have placed increasing emphasis on auditors’ responsibilities
regarding internal controls and IT (PCAOB 2009), audit organizations have responded in
part by suggesting that audit committees need to better leverage the IAF (KPMG 2013),
and corporate executives and boards have acknowledged IT/ICT as an area of increasing
risk in their organizations (PwC 2013, IIA 2014).
Prior studies have examined some aspects of IT audit related activities performed
by internal auditors (IAs) and the IAF characteristics that correlate with these activities.
Hermanson et al. (2000) investigate the relationship between IT-related internal audit
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activities and organizational characteristics and audit objectives. Other studies report on
the factors that influence the percentage of time spent by the IAF on IT related audit
activities (Abdolmohammadi and Boss 2010), IAF characteristics that influence the
involvement of IAFs in IT governance as well as the extent of that involvement (Heroux
and Fortin 2013), and how technology changes have impacted internal audit practices and
skillsets (Kotb et al. 2014).
Professional associations with responsibilities related to the assurance of IT/ICT
note the significant impact of IT/ICT changes on auditing. For example, the American
Institute of Certified Public Accountants (AICPA 2012, 2) states, “Auditing is currently
at a critical juncture. Specifically, advances in information technology in conjunction
with real-time approaches to conducting business are challenging the auditing profession
[emphasis added].” External auditors can more thoroughly address evolving IT-related
risks by relying, where possible, on the work of others, particularly internal auditors, as
directed by Auditing Standard No. 5 (PCAOB 2007) and SAS 1283 (AICPA 2014). In
organizations where external auditor reliance on internal auditor work is not a priority,
coordination of assurance providers is still considered a best practice (Sarens, Decaux,
and Lenz, 2012), and researchers have also suggested that coordination between internal
and external auditors might improve overall IT governance (Ramamoorti and
Weidenmeir 2004). Thus, improved understanding of the IAF’s IT audit activities is
useful from both a risk management and a resource management perspective.
Professional associations have devoted considerable resources to developing
guidance for their membership and positioning their organizations regarding IT/ICT
3

SAS 128 was issued in February 2014, superseding SAS 65 for audits of periods ending on or
after December 15, 2014. ISA 610, revised by the International Auditing and Assurance Board
(IAASB) in March 2013, provides international guidance on this topic.
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audits. Table 4-1 provides an overview of professional association guidance for IT
assurance and Table 4-2 provides an overview of control guidance. Of particular
importance to my study, the Institute of Internal Auditors (The IIA) has issued several
publications relating to IT audits, including multiple Global Technology Audit Guides
(GTAG) and a series of practice guides in the Guide to the Assessment of IT Risk
(GAIT) series. ISACA, the association for IT professionals in the areas of governance,
control, security, and audit; released its updated control framework, COBIT 5, in 2012
and also an updated Information Technology Assurance Framework (ITAF) in 2014.
Professional associations have also explored cooperation to better address IT
related risks in organizations. In 2010 a Memorandum of Understanding was announced
between the IIA and ISACA, designed to increase cooperation and collaboration between
the two organizations. Similarly, the AICPA in its 2012 annual report announced a
renaming/refocus of its IT section, added cooperation with the Chartered Professional
Accountants of Canada on their ‘Top Technology Initiatives,’ and published several IT
audit related white papers. As IT/ICT continues to evolve, assurance professionals
continue to seek better understanding and role definitions in order to effectively address
IT/ICT related risks. The complexity of these issues places pressure on professional
associations to provide IT/ICT related resources to their membership. These
organizations are responding by exploring different ways to provide these resources.
Prior studies by Weidenmier and Ramamoorti (2006) and Kotb et al. (2014) call
for examination of how IAFs adjust audit procedures for increased IT usage. Because no
regulatory agency requires disclosures related to IAF strategy, structure, or work
performance (Ege 2014) and there are only limited regulatory requirements relating to

132

IAF existence; structural and strategic differences between individual IAFs can be
considerable. This study provides an analysis of some characteristics that influence the
IAF’s IT/ICT audit strategy, while also examining the adoption and use of integrated IT
audit in the IAF, a topic that is addressed in professional literature but very limited in
academic literature. This study extends prior research relating to the IT audit activities of
internal auditors by examining the relationship between an IAF’s IT/ICT audit strategy
and characteristics such as IAF maturity, sourcing activities (Anderson et al. 2012,
Abdolmohammadi 2013), and IAF performance measures.
Table 4-1 - Assurance-Related Practice Guides, Frameworks, and Standards
Document

Issuing
Organization

Issue
Date(s)

Global
Technology
Audit Guides
(GTAG)
Practice
Guides –
General

Institute of Internal
Auditors
(IIA)

2005 -2013

Institute of Internal
Auditors (IIA)

2009 -2014

Guide to the
Assessment of
IT Risk
(GAIT)
Information
Technology
Audit
Framework
(ITAF) – 3rd
Edition
Auditing
Standard No. 5

Document
Type (number
in series)
Practice Guides
(15)

Practice Guides
(22)

Institute of Internal
Auditors (IIA)

2009

Practice Guides
(3)

ISACA

2014

Framework
(1)

Focus

Recommended
Practices Related to IT
Management, Risk,
Control, & Security
Detailed guidance for
conducting internal
audit activities.
Includes guides for
integrated auditing and
privacy risks.
Specific aspects of IT
risk and control
assessment for IT
general controls.
IS Audit Standards
(mandatory) and
Guidelines (optional)

Public Company
2007
Standard
Internal Control Over
Accounting
(1)
Financial Reporting
Oversight Board
(PCAOB)
These documents provide internal audit practitioner guidance on IT assurance activities.
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Table 4-2 – Control-Related Frameworks and Standards
Document

Issue Date

CobIT 5*

Issuing
Organization
ISACA

Focus

2013

Document
Type
Framework

Internal Control
– Integrated
Framework
(COSO)*

Committee of
Sponsoring
Organizations
(COSO)

2013

Framework

Design and
implementation of
Internal Control

Cybersecurity
Framework
(CSF)

National Institute
of Standards and
Technology
(NIST)

2014

Framework

Focus on critical
infrastructure

Standard of
Good Practice
(SOGP) for
Information
Security

Information
Security Forum

2014

Standard

Information security

ISO/IEC JTC 1

International
Standards
Organization
(ISO)

various

Framework

Subcommittee 27: IT
Security techniques

OWASP

ongoing

Open Web
Application
Security Project

IT governance &
management –
incorporates the Risk IT
and Val IT frameworks

Subcommittee 40: IT
Service Management
and IT Governance
Wiki:
Tools,
Documents,
Code Library

Improving the security
of software

IT Service
Axelos
Management of IT
Management
services.
ITIL®
*Surveys indicate these are the most commonly used frameworks. (Protiviti 2013)

These documents provide guidance to organizations (not just auditors) regarding IT
controls. Auditors frequently use them as standards in evaluating the IT control
environment.
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Closely related prior research has examined what IT related audit activities
internal auditors perform (Hermanson et al. 2000), what influences the time internal
auditors spend on IT audit (Abdolmohammadi and Boss 2010), what influences IAF
involvement in IT governance (Heroux and Fortin 2013), and the impact of technology
changes on internal audit IT-related practices and skill requirements (Kotb et al. 2014).
To my knowledge, this is the first study to specifically examine organizational and other
influences on the IAF’s IT/ICT audit strategy. The results from this study will provide a
description of integrated IT audit activity and its drivers that researchers can use to
develop further research questions surrounding the IT audit practices of IAFs, and can
also be used to provide insights for organizational CAEs, executives, and directors who
seek to assess or refine their IT/ICT assurance strategy in order to better manage risks in
today’s business environment, where technology is driving rapid and widespread change.
I use a large-scale database, called the Global Internal Audit Common Body of
Knowledge (CBOK 2010) from the IIA Research Foundation (IIARF) for my analysis. I
limit my analysis to responses from Chief Audit Executives (CAE’s) for questions
relating to strategy because CAEs have high-level knowledge about their IAFs to bring to
bear in answering these questions.
In section II, I discuss the relevant literature and develop my hypotheses. In
section III, I discuss the study’s research method, and in section IV I summarize the
results. I conclude with a discussion of implications, limitations, and directions for future
research.
II. RESEARCH BACKGROUND AND HYPOTHESES
Corporate managers, boards, and audit executives perceive IT/ICT related risks as
critical and increasing in complexity. In addition, they are concerned with how the IAF
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is responding to these risks. For example, in a survey of 1,100 CAEs and more than 630
IAF stakeholders such as audit committee members and senior finance managers, PwC
(2013) found that fewer than 30 percent of stakeholders indicated that the IAF is
performing well or very well in leveraging technology, and “obtaining, training and/or
sourcing the right level of talent.” The directors responding to this survey were
particularly concerned about IT risks. CAE respondents appear to recognize these
concerns as well; the top areas they cited for talent additions planned included data
analytics, IT security, platform-specific IT, and general IT. Results of other surveys
suggest that increasing resources/talent related to IT/ICT audit is a recurring theme. A
listing of recent published surveys is provided as Table 4-3. Among related results from
prior surveys, Abdolmohammadi and Boss (2010) find that in 2006 IAFs stated their
intention to increase the proportion of time spent on IT Audits in the future. Internal audit
service providers Protiviti and Thomson Reuters Accelus suggest that internal audit’s IT
audit activity generally lags behind IT use in practice, also citing talent gaps4 (Protiviti
2011a, ISACA/Protiviti 2014; Cowan et al. 2014). Overall, this literature suggests that
IT/ICT is an area that has been and remains challenging for the IAF.

2

Service providers’ interpretation of the data in their survey reports is likely influenced by the
desire to market their services, and samples may be biased because of collection methods.
Nonetheless, in an area such as this where data availability is limited, the statistical information
from these reports is valuable. See Table 4-3 for an overview of recent service provider,
professional association, and academic surveys.
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Table 4-3 – Recent Surveys
Organization

Data Source

IIA* (2006)

CBOK

Sample
Size
9,366

IIA (2010)

CBOK

13,582

IIA (2015)

CBOK

14,518

Anderson et al.
(2012)

IIARF Survey

Thomson
Reuters Accelus
(2014)
Protiviti**
(2011)

Survey

>900

2011 IT Audit
Benchmarking
Survey

~ 500

Multiple countries (86% N. America), 26%
CAE’s

Protiviti**
(2012)

2012 IT Audit
Benchmarking
Survey

>300

Multiple countries. Internal Auditors.
KnowledgeLeader subscribers plus others
expressing interest. 73% North America.

Protiviti
(2013)

2013 IT Audit
Benchmarking
Survey

~460

Multiple countries. Internal auditors at
various levels. 28% CAEs or Audit Directors.
84% North America.

ISACA/Protiviti
(2014)

A Global Look at
IT Audit Best
Practices

1,330

Multiple countries. Internal auditors at
various levels. 29% CAEs or Audit Directors.
48% North America.

ISACA/Protiviti
(2015)

A Global Look at
IT Audit Best
Practices

1,230

Multiple countries. Internal auditors at
various levels. 29% IT audit managers, 34%
CAEs or Audit Directors. 52% North
America.

PwC
(2013)

2013 State of
Internal Audit
Survey

Heroux & Fortin
(2013)

Academic Survey

173

~ 1700 +
140
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Sample Description
91 countries, multiple levels of internal
auditors
107 countries, multiple levels of current and
former internal audit practitioners
166 countries, 19% North America, 23%
Europe, 25% East Asia & Pacific
North American IIA members who were
CAEs for Internal Audit Directors from forprofit organizations
50 countries

60 countries, CAE’s and IA stakeholders such
as CEO, BoD, Sr. Managers. Included 140
interviews.
Canadian CAE’s

*The IIA has been conducting periodic Common Body Of Knowledge (CBOK) studies since 1972, when
they surveyed 75 internal auditors in one country.
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Understanding IT/ICT risks is a high priority among regulators as well. The
Public Company Accounting Oversight Board (PCAOB) has taken a strong interest in the
IT portion of integrated audits of internal control and financial statements. In the report
on the first year implementation of Auditing Standard 5, system reports and application
controls are specifically identified as areas where further opportunities exist for external
auditors to use the work of others [including internal auditors] under lower risk
conditions (PCAOB 2009). This is followed by PCAOB external audit provider
inspection reports from 2012 and 2013 where there are several citations regarding failure
to sufficiently test IT controls. The 2013 Staff Audit Practice Alert No. 11 (PCAOB
2013a) addresses external auditor issues with both IT considerations and with using the
work of others, primarily internal audit. Taken together, these initiatives suggest that
regulators would also welcome further understanding of the IAF’s IT/ICT related audit
strategies and activities.

IT/ICT related audit strategy
The dependent variable in this study is whether, where possible, an organization
currently uses an audit strategy that integrates IT/ICT audit into the normal scope of
business reviews whenever possible. In its 2011 IT Audit Benchmarking Survey, Protiviti
(2011a, 1) defines IT audit as “The process of collecting and evaluating evidence of the
management of controls over an organization’s information systems, practice, controls
and operations.” Specific IT audit activities are less defined than traditional financial
audit activities, and definition is further complicated by inconsistent terminology, as
evidenced by a 2012 discussion between major stakeholders regarding the use of the term
Information Systems versus Information Technology (IIA 2012). Furthermore, because
of rapidly changing technology that varies between organizations; “even the definition of
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what is included in IT itself can vary from organization to organization” (IIA 2013a, 5).
Many organizations use an audit universe for planning and definition purposes as
suggested in IIA Practice Advisory 2010-1 and other IIA recommended guidance. Table
4-4 illustrates a sample IT audit universe.
Table 4-4 – IT Audit Activities (Potential IT Audit Universe)
IT Process Audits
Security – Logical and/or physical
Privacy
Maintenance

Data Management (including big data)
Online Sales

IT General Control Audits
Systems Development Life Cycle (SDLC)
Disaster/Business Recovery (DRP/BRP)
System Interfaces
IT Management
Application Audits
ERP systems
Sales Force Automation (SFA)
Customer Relationship Management
(CRM)
E-mail
Ad-hoc reporting tools (including
spreadsheets)
Mobile apps

Database Management Systems
(DBMS)
Asset Management
Website Management

Electronic Data Interchange (EDI)
Computer-Aided Design (CAD)
Operating systems
Financial applications
User-developed applications

IT Infrastructure Audits
Telecommunications
Online Infrastructure/Domain Names (DNS)
IT Compliance Testing
Software Licensing

PCI/DSS

Miscellaneous Topics
Social Media Audits
Sarbanes-Oxley or other compliance
Internal Control Framework
Documentation

Vendor Audits
Continuous Auditing

Derived from ISACA/Protiviti survey definitions. (ISACA/Protiviti 2014)
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As discussed in my literature review, many IT specialist internal auditors develop
from within the IAF. The traditional internal audit approach to IT audit consisted of these
IT specialist auditors performing IT audits as standalone audits, while generalist auditors
within the IAF addressed other areas, primarily the financial audit. The practice of
internal auditing gradually expanded to include many more non-financial areas (e.g.,
environmental, organizational efficiency, risk management). Simultaneously,
proliferation of Enterprise Resource Planning (ERP) systems, low cost personal
computers, and handheld and portable devices; coupled with improvements in
communication systems, made IT pervasive in organizations and a critical part of
organizational infrastructure. Recent research by Chen et al. (2014) found evidence
supporting a relationship between IT and all components of internal control, suggesting
the need for stronger integration of IT in all audits. Because it is necessary to understand
the role of IT in the business as part of the scope of most internal audits, integrated IT
auditing is considered a strategic area for internal audit (Protiviti 2011a). Despite this
strategic nature, in their annual surveys of internal auditors (including CAE’s), Protiviti
(2011a, 2012a, 2013a; ISACA/Protiviti 2014, 2015) consistently finds that fewer than 55
percent report the use of integrated IT audit. This is consistent with CBOK 2010 data,
which finds 51 percent of CAE’s worldwide reporting use of an integrated IT audit
strategy. In the United States, the percentages are slightly higher, with 59 percent of
CAE’s reporting an integrated IT audit strategy.
The term “integrated audit” originated in the 1980s as internal auditors expanded
the scope of their work beyond traditional financial and compliance activities (Helpert &
Lazarine 2009). According to the IIA’s International Professional Practices Framework®
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(IPPF) Practice Guide entitled “Integrated Auditing,” (2012a) integrated auditing may
include financial, operational, IT, regulatory, compliance, environmental, and fraud
related aspects of the activity under audit. The following statement contrasting traditional
audits and integrated audits expands on the definition, and the CAE respondents to the
CBOK 2010 survey should have familiarity with IPPF practice guides:
“A traditional audit may focus on financial or operational aspects
while an integrated audit will take a more global approach that looks
at several aspects including, but not limited to, financial, operational,
IT, regulatory, compliance, environmental, and fraud” (IIA 2012a, 2).
The general benefits of integrated audit are listed in the practice guide as increasing
IAF credibility and relevance. Specific benefits of integrated IT audits are anecdotally
stated by Raytheon as saving time and money, while better addressing business risks,
through implementing an integrated IT audit model (Helpert & Lazarine, 2009). Integrated
audits in general are key components of both Enterprise Risk Management (ERM)
(Protiviti 2011) and Combined Assurance (Huibers 2015).

Test Variables and Hypotheses
The decision to pursue an integrated IT audit strategy should be derived from the
overall internal audit strategic plan. IAF strategic planning typically begins by
understanding the organization’s industry and objectives and proceeds through an
analysis of resource requirements, technology and tools, sourcing models, and
coordination with other assurance functions (IIA 2012b). As previously noted, the
strategic planning process and the resulting audit strategies and work performed can vary
significantly between organizations because of limited regulations regarding IAF
structure, organization, and work performance. This lack of regulation coupled with lack
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of IAF related disclosure requirements results in limited visibility into IAF strategic
planning process inputs and outputs. Selected test variables will explore various
characteristics, including proxies for the overall audit strategy, that result in the selection
of an integrated IT/ICT audit strategy (IntITAudStrategy), my dependent variable.

IAF characteristics
Chen and Lin (2011) develop a model to measure the value of internal auditing. In
this model they define characteristics of the IAF that relate to IAF value as summarized
in Table 4-5. They examine how these characteristics affect performance measurement
mechanisms and individual internal auditors’ perceptions of their contributions. These
IAF characteristics, along with individual auditor characteristics, are also used in several
studies as measures of overall IAF quality (Prawitt, Smith, & Wood 2009; Davidson,
Desai, & Gerard 2013, Ege 2014). Because these characteristics are recognized as
measures of IAF value/quality, they are also likely to play a role in IAF strategy selection.
Table 4-5– IAF Characteristics Affecting Internal Auditing’s Value
IAF Characteristic
History (proxied by age)

Audit Strategy

Tools, Skills &
Competencies
(training proxy)

Impact on IAF
More mature IAFs more
likely to perform IT work,
be involved in IT
governance, and spend
more time on IT audits.
IT audit strategy influences
IAF size.

References
Sarens et al 2011
Heroux & Fortin 2013
Abdolmohammadi & Boss
2010

Increased training result in
more time spent on IT
audits and more
involvement in IT
governance.

Abdolmohammadi & Boss
2010, Heroux & Fortin 2013

Anderson et al. 2012

Cangemi (2015)
CBOK 2015 6/10 enter IA
with accounting education.
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IAF Characteristic
In-house vs Outsourced

IA Standards Compliance

Impact on IAF
Positive relationship
between missing skill sets
and outsourcing activity.

References
Abdolmohammadi 2013

Outsourced internal audit
positively associated with
material weaknesses in
mid-market US companies

Dickins and OReilly 2009

Ranked highest in value in
Middle East, Latin America
& Caribbean, and Africa.
Lowest in US & Canada.

Chen & Lin (2011)

Highest in Financial
Services, Raw Material &
Agriculture, and Service.
Lowest in Manufacturing &
Construction.
Derived from Chen & Lin, 2011.

IAF Age. An important characteristic of an IAF is its maturity. Prior research
suggests that more mature IAFs are likely to perform IT assessments and have certified
IT auditors on staff (Sarens et al. 2011), are more involved in IT governance (Heroux &
Fortin 2013), and spend more time on IT audits (Abdolmohammadi and Boss 2010).
Taken together, these studies suggest that IAF maturity is positively associated with
increased IT knowledge and involvement. In order to pursue an integrated IT/ICT audit
strategy an IAF must have staff members who have knowledge of both IT auditing and
operational/financial auditing (Helpert & Lazarine 2009). I posit that compared to
younger IAFs, mature IAFs will be likely to have developed staff with the skills needed
to perform integrated IT/ICT audits, leading to my first hypothesis:
H1:

IAF maturity (IAFAge) will be positively associated with an integrated
IT/ICT audit strategy.
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IAF Sourcing. As discussed above, an integrated audit strategy requires staff
with capabilities in both IT and financial/operational audit who can evaluate overall risks,
controls, and audit findings as well as facilitate communication between specialist
auditors where needed. Organizations pursuing this strategy may require additional
training, staffing, or co-sourcing/outsourcing (hereinafter referred to as outsourcing)
activity in order to accomplish integrated audit objectives.
Recent research has examined the relationship between outsourcing/co-sourcing
(hereinafter referred to as outsourcing) of internal audit activities and the size of the IAF
(Anderson et al. 2012); and organizational variables such as governance, location, size,
and structure (Abdolmohammadi 2013). This research suggests that the IT audit is a key
area for outsourcing activity, finding that overall IAF outsourcing is widespread, with
58.7 percent of companies from CBOK 2010 reporting reliance on outsourcing; and that
outsourcing is often used to compensate for missing skill sets (Abdolmohammadi 2013).
IT audit is a frequently noted missing skill set (IIA 2014, ISACA/Protiviti 2014); and the
Anderson et al. (2012) study of 173 IAFs indicates that IT audit support is one of the top
two IAF outsourcing activities, suggesting that a significant portion of the reported IAF
outsourcing may be IT related. Abbott et al. (2007) suggest that economies of scale make
it easier for larger firms to attract, train, and retain scarce IT audit resources; and describe
this as a potential reason for the prevalence of outsourcing IT audit work.
Importantly, Protiviti’s (2011a, 2012a, 2013a; ISACA/Protiviti 2014, 2015) IT
Audit Benchmarking surveys indicate that larger companies are more likely than smaller
companies to use outside resources to augment IT skill sets. This evidence indicates that
even large companies have difficulty attracting and retaining sufficient IT audit resources
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to cover all audit needs. Alternatively, larger companies may have a stronger risk
assessment process that identifies the need for IT specialists.
The relationship between the extent of outsourcing and the extent of integrated
audit activity is uncertain. Similar to speculation regarding why larger companies
outsource IT audit work more frequently than smaller companies, it could be that the
need for outsourcing is driven by the identification of IT audit specialist requirements
discovered as part of integrated business audits, it could be that IT outsourcing is
primarily used for non-assurance engagements (e.g., consulting) or highly specialized
projects, or it could be that lack of in-house resources results in the need for outsourcing
and challenges integrated IT/ICT audit activity because of additional coordination
requirements. Given the preceding tension, I state the following null hypothesis:
H2:

There is no association between the use of co-source/outsource activity
(IAFSource) and an integrated IT/ICT strategy.

IAF Strategy.
In order to effectively execute an overall IAF strategy that satisfies stakeholder
expectations, CAE’s must ensure that IAF staffing, work performed, audit tools, and
performance measurements are aligned with that strategy. It is strongly suggested through
the IPPF that IAF’s link their performance measurements with the IAF’s strategy (IIA
2010); therefore, IAF performance measures used within the organization provide a
potential proxy of the overall IAF strategy. The CBOK (2010) questionnaire includes 17
potential performance measures for the IAF, as shown in Table 4-6.
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Table 4-6 – CBOK Performance Measurement Methods

How does your organization measure the performance of the internal audit activity?
(multiple responses allowed)

Methods
Percentage of audit plan complete
Recommendations accepted/implemented
Surveys/feedback from the board, audit committee and/or senior
management
Customer/auditee surveys from audited departments
Assurance of sound risk management/internal control
Reliance by external auditors on the internal audit activity
Timely closure of audit issues
Completion of mandated coverage
Number of significant audit findings
Budget to actual audit hours
Number of management requests for internal audit assurance or
consulting projects
Cost savings/avoidance and improvements from
recommendations implemented
Cycle time – report turnaround (end of fieldwork to final report)
Cycle time from entrance conference to draft report
Balanced Scorecard
Absence of regulatory or reputation issues and significant
failures
No formal performance measurement of the internal audit
activity (appx. 5%)

Overall
Ranking*

%
Using**

1
2

55
47

3
4
5/6
5/6
7
8
9
10

44
37
33
33
31
28
27
25

11
12

24
23

13
14/15
14/15
16

20
17
17
15

Source: The IIA’s 2010 Global Internal Audit Survey
*Source: Chen & Lin 2011 (all respondents, ranking is same for CAE respondents only)
** As reported by CAE respondents
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One of the most commonly studied indicators of IAF performance is the extent of
reliance placed by the external auditor on the IAF (see Barne-Aldred et al. 2012 for a
comprehensive review of this literature). Chen and Lin (2011) study internal audit value
measurement using CBOK 2010 data, and note that external auditor reliance is reported
as one of the top six methods in use worldwide for assessing the value of the IAF (see
Table 4-6 for a full listing of methods and rankings), and is more prevalent in some
regions such as the United States/Canada and Western Europe. Prior research has found
that external auditor’s reliance on the IAF can provide significant fee reductions (Abbott,
Parker, & Peters 2012) and can reduce audit delay (Pizzini, Lin, & Ziegenfuss 2014),
both of which may make reliance an attractive prospect to organizational management.
Audit standards (SAS 65/128/ISA 610) direct the external auditor to consider competence,
objectivity, and the relevance of the IAF’s work performed to the financial audit in
making the reliance decision. In prior research these three factors have been combined to
develop measures of IAF quality (Pizzini, Lin, & Ziegenfuss 2014; Prawitt, Smith, &
Wood 2009). Thus, it is possible that an IAF with a strategy of seeking external auditor
reliance might direct IAF resources toward financial statement and financial controls
audit expertise to increase both the relevance and quality of internal audit financial
statement related work. This possibility may be supported by Abdolmohammadi and
Boss (2010), which unexpectedly found that CPA certification is negatively associated
with IT audit activity. Perhaps a strategy based on financial process work supporting
external auditor reliance lessens the likelihood of an integrated IT/ICT audit strategy.
In a survey contrasting IT auditors’ (both internal and external) assessments of
various attributes on IT audit quality in the United States with the assessments of
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financial auditors and financial professionals; Stoel, Havelka, and Merhout (2012) found
that business process knowledge, which is required for an effective integrated IT audit
(Helpert and Lazarine 2009), is one of the top five factors in terms of perceived
importance to IT audit quality. This suggests that an integrated IT/ICT audit strategy may
be viewed as superior to a streamed/separate IT/ICT audit strategy in terms of overall
IAF audit quality. However, in this same study, financial auditors/managers assigned a
significantly lower individual ranking (19 of 54) than IT auditors (6 of 54) to business
process knowledge as an IT audit quality factor, suggesting that external audit reliance
might NOT be increased by an integrated IT/ICT audit strategy.
Taken together, these differences in perceptions of factors relating to IT audit
quality between IT auditors and financial auditors (Stoel et al. 2012), coupled with the
increased IT audit hours observed when the CAE holds a CISA certification versus a
CPA certification (Abdolmohammadi and Boss, 2010), suggest that an IAF pursuing an
integrated IT/ICT audit strategy may not be as focused on the external financial audit,
which leads to my first strategy-related hypothesis:
H3a: External auditor reliance (StrategyReliance) as a measure of IAF
performance will be inversely related to an integrated IT/ICT audit strategy.
Of the remaining top performance measurements identified, one other method,
‘assurance of sound risk management/internal control’ has significant theoretical linkage
to IT/ICT audit strategy. As summarized by White (2014) and Janvrin et al. (2012), the
2013 update of the Committee of Sponsoring Organizations of the Treadway
Commission’s Internal Control-Integrated Framework (COSO Framework) adds IT
General Controls (ITGC) as one of the 17 principles underlying the five components of
the organization’s control environment. This suggests that organizations with a focus on
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internal controls would also have a focus on ITGC audits. COSO breaks these 17
principles into 87 focus points to support each principle. The four points related to ITGCs
include ‘examining the dependency between business processes and technology controls,’
which suggests benefits of the integrated IT/ICT audit strategy to overall internal control.
Furthermore, Chen et al. (2014) find evidence that firms with high IT capability have
more effective internal control as measured by audit fees (auditor’s risk premium). These
authors suggest that firms using IT effectively and efficiently also have stronger business
processes. Overall, the preceding discussion suggests that firms with strong technology
controls and a focus on effective business processes may lead to the IAF focusing on
integrating IT audits into other audit types (e.g., operational, financial controls). This
leads to my second strategy-related hypothesis:
H3b: “Assurance of sound risk management/internal control” (StrategyRiskMgt)
as a measure of IAF performance will be positively related to an integrated
IT/ICT audit strategy.
CBOK (2010) also provides a list of work performance areas practiced by the IAF.
These IAF audit activities provide a second potential proxy of the overall IAF strategy.
The CBOK (2010) questionnaire includes 25 potential work performance areas for the
IAF, as shown in Table 4-7. One work performance area with theoretical linkage to
integrated audit is involvement in Enterprise Risk Management (ERM). Integrated audit
in general is considered a key component of ERM (Protiviti 2011), and my qualitative
study indicates that IAF’s appear to use a combination of integrated audit and combined
assurance techniques when their employer has an ERM focus. This leads to my third
strategy-related hypothesis:
H3c: “Audits of Enterprise Risk Management processes” (StrategyERM) will be
positively related to an integrated IT/ICT audit strategy.
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A subset of external auditor reliance is performing work as an assistant to the
external auditor. CBOK (2010) asks if the IAF performs this work. PCAOB auditing
standard AU Section 322 provides guidance to the external auditor in evaluating the IAF
to make the decision to use IAF assistance. The external auditor is instructed to rely
on/use the work of the internal auditor in lower risk, less material areas. When this
assistance is used, the external auditor supervises and reviews the work of the IAF.
Because IT is a complex, high-risk area, it is less likely that the external auditor would
rely on the internal auditor in this area, which would lessen the likelihood of using an
integrated IT audit strategy. This leads to my fourth and final strategy-related hypothesis:
H3d: “External audit assist” (StrategyAssist) work performance will be
inversely related to an integrated IT/ICT audit strategy.

Table 4-7 – CBOK Work Performance Areas
Please indicate whether your internal audit activity performs (or is anticipated to
perform) the following:
Work Performance Area

Operational Audits
Compliance with Regulatory Code (including privacy)
Auditing of Financial Risks
Investigations of fraud and irregularities
Evaluating Control Systems (using COSO, CobIT, etc.
frameworks)
Auditing IT/ICT risks
Auditing of Information Risks
Audits of Enterprise Risk Management processes
Project Management assurance/audits of major projects
Security assessments & investigations
External Audit Assist
Management audits
Corporate Governance reviews
Disaster Recovery testing & support
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Overall
Ranking
*
1
2
3
4

%
Performing
**
91
72
72
75

5
6
7
8
9
10
11
12
13
14

68
63
62
55
57
55
47
46
41
40

Work Performance Area

Overall
Ranking
*

%
Performing
**

15
16
17
18

41
32
30
23
21

Facilitating risk/control/compliance training and education for
organization personnel
Auditing of outsourced operations
Ethics Audits
Going-concern assessments
Reviews addressing linkage of strategy and company
performance (e.g. balanced scorecard)
Due diligence (acquisitions/mergers)
Quality/ISO audits
Social and sustainability (CSR, environmental)
Migration to IFRS
Executive compensation assessments
Implementation of XBRL

19
19
20
21
22
23
24
25

18
15
15
14
4

Source: Alkafaji et al. 2010 (all responses, CAE responses show slight variations)
** CAE responses only

CAE Characteristics
IIA Standard 2000 – Managing the Internal Audit Activity – instructs the CAE in
ensuring that the IAF adds value. In order to accomplish this, the Standards provide the
CAE principles for planning, resource management, and coordinating with other service
providers. Throughout the Standards it is stated that the CAE must align the IAF to be
consistent with the organization’s goals (IIA 2013b). Therefore, CAE characteristics
should significantly influence the strategy of the IAF. One such characteristic with
theoretical linkage to IAF strategy is the CAE’s professional certification(s). Major
professional accounting/auditing related certifications (CPA, CA, CIA, CISA, CMA, etc.)
require work experience in a given area coupled with completion of an exam
demonstrating mastery of knowledge in that area. Therefore, professional certification
can proxy for competence in a given auditing practice area, as well as demonstrate the
CAE’s commitment to that practice area.
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Professional certification. Abdolmohammadi and Boss (2010) found that the
CISA certification was positively related to the proportion of time IAF’s spent on IT
audits, while a CPA certification was inversely associated with time spent on IT audits.
This suggests that the CPA certification might also be inversely associate with an
integrated IT audit strategy. Heroux and Fortin (2013) found that increased levels of IT
audit certification led to more involvement in IT governance activities, which in their
study included IT audit. Regarding the IAF’s IT/ICT audit strategy, it is therefore likely
that a CAE with an appropriate IT related certification (e.g., CISA, CISM) would have
greater understanding of the value of integrated IT/ICT audit, and greater confidence in
supervising such engagements. The CIA certification (and the CPA as well) are used as
part of a proxy measure for internal audit competence by Prawitt, Smith and Wood
(2009) and they find certification moderates abnormal accruals, indicating a positive
effect of a higher percentage of auditors with a CIA and/or CPA certification on audit
quality in the financial audit context. Coupled with the emphasis on value-added auditing
in the IIA Standards, this suggests that a CAE with a CIA or related internal audit
certification would lead to improved audit management, which should in turn encourage
use of integrated audit techniques. Thus, my fourth hypothesis examines each major
certification independently and is stated as:
H4a: A CAE with an IT-audit related certification (CAEITCert) will be
positively related to an integrated IT/ICT strategy.
H4b: A CAE with a public accounting certification (CAEPublic) will be
inversely related to an integrated IT/ICT strategy.
H4c: A CAE with an internal audit related certification (CAEIACert) will be
positively related to an integrated IT/ICT audit strategy.
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In addition to the major certifications, descriptive statistics derived from CBOK
(2010) data indicate that 45 percent of CAE’s have achieved two or more professional
certifications; therefore, interaction between certifications will likely impact analyses. A
CAE with multiple certifications will likely have more experience coupled with interest
in multiple audit areas, which would theoretically lead to an increase in integrated audit
activity. Thus, I examine the effect of multiple certifications as follows:
H4d: A CAE with two or more professional certifications (CAECertCount) will
be positively related to an integrated IT/ICT audit strategy.

Organizational Characteristics
As stated above, the Standards require that the CAE align the IAF to be consistent
with the organization’s goals (IIA 2013b). Therefore, organizational characteristics will
significantly influence the strategy of the IAF. One such characteristic with theoretical
linkage to IAF strategy is the country in which the organization is located.
Region/Country. Region has been shown to be associated with IIA standards
compliance (Abdolmohammadi 2009, Abdolmohammadi and Sarens 2011). Prior surveys
have also shown that North America leads other regions in the presence of an IT audit
function (Protiviti 2011a), and also in the inclusion of IT risks as part of the overall risk
assessment process (Protiviti 2013a). However, these studies also suggest that because of
the regulatory environment, companies in North America typically spend more audit
hours on IT compliance, which is more likely to be a separate IT audit activity, than
countries in other regions. IAF’s in North America also report significantly higher
frequency of external audit assist work and use of external auditor reliance as a
performance measurement than do other regions, and awareness of/and future plans to
adopt combined assurance are lower in North America than in other regions (Huibers
2015). These suggest that organizational location has a significant impact on the IAF’s
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IT/ICT audit strategy. My review of the professional literature indicates that the majority
of the information related to integrated IT auditing is related to U.S. based companies,
and the Canadian regulatory environment differs from the U.S. regulator environment;
suggesting that there are likely differences in internal auditing practices between the U.S.
and Canada. For example, regarding internal control frameworks, prior to the 2013
COSO revisions, Canadian organizations commonly used other internal control
frameworks such as the Canadian Criteria on Control (CoCo), rather than the U.S. based
COSO framework. Therefore, I analyze by country rather than region. This leads to my
final hypotheses:
H5: Organizations located in the United States (WorkLocation) will be positively
related to an integrated IT/ICT audit strategy.
Table 4-8 – Organizational Characteristics Affecting Internal Auditing Value
Characteristic
Impact on IAF
References
Size:
Total Employees
Total Assets
Total Revenue

Positive relationship between size (# employees) and
proportion of IAF time spent on IT audit.

Abdolmohammadi
& Boss (2010)

Positive relationship between revenue and existence
of IT audit.

Protiviti (2013)

No correlation between org. size/ industry and
propensity to review application controls.
Industry Type

Financial services tend to have larger IAF. Banking
regulators have tighter requirements for IAF
disclosures.
Financial Services more likely to look at system
maintenance and safeguarding IT assets. Limited
differences in work performance by industry
otherwise.

Hermanson et al.
(2000)

Protiviti reports
(2010 - 2014), Ege
2014
Maletta & Wright
(1996)

Financial Services generally have larger IAFs, lower
external audit fees, and fewer ICFR material
weaknesses

Dickens and
OReilly 2009

Utilities and finance score highest on IAF quality
measures.

Ege 2014
Bell et al. (1998)

Manufacturing, merchandising more prone to error.
Lower error rates in regulated industries.

Hermanson et al.
(2000)
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Characteristic

Impact on IAF

References

Organization
Type
Private, Public,
Government,
Non-Profit

Sarens et al. 2011

Derived from Chen & Lin, 2011.

Control Variables
In addition to the explanatory variables listed above, I examine the effects of a
number of control variables on the IAF’s IT/ICT strategy. Table 4-8 lists organizational
characteristics that influence the risk environment in which the IAF operates, which in
turn should influence the strategies selected by the IAF, including the IT/ICT audit
strategy. These variables likely interact with the explanatory variables to impact the
IT/ICT audit strategy, and are therefore included in regression models as control
variables.
Organization Size. Organization size has been shown in prior research to be
positively related to both the presence of an IT audit function (Protiviti 2011a) and the
amount of time spent on IT audit activities by the IAF (Abdolmohammadi and Boss
2010). Larger companies are more likely to use complex ERP systems, which require
understanding of the interrelationships between controls and business processes as part of
an effective audit (Grabski, Leech & Schmidt 2011) and therefore likely encourage
integrated audit activities. As my qualitative study demonstrates, smaller companies
typically have smaller number of internal auditors available and may lack IT audit
capabilities altogether. In a survey of more than 460 internal audit professionals, Protiviti
(2013a) found that more than 40% of companies with annual revenues less than $1 billion,
and 26% of companies with revenues less than $5 billion reported having no IT audit
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function within their IAFs. In contrast 90% of organizations with revenues in excess of
$5 billion report the existence of an IT audit function. This evidence suggests that
organization size will be associated with the IAF’s IT/ICT audit strategy as larger
companies have both the necessary resources and compatible technologies to include
elements of IT audit in their operational, financial, and compliance audits. My qualitative
research suggests that revenue may be a better indicator of IAF size than organizational
full time equivalents (FTEs), which like asset structure can vary significantly based on
industry. Therefore I include revenue (CompanySizeRev) as the best measure of
organization size for inclusion in the model as a control variable.
Organization type. (CompanyType) The type of organization (e.g. public, private,
government) results in significantly different compliance-related requirements, and has
also been shown to relate to different levels of IAF maturity (Sarens et al. 2011). In
particular, Sarbanes-Oxley section 404 and similar regulations elsewhere relating to
assurance of internal control apply only to publicly-traded organizations. Therefore, I
include organization type as a control variable.
CAE demographic data. As previously discussed, the CAE is responsible for
setting the strategic plan for the IAF; therefore, education (CAEITMajor) and/or prior
professional experience (CAEITPro) in IT will likely impact the IT/ICT audit strategy
selection, as the CAE may have been hired specifically for these characteristics,
indicating an organizational commitment to IT control and audit. Therefore, I include
these demographic characteristics as control variables.
Audit standards compliance. Unlike external audit firms that are subject to
periodic inspection by the PCAOB and required to comply with auditing standards,
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internal auditors are expected to comply with “International Standards for the
Professional Practice of Internal Auditing” (Standards), but there is no penalty for noncompliance. Based on 2006 CBOK, 60% of IAF’s fully complied with the Standards
(Burnaby and Hass 2011) with the highest compliance levels among Anglo-Saxon
countries with common law systems (Abdolmohammadi and Sarens 2011). IAF’s in full
compliance with the standards are likely to be larger, more mature organizations with
strong management and board support; therefore, full compliance with IIA Standards
(StandardsComply) is included as a control variable.
Work performed – IT related. IAF’s that perform IT related audits are more
likely to have more IT qualified staff available in-house or through co-sourcing; therefore,
I include an indicator variable for those organizations performing work related to IT/ICT
risks, information risks, and/or disaster recovery testing and support (StrategyIT).

III. RESEARCH METHOD

Variables
Table 4-9 provides definitions and measurements of my variables. The discussion
leading to my hypotheses is summarized in the following regression model:
 ݕ݃݁ݐܽݎݐܵ݀ݑܣܶܫݐ݊ܫൌ
 ןߚଵ  ݁݃ܣܨܣܫ ߚଶ  ݁ܿݎݑܵܨܣܫ ߚଷ ݈ܴܵ݁ܿ݊ܽ݅݁ݕ݃݁ݐܽݎݐ
 ߚସ ܵ ݐ݃ܯ݇ݏܴ݅ݕ݃݁ݐܽݎݐ ߚହ ܵ ܯܴܧݕ݃݁ݐܽݎݐ ߚ ܵݐݏ݅ݏݏܣݕ݃݁ݐܽݎݐ
 ߚ  ݐݎ݁ܥܶܫܧܣܥ ߚ଼  ݈ܾܿ݅ݑܲܧܣܥ ߚଽ  ݐݎ݁ܥܣܫܧܣܥ ߚଵ ܹ݊݅ݐܽܿܮ݇ݎ
  ݏ݈ݎݐ݊ܥ ߝ
IntITAudStrategy. In CBOK (2010), CAE respondents were asked, “What is your
IT/ICT audit strategy?” with the possible responses of:

157

x

Integrated – Whenever possible IT/ICT aspects of business processes are part
of the normal scope of business reviews.

x

Streamed/separate – IT/ICT aspects of business processes are examined as
independent reviews.

x

Not applicable – we are not involved in IT/ICT auditing.

I create a binary variable in which those reporting an integrated IT audit strategy
were coded as 1, 0 otherwise.
IAFAge. CBOK (2010) indicates the age of the IAF coded into eight separate
ranges. As discussed in my literature review, internal audit grew significantly in third era
(mid 1980s to mid/late 1990s) as a result of legislative actions and COSO, where IAFs
established prior to that era were in organizations that generally took a proactive, leading
role in internal audit. I split IAF age into two ranges, 1 for those organizations that were
in existence prior to the third era (e.g., 26 years or older), 0 otherwise.
IAFSource. CBOK (2010) indicates the percentage of co-sourcing/outsourcing of
internal audit activities, expressing the percentages in six ranges. CAE respondents
indicate that 57 percent of their organizations do not use co-sourcing/outsourcing,
resulting in a small n for the remaining ranges, increasing the risk of Type II error.
Therefore, I dichotomize the variable with those organizations reporting the use of cosourcing/outsourcing coded as 1, otherwise 0.
StrategyReliance. CBOK (2010) indicates if the IAF measures performance by
reliance by external auditors on the internal audit activity. Those that use external
auditor’s reliance as a performance measurement are coded as 1, otherwise 0.
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Table 4-9 – Variable Definitions
Variable Name

Variable Description

Variable Measure

IntITAudStrategy

CBOK 2010
Question
Q40

Organization’s IT audit strategy

IAFAge

Q6_Two_Groups

IAF age in years (H1)

IAFSource

Q50_1_0

StrategyReliance

Q37_A15

StrategyRiskMgt

Q37_A3

StrategyERM

Q63_A13

StrategyAssist

Q63_A39

CAEITCert

Q11_A25_A27

CAEPublic

Q11_A19

CAEIACert

Q11_A1_A9

CAETotalCerts

Q11_D2

In-house vs. co-sourced/outsourced
IAF (H2)
Performance measures: reliance by
external auditors on the IAF (H3a)
Performance measures: assurance of
sound risk management/internal
control (H3b)
Work performance area: audits of
enterprise risk management (ERM)
(H3c)
Work performance area: external
audit assist (H3d)
Does CAE have IT certification
(CISA, QiCA, CISM, etc…) (H4a)
Does CAE have a public/chartered
accounting certification (CA, CPA)
(H4b)
Does CAE have an internal auditing
certification (CIA, MIIA, etc..) (H4c)
Total number of professional
certifications held by CAE (H4d)

1 if integrated, 0
otherwise
1 if mature (>25 years),
0 otherwise
1 if outsourced, 0
otherwise
1 if yes, 0 otherwise

WorkLocation

Q56

CAEITMajor

Q8_8

CAEITPro

Q12_6

Country where CAE primarily
practices (H5)
CAE academic major: computer
science or information systems
CAE professional experience: IT/ICT

CompanyType

Q16_1_0_Public

Is company Publicly Traded?

1 if yes, 0 otherwise

CompanySizeRev

Q20_Large

Total revenue or budget > $1B

1 if yes, 0 otherwise

StrategyIT

Q63_IT_1_0

1 if yes, 0 otherwise

StandardsComply

Q58_NoZero

Work performance area: Auditing of
IT/ICT risks and/or information risks
and/or disaster recovery testing and
support
Is your organization in full
compliance with the standards?
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1 if yes, 0 otherwise

1 if yes, 0 otherwise

1 if yes, 0 otherwise
1 if yes, 0 otherwise
1 if yes, 0 otherwise

1 if yes, 0 otherwise
1 if CAE has 2 or more
certifications, 0
otherwise
1 if United States, 0
otherwise
1 if yes, 0 otherwise
1 if yes, 0 otherwise

1 if yes, 0 otherwise

StrategyRiskMgt. CBOK (2010) indicates if the IAF measures performance by
assurance of sound risk management/internal control. Those that use this measurement
are coded as 1, otherwise 0.
StrategyERM. CBOK (2010) indicates if the IAF performs audits of Enterprise
Risk Management (ERM) processes. Those performing ERM audits are coded 1,
otherwise 0.
StrategyAssist. CBOK (2010) indicates if the IAF performs external audit assist
work. Organizations providing assistance to the external auditor are coded as 1, otherwise
0.
CAEITCert. Those CAE’s who report an IT or information technology or security
related certification as a CISA, QiCA, CISM, CISSP, CSP, CDP or similar are coded as 1,
otherwise 0.
CAEPublic. Those CAE’s who report a public accounting/chartered accountancy
certification as a CA, CPA, ACCA, ACA or similar are coded as 1, otherwise 0.
CAEIACert. Those CAE’s who report an internal auditing certification as a CIA,
MIIA, PIIA, or similar are coded as 1, otherwise 0.
CAETotalCerts. As previously discussed, 45 percent of CAEs have multiple
certifications. Those CAEs who report two of more professional certifications are coded
as 1, otherwise 0.
WorkLocation. Organizations with a primary work location in the United States
are coded as 1, otherwise 0.
CAEITMajor. Those CAE’s who report an IT major are coded as 1, otherwise 0.
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CAEITProfessional. Those CAE’s who report work experience in IT are coded as
1, otherwise 0.
CompanyType. Organizations that are publicly-traded are coded as 1, otherwise 0.
CompanySizeRev. CBOK (2010) reports revenues (budgets for non-profit and
government entities) in six ranges. My qualitative research indicates that smaller IAF’s
(e.g., those with 10 or fewer employees) tend to exist in organizations with less than $1B
in revenues. Therefore, those organizations with revenue (budget) of $1B or more are
coded as 1, otherwise 0.
StandardsComply. Those organizations that report being in full compliance with
the standards are coded as 1, otherwise 0.
StrategyIT. CBOK (2010) indicates if the IAF performs audits of IT/ICT risks,
Information risks, and/or Disaster Recovery Planning. Organizations answering yes to
performing work in one or more of these areas are coded as 1, otherwise 0.

Sample
The Institute of Internal Auditors Research Foundation (IIARF) conducts periodic
surveys of its international membership as a means of understanding the development and
current state of the profession. These Common Body of Knowledge (CBOK) surveys are
collected electronically from IIA members worldwide. I gained permission from the IIA
to use its CBOK (2010) database in my investigation. The survey questions and scales
change between surveys, making longitudinal data analysis unavailable for many
questions.
The survey collected certain responses from CAE respondents only, as these
individuals would be in the best position to understand and comment on their
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organizations’ internal audit strategies. Therefore, my analysis is limited to CAE
respondents. Overall, there were 13,582 respondents, of which 2,935 were CAEs. Eighty
percent of responses were from CAEs reporting a primary practice location in one of 30
countries, with the largest single response rate from the U.S., which accounted for
twenty-one percent of CAE respondents (n=625). Three additional countries had more
than 100 respondents (Germany n= 185, Japan n=143, Taiwan n=119), and nine
additional countries had between 50 – 99 respondents. These 13 countries accounted for
just over 60 percent of total CAE responses. See Table 4-10 for a summary of responses
by country of practice for those countries representing at least one percent of the total
responses.
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Table 4-10 – Work Practice Locations (at least 1% of total)
Count
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

Q56 Country

Frequency

United States*
Germany
Japan
Chinese Taiwan
Italy
Russia
Switzerland
Canada*
United Kingdom*
Austria
France
Australia*
South Africa*
Spain
Poland
Czech Republic
Mexico
Sweden
Colombia
Finland
Malaysia
Turkey
Netherlands
Portugal
India
Bulgaria
Costa Rica
Brazil
Ecuador
Peru
Greece
South Korea
Norway
Romania
UAE
Belgium
China
New Zealand*
Argentina
Ethiopia
Lithuania
Saudi Arabia
Singapore
All Other (more than 80)

628
187
145
119
95
94
92
85
78
76
74
64
61
46
45
42
40
39
38
37
35
34
32
32
28
27
25
23
22
22
21
20
20
20
20
19
19
19
18
18
16
15
14
331
N=2,935
935

*Anglo-culture countries
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Percent

Cumulative %

21
6
5
4
3
3
3
3
3
3
3
2
2
2
2
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
11

21
28
33
37
40
43
46
49
52
55
57
59
61
63
64
66
67
69
70
71
72
73
75
76
77
77
78
79
80
81
81
82
83
83
84
85
85
86
87
87
88
88
89
100
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IV. RESULTS

Descriptive Statistics and Univariate Tests of Hypotheses
Table 4-11 provides descriptive statistics cross-tabulating my independent
variables by the dependent variable, IntITAudStrategy. Use of an integrated IT audit
strategy is reported by 51 percent of CAEs, with 48 percent reporting either a
separate/streamed IT audit strategy or not performing IT audits. The IAFAge variable
indicates the majority of organizations are less than 25 years old, and is highly significant
(p<0.001) and indicates that IAFAge is positively related to IntITAudStrategy, meaning
organizations appear more likely to use an integrated IT audit strategy as they age,
supporting H1.
The IAFSource variable indicates that 43 percent of organizations utilize cosourcing while 57 percent do not. IAFSource is significant (p=0.007) and positive,
indicating that the null hypothesis of H2 should be rejected, and the organization’s use of
co-sourcing or outsourcing is positively related to an integrated IT audit strategy. Next,
Table 3-11 shows each of the four IAF strategy related variables is significant,
StrategyReliance (p=<0.001), StrategyRiskMgt (p=<0.001), StrategyERM (p=<0.001),
and StrategyAssist (p=0.002); with the use of an integrated IT auditing strategy positively
associated with each strategy, indicating support for H3b and H3c, but not for H3a or
H3d.
The CAE certification variables (CAEITCert, CAEPublic, CAEIACert,
CAETotalCerts) are all highly significant (p<0.001), and indicate the presence of each
certification is positively related to the use of an integrated IT audit strategy. This
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Table 4-11 – Descriptive Statistics
Descriptive Statistics and Univariate Tests of Hypotheses (N=2935*)
DV: Does the IAF have
IntITAudStrategy?
Yes: 1501 (51%) No: 1403 (48%)
Statistic
Significancea
IAFAge:
0-25 years,
1191 (50%)
1201 (50%)
(H1)
26+ years
306 (60%)
201 (40%)
Ȥ2=18.694
<0.001
IAFSource
All in-house,
813 (50%)
823 (50%)
(H2)
Some or all co-sourced
684 (54%)
574 (46%)
Ȥ2=6.232
0.007
StrategyReliance
Yes
549 (56%)
423 (44%)
(H3a)
No
952 (49%)
980 (51%)
Ȥ2=13.45
<0.001
StrategyRiskMgt
Yes
566 (58%)
405 (42%)
(H3b)
No
935 (48%)
998 (52%)
Ȥ2=25.47
<0.001
StrategyERM
Yes
878 (55%)
715 (45%)
Ȥ2=16.61
(H3c)
No
623 (48%)
688 (52%)
<0.001
StrategyAssist
Yes
740 (55%)
616 (45%)
(H3d)
No
761 (49%)
787 (51%)
Ȥ2=8.48
0.002
CAEITCert
Yes
175 (67%)
88 (33%)
(H4a)
No
1327 (50%)
1316 (50%)
Ȥ2=25.549
<0.001
CAEPublic
Yes
459 (57%)
351 (43%)
(H4b)
No
1042 (50%)
1052 (50%)
Ȥ2=11.15
<0.001
CAEIACert
Yes
606 (57%)
453 (43%)
(H4c)
No
896 (49%)
951 (51%)
Ȥ2=20.164
<0.001
CAETotalCerts
None or one,
960 (48%)
1032 (52%)
Ȥ2=31.019
(H4d)
2 or More
541 (59%)
371 (41%)
<0.001
WorkLocation:
United States,
372 (60%)
253 (40%)
(H5)
All Other Countries
1129 (50%)
1150 (50%)
Ȥ2=19.57
<0.001
Control Variables:
CAEITMajor
Yes
131 (64%)
75 (36%)
No
1370 (51%)
1328 (49%)
Ȥ2=12.58
<0.001
CAEITPro
Yes
176 (65%)
93 (35%)
No
1325 (50%)
1310 (50%)
Ȥ2=22.413
<0.001
CompanyType
Publicly Traded
631 (58%)
462 (42%)
Other
867 (48%)
936 (52%)
Ȥ2=11.15
<0.001
CompanySizeRev
Less than $1B
743 (49%)
784 (51%)
$1B or more
568 (57%)
436 (57%)
Ȥ2=15.203
<0.001
StandardsComply
Yes
776 (59%)
547 (41%)
Ȥ2=47.26
No
704 (46%)
834 (54%)
<0.001
StrategyIT
Yes
1309 (58%)
939 (42%)
No
192 (29%)
464 (71%) Ȥ2=170.566
<0.001
a
one-tailed, please see Table 9 for variable definitions, * Missing data may slightly reduce sample sizes
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indicates support for H4a, H4c, and H4d; however, it indicates that H4b is not supported.
In addition, CAETotalCerts indicates that the use of an integrated IT audit strategy
increases significantly with two or more professional certifications. Internal auditing
related certifications (CIA/MIIA) are the most frequently occurring CAE certification (36
percent, not tabled), with the public accounting/chartered accountancy CA/CPA and
ACCA/ACA second at 28 percent. The IT related CISA/QiCA/CISM/CISSP/CSP/CDP
are the third most frequently occurring (excluding ‘other’) at 9 percent of total CAE
respondents. Correlation analysis (Table 12) indicates that the internal audit certification
variable may have multicollinearity (Pearson correlation = 0.528, one-tailed) with the
CAE having two or more certifications. Further analysis of internal auditing certified
CAEs indicates that 64 percent report two or more certifications, 30 percent have the
CA/CPA as one of their additional certifications, and 16 percent have the CISA/QiCA as
one of their additional certifications. In addition, 88 percent of CISA/QiCA certified
CAEs report at least one additional certification, and of those 65 percent are also CIAs
and 36 percent are also CA/CPAs. These overlapping certifications make univariate
analysis less reliable in interpretation.
A primary practice location in the United States (WorkLocation) is highly
significant (p<0.001) and positively related to the use of an integrated IT audit strategy,
supporting H5.
Table 3-11 also indicates that all control variables are highly significant (p<0.001).
CAEITMajor and CAEITPro are both positively associated with an integrated IT audit
strategy; as are publicly-traded companies (CompanyType), companies with $1B or more
in revenue (CompanySizeRev), the 46 percent of IAF’s that report full compliance with
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the Standards (StandardsComply), and IAF’s that perform work in IT related areas
(StrategyIT).

Multivariate Analyses and Tests of Hypotheses
Correlation Matrix. Table 4-12 presents bivariate Pearson correlation
coefficients between the dependent variable, IntITAudStrategy, and independent variables,
with significant correlation coefficients in bold. All independent variables representing
my hypotheses show significant levels in correlation with the dependent variable,
IntITAudStrategy. As discussed above, one set of independent variables, the internal audit
certification variable (CAEIACert) and the CAE having two or more certifications
(CAETotalCerts) are correlated at 0.528, indicating a multicollinearity problem. However,
this is caused by the fact that the CAETotalCerts variable is a product of the CAEIACert
variable, and therefore the multicollinearity will not have adverse consequences (Allison
2012). There are many other significant correlation coefficients between independent
variables that do not reach the critical level of 0.50.
Three logistic regressions are estimated in Table 4-13, where the coefficient (ߚሻ is
provided for each variable, along with its related Wald statistic and statistical significance
(one-tailed for predicted signs). Model 1 includes all variables. Model 2 removes the
CAETotalCerts variable to avoid its possible associated multicollinearity problem and
leaves the individual certification variables. Model 3 removes the individual certification
variables (CAEITCert, CAEPublic, CAEIACert) and leaves the CAETotalCerts variable,
once again mitigating potential multicollinearity.
All three models are highly significant (p<0.001). Model 1 is the full model, and
has a classification accuracy of 63.3 percent and a pseudo R2 of 13.4 percent. Model 2
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without the CAETotalCerts variable has a slightly higher classification accuracy and
pseudo R2 (63.4 and 13.4 percent, respectively), and Model 3 without the individual
certification variables has an identical classification accuracy but slightly lower pseudo
R2 (63.3 and 13.1 percent, respectively).
As shown in Table 4-13, the coefficient on the dummy variables for IAFAge is
positive but not significant (p=0.146), thus Model 1 does not support H1. Models 2 and 3
likewise are not significant and therefore do not support H1. IAFSource is also not
significant in any model, indicating support for the null hypothesis in H2.
The IAF performance measurement strategy variables StrategyReliance and
StrategyRiskMgt are significant (p=0.070 and p= 0.009 respectively) and positive in
Model 1, although StrategyReliance is marginal. This provides support for H3b but not
for H3a, which was predicted to have an inverse relationship. These variables are also
significant and positive at similar levels in Models 2 and 3. There is no support for the
work performed strategy hypotheses H3c or H3d, as StrategyERM and StrategyExtAssist
are not significant in any model.
Individual CAE certification variables appear only in Models 1 and 2, and provide
support for H4a, as CAEITCert is significant in Model 2 and marginally significant in
Model 1 (p=0.067 and p=0.042, respectively). H4c is also supported, as CAEIACert is
significant and positive in Models 1 and 2 (p=0.033 and p=0.008, respectively). There is
no support for H4b, as CAEPublic is not significant in any model.
The CAETotalCerts variable appears only in Models 1 and 3, and is significant
only in Model 3, where the highly correlated individual certification variables are
removed. The presence of two or more professional certifications is significant (p=0.006)
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and positive in this model; thus, model 3 provides support for H4d while Model 1 does
not. WorkLocation is positive and significant in Models 1, 2, and 3 (p=0.006, p=0.006,
and p=0.002, respectively). This provides support for H5.
All control variables except CompanySizeRev are significant in all models.
StrategyIT and StandardsComply are highly significant (p<0.001) and positive in all
models, indicating the importance of these variables in predicting which organizations
will pursue an integrated IT audit strategy. A summary of univariate and multivariate
results by hypothesis is provided in Table 4-14.
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Table 4-12 – Pearson Correlation Matrix
1
1
IntITAudStrategy
2 IAFAge (H1)
3 IAFSource (H2)
4
StrategyReliance
(H3a)
5
StrategyRiskMgt
(H3b)
6 StrategyERM
(H3c)
7 StrategyAssist
(H3d)
8 CAEITCert
(H4a)
9 CAEPublic
(H4b)
10 CAEIACert
(H4c)
11 CAETotalCerts
(H4d)
12 WorkLocation
(H5)
13 CAEITMajor
14 CAEITPro
15 CompanyType
16
CompanySizeRev
17 StrategyIT
18
StandardsComply

2

3

4

5

6

1.000
.035㻖㻌
.090**

1.000
.104**

1.000

.094** .047** .054**

.264**

1.000

.076** .107** .035*

.114**

.187**

1.000

7

8

9

10

11

12

13

14

15

16

1.000
.214**

1.000

.098**
.022

.127**
.058**

17

18

1.000
.158**

1.000

1.000

.080**
.046**
.068**

.054** .081**

.090㻖㻖㻌

.226**

.094**

.072**

1.000

.094** -.009

.026

-.001

-.014

-.007

.027

1.000

.062** .056**

.120**

.108**

.012

-.067**

.137**

.051**

1.000

.084** -.008

.021

-.013

-.032*

-.024

-.002

.209**

.028

1.000

.103** .052㻖㻖㻌㻌 .061**

.042*

.004

-.029

.062**

.376**

.334**

.528**

1.000

.082** .061㻖㻖㻌㻌 .158**

.133**

-.029

-.226**

.173**

.094**

.328**

.160**

.240**

1.000

.066** -.026

-.014

-.018

.002

.020

-.009

.244**

-.020

.012

.056**

1.000

.015
.088** .008
**
**
.006
.044
.094
.078** .170㻖㻖㻌㻌 .137**

-.007
.039*
.050**

.020
.026
.061**

.038*
.009
.048**

-.004
.039*
-.005

.227**
.000
.012

-.049**

.083**

.037*
.041*
.019

.090**
.032*
.037*

.055**
-.023
.088**
.077**

.339**
-.018
.031

1.000
-.001
.028

.242** .132㻖㻖㻌㻌 .136**
.129** .097㻖㻖㻌㻌 .051**

.159**
.083**

.119**
.109**

.226**
.091**

.176**
.023

.095**
-.011

.077**
.023

.068**
.070**

.099**
.067**

.100**
.015

.020
-.041*

.054**

** Correlation is significant at the 0.01 level (1-tailed).
* Correlation is significant at the 0.05 level (1-tailed).
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.062**

-.055

**

Table 4-13 – Logistic Regression
DV: IntITAudStrategy
Sign
Independent Variables:
IAFAge (H1)
IAFSource (H2)
StrategyReliance (H3a)
StrategyRiskMgt (H3b)
StrategyERM (H3c)
StrategyAssist (H3d)
CAEITCert (H4a)
CAEPublic (H4b)
CAEIACert (H4c)
CAETotalCerts (H4d)
WorkLocation (H5)
CAEITMajor
CAEITPro
CompanyType
CompanySizeRev
StandardsComply
StrategyIT
Constant
Chi-Square (Sig.)
Classification
Pseudo R2
a

+
?
+
+
+
+
+
+
+
+
+
+
+
+

(Model 1)
ȕ
Wald
Sig.a
0.12
1.11
0.146
-0.09
0.93
0.167
0.14
2.18
0.070
0.22
5.57
0.009
0.09
0.97
0.163
-0.06
0.38
0.268
0.25
2.25
0.067
0.10
0.85
0.179
0.19
3.41
0.033
0.06
0.23
0.316
0.29
6.36
0.006
0.31
2.87
0.045
0.52
9.89
0.001
0.28
9.90
0.001
0.08
0.78
0.189
1.01 81.68 <0.001
0.42 23.07 <0.001
-1.44 142.50 <0.001
263.38 (<0.001)
63.3%
13.4%

All one-tailed.

See variable definitions in Table 1

171

ȕ
0.12
-0.09
0.14
0.22
0.09
-0.06
0.28
0.12
0.22

(Model 2)
Wald
1.17
0.93
2.17
5.62
0.96
0.38
2.98
1.34
5.82

Sig.a
0.140
0.168
0.071
0.009
0.163
0.270
0.042
0.124
0.008

0.30
6.51
0.006
0.31
2.84
0.046
0.52
10.02
0.001
0.28
9.86
0.001
0.08
0.76
0.192
1.00
81.63 <0.001
0.42
23.48 <0.001
-1.44 142.45 <0.001
265.15 (<0.001)
63.4%
13.4%

ȕ
0.11
-0.08
0.14
0.21
0.09
-0.06

(Model 3)
Wald
0.93
0.92
2.12
5.09
1.03
0.41

Sig.a
0.168
0.169
0.073
0.012
0.156
0.262

0.24
6.37
0.006
0.33
8.84
0.002
0.35
3.76
0.027
0.55
11.29
0.001
0.29
10.36
0.001
0.08
0.83
0.182
1.02
84.59 <0.001
0.42
23.75 <0.001
-1.40 141.17 <0.001
262.53 (<0.001)
63.3%
13.1%

Table 4-14 – Summary of Results
Hypothesis
Univariate
IAFAge (H1)
Supported
IAFSource (H2)
Null not
supported
StrategyReliance
Not supported
(H3a)
StrategyRiskMgt
Supported
(H3b)
StrategyERM (H3c)
Supported
StrategyAssist
Not supported
(H3d)
CAEITCert (H4a)
Supported
CAEPublic (H4b)
Not supported
CAEIACert (H4c)
Supported
CAETotalCerts
Supported
(H4d)
WorkLocation (H5)
Supported

Model 1
Not supported
Null supported

Model 3
Not supported
Null supported

Not supported

Model 2
Not supported
Null
supported
Not supported

Supported

Supported

Supported

Not supported
Not supported

Not supported
Not supported

Not supported
Not supported

Supported
Not supported
Supported
Not Supported

Supported
Not supported
Supported
N/A

N/A
N/A
N/A
Supported

Supported

Supported

Supported

Not supported

Additional Analyses
CBOK (2010) provides 17 possible responses for IAF performance measurement.
My models tested only two of those, external auditor reliance and assurance of risk
management. However, 23 percent of respondents selected the option “no formal
performance measurement.” I examined organizations that lack performance measures
through both univariate and multivariate analyses (not tabulated). In univariate analyses
the lack of performance measures is highly significant (p<0.001); however, in
multivariate analyses it lacks significance (p=0.286). In addition, many of the most
frequently used IAF performance measurements as shown in Chen and Lin (2011) are
related to the construct of client satisfaction; therefore, I constructed a composite measure
of client satisfaction consisting of the following four measures: recommendations
accepted by stakeholders such as senior management, surveys/feedback from board and
senior management, surveys/feedback from audited departments, and number of
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management requests. I examined this measure through both univariate and multivariate
analyses and found that while significant in univariate (p=0.001), this measure is not
significant (p=0.328) in multivariate analysis.
Work location (H5) was significant in all models. While I examined the US
versus all other countries in the sample, it is possible that other countries share similar
characteristics. Based on my qualitative research, SOX 404 had a significant effect on
internal auditors, thus countries with similar legislation are likely to have responded in
similar ways to the changes driven by the requirement for assurance of internal controls,
of which IT controls are a significant component. I identified seven countries with similar
legislation and a sample size of more than 50 observations: Australia, Canada, France,
Germany, Italy, Japan, and South Africa. I developed a composite measure of
SoxWorkLocation including these seven countries plus the US. Univariate analysis of the
composite measure was highly significant (p<0.001). Multivariate analysis also showed
this variable to be significant (p=0.009) and positive. Substitution of this measure for the
US only measure slightly improves the Model 2 classification accuracy from 63.4 to 63.5
percent. These results suggest that the US only measure is a strong indicator of
IntITAudStrategy.
My qualitative research also suggests it is possible that countries with Angloculture might impact the choice of integrated audit strategy, thus I developed a composite
measure of AngloWorkLocation including the six Anglo-culture countries: US, Canada,
UK, Australia, South Africa, and New Zealand. This measure was highly significant
(p<0.001) in univariate analysis, but marginally in multivariate analysis (p=0.062);
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however, substituting it for the US only variable has no impact on classification accuracy
and slightly decreases the pseudo R2.
Finally, because of the importance of CAE characteristics overall I add CAE age
and gender as control variables. Neither variable is significant. The addition of these
control variables slightly improves classification accuracy to 63.5 percent.

V. SUMMARY AND CONCLUSIONS
Recent reports and my qualitative study in chapter 3 suggest that there is a shortage
of qualified internal auditors, particularly in the area of IT audit. One method used by
some IAFs to address this shortage is through the use of an integrated IT audit strategy
developing hybrid/integrated IT auditors. I identify and test several variables associated
with the IAF’s selection of an integrated IT audit strategy. My results provide evidence
on which IAF characteristics, strategy selections, CAE characteristics, and organizational
characteristics are associated with the use of an integrated IT audit strategy. I find that
work location and CAE characteristics such as professional certification(s), education,
and prior experience are positively and significantly related to the selection of an
integrated IT audit strategy, as is an IAF strategy measured by assurance of sound risk
management/internal control. The importance of work location and the control variable
company type is of interest as taken together they suggest that the focus on internal
control created by SOX (2002) legislation, coupled with the increasing importance of IT
and the relative scarcity of IT audit professionals in the U.S., may significantly influence
the decision to pursue an integrated IT audit strategy in order to assure the IAF is able to
address risk management responsibilities. The importance of CAE characteristics
suggests that careful selection of the CAE is critical for those organizations that wish to
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pursue an integrated IT audit strategy.
I also find that many CAEs have multiple professional certifications, and that CAEs
with two or more certifications are more likely to pursue an integrated IT audit strategy,
particularly when one of those certifications is an internal auditing certification. I find
similar results for an IT related certification; however, I do not find significant results for
public accounting certification. Prior internal audit studies have not considered the
interaction between professional certifications in measurements of factors such as internal
audit quality. The increasing number of available certifications suggests the importance
of this interaction will grow and therefore the interaction should be addressed in future
research.
Surprisingly, I do not find significant results for IAF characteristics such as IAF
age and sourcing strategies. This evidence suggests that these factors are not as important
in strategy selection as is the CAE in charge of the IAF, further emphasizing the
importance of CAE selection by executive management and/or the board of directors.
Also surprising was that providing assistance to the external auditor was not significant,
but seeking reliance from the external auditor was positive and marginally significant in
determining the IAF’s IT audit strategy. This raises interesting considerations for future
research given the critical nature of IT in financial reporting, and the ongoing debate over
the proper role (if any) of internal audit in the external auditors’ attestation work. It is
possible that this result is related to the time period of the survey (five years after SOX
404 first became effective) and the importance of external auditor reliance on the IAF
will diminish as internal control reviews become more clerical in nature; however,
current levels of regulator interest in internal control suggest the topic remains of critical
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interest and thus organizations may continue to emphasize use of their IAFs to ensure an
adequate control environment and potentially reduce external audit fees. This will
challenge IAFs to balance routine internal control over financial reporting related
activities with more strategic responsibilities in order to increase the perceived value of
the IAF to the organization.
My results suggest additional research regarding differing practices between
countries that have SOX-similar regulations and others might be useful in identifying
internal auditing ‘best practices’ at a localized level. These regulations likely increase the
IAF’s interaction with the external auditor and the financial attestation audit, suggesting
differing IAF staffing and training requirements for publicly-traded companies in these
locations versus IAFs in other organization types and other countries.
Overall, my results are important because they provide further insight into the
practice of IT audit, particularly integrated IT audit, by internal auditors. The critical
nature of IT in most organizations requires strong IT governance, and a key contributor to
IT governance should be the IAF; however, staffing challenges prevent some IAFs from
being an effective participant in IT governance. Integrated IT audit improves overall
internal audit quality and when used to develop hybrid integrated internal auditors can
help address some staffing challenges. Therefore, my results should be of interest to IAF
stakeholders, particularly boards and senior management, as results suggest the criticality
of the CAE in shaping the IT audit strategy. The results may also be of interest to external
auditors and regulators as they seek to determine how to best benefit from the work of
internal auditors. IT audit is a key area where historically the internal auditor has had the
dual advantages of familiarity with the organization and a continuous presence in the
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organization, which must be balanced with concerns regarding independence and
objectivity. This continuous presence of internal audit provides additional, indirect
benefits to the external auditor beyond financial audit reliance and assistance. Financial
systems must consistently provide accurate information in order for financial statements
to be accurate. Internal audit activities can provide a deterrent effect against fraudulent
activities, strengthen internal controls, and potentially detect correct and control
deficiencies prior to the financial audit; indirectly improving financial audit quality
through improved financial statement quality. I argue that the best measurement of IAF
quality and value added isn’t external auditor reliance; instead it may be a combination of
the extent of the reduction in control risk the external auditor can justify as a result of the
IAF, coupled with the other IAF stakeholders’ (board and management) satisfaction with
the IAF’s role in overall corporate governance.
Below I propose future research questions that can help us better understand the
IAF’s IT audit strategy development. These questions include:
x Does an integrated IT audit strategy increase client satisfaction?
x Does an integrated IT audit strategy reduce the external auditor’s assessed
control risk?
x Does an integrated IT audit strategy improve financial reporting quality?
x Do the same variables impact the decision to pursue any IT audit strategy
versus no IT audit strategy?
Use of survey data in this study indicates limitations that should be considered in
interpreting my results. First, the CBOK database originated from a survey of IIA
members. It is subject to limitations of survey research, as CAE perceptions may not fully
match reality, and the CAE’s who responded may not be representative of the population
of CAEs. The survey was offered international; therefore CAEs may have interpreted
questions differently based on language or practice differences existing in their region.
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The data are six years old, and practices may have changed over time; however, data
from more recent similar surveys and interviews suggest that changes in practice are slow.
The data also combine integrated IT audits into one category, disabling the ability to
identify differences between integrated audits conducted as parallel audits versus
integrated audits conducted by hybridized integrated auditors. Finally, the logistic
regression models analyze associations rather than causation; therefore results must be
interpreted with caution.
Despite the limitations, this study increases understanding of the variables that can
influence the IAF’s selection of an integrated IT audit strategy. By suggesting
performance measurements and CAE characteristics that correlate with an integrated IT
audit strategy, study results can assist stakeholders seeking to improve IT audit coverage.
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